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CHAPTER 1.

Introduction

This document provides a guide to setting up the administrative options in the WebTeam Central Web
application.

Apart from the user options that each Web application user can configure individually, this Web application
has a number of parameters that are applied to the entire application and can be configured only by the Web
application administrator on the Administrative Options page.

This document is intended for Web application administrators to help them set up and adjust the application
and it provides detailed information on each option available on the Administrative Options page.

This guide includes the following chapters:
e Introduction

This chapter contains brief overviews of WebTeam Central, the WebTeam Central Web application
and its Administrative Options page.

e Setting Up Administrative Options

This chapter gives you a detailed description of administrative options to set up in order to change
the WebTeam Central Web application view and behaviour.

For more information on entire the WebTeam Central Web application and its user options in particular, see
WebTeam Central User’s Guide.

WebTeam Central Overview

WebTeam Central is a Web-based Team calendar that offers advanced opportunities for increased
productivity and improved customer service.

WebTeam Central gathers meetings scheduled from other Outlook calendars and gives companies and
users the ability to collaborate regardless of the whereabouts of the individual user.

The graphical user interface to its functions is available via its integral part, Web application. Thus, its features
are utilized through an Internet connection and a browser, which complies fully with the ‘Microsoft Way’ seen
in Outlook Web Access.

The main window of the WebTeam Central Web application looks like this:
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Figure 1. The main window of WebTeam Central Web application

To learn about the WebTeam Central Web application, refer to the WebTeam Central User’s Guide.

To change the entire Web application’s view and behaviour, you must log on to the application’s
Administrative Options page as a Web application administrator and set up the numerous options available

on the page.



Add-On Products CHAPTER 1
.8 WebTeam Central Introduction

5

[iZ] Admin Settings Hsave ®Restore
Administrator [ 3
w*  Groups
Appearance
Zarich ZH-Limmatplatz - Add-On-Products a
Category Colors Zarich Zirich Administrators
) Managers
Actions Marketing
Data Sources QA
Suppor
ERl Limit Visible Groups to
Logging
v -
Sort

¥ Add Domain Name Prefix

¥/ Show Group Aliss instead of Display Name

¥ name D postal Code l:l O Business Phane 2 l:l
o Domain Mame I:l o Country l:l [m] Fax l:l
D First Name I:l O rite l:l O pssistant Phane l:l
D initials ] = company ] [ Home Phane ]

Show Recipient Fields [ Last Name ] [ Department ] [ Home Phane 2 ]
O Alias l:l [ office Location l:l [ Mobile Phone l:l
O street I:l O assistant l:l [m] Pager l:l
o City I:l () Business Phane l:l O comment l:l
O state I:l (m] Display Name l:l

Default Group Add-On-Products v

Group Read Level D9 Level ® peep

Figure 2. One section in the Administrative Options window

The Setting Up Administrative Options chapter gives a detailed description of logging in and setting up
the administrative options.
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Terminology

Term

Distribution list

IIS (Internet Information
Service)

Microsoft Exchange Server
Phone message

RTM (RealTime Manager)

RTS (RealTime Service)

WebTeam Central Web
application, Web application,
WTC

Guest User

CHAPTER 1
Introduction

Definition

A list of contacts combined into one or several groups with different
properties.

A Web server with integrated, reliable, scalable, secure, and
manageable capabilities available over an intranet, the Internet, or an
extranet, and is a tool for creating a strong communications platform
for dynamic network applications.

Server software enabling you to send and receive e-mails and other
forms of interactive communication through computer networks.
Designed to interoperate with a software client application such as
Microsoft Outlook.

An e-mail message which has additional options for delivering
information to a person while he or she is out or unavailable.

The Windows application designed to configure RealTime Service.

This solution is aimed at collecting data from an Exchange Server and
storing it in a WebTeam Central or Exchange Central database, Public
Folder, or on a Global site.

In this guide: a distributed application based around the Web, created
with ASP.NET and hosted on Microsoft IIS. Throughout this Guide you
will find the following references used: WebTeam Central and Web
application. Both of them refer to the same product.

User who has not logged in to the system

6



v

n Add-On Products CHAPTER 2
WebTeam Central Setting Up Administrative Options

CHAPTER 2.

Setting Up Administrative Options

This chapter gives you information on how to log in to the Administrative Options page of the Web application
and provides you with detailed description of all the administrative options available on this page.

This chapter contains the following sections:

e Quick Tour of Mandatory Setup

e Logging In
e Administrator
o Groups

e Appearance

e Category Colors

e Actions

e Permission Items Options

e Data Sources

e Behavior

e Applying or Discarding Changes

The Quick Tour of Mandatory Setup section, gives you a quick reference guide to the setup operations
mandatory to perform. If these operations are not performed, the web application will not work correctly.

In the Logging In sections you can find instructions on how to correctly log in to the Administrative Options
page to configure the options. The following sections describe how to set these options up.

The Applying or Discarding Changes sections instructs you on how to apply or discard the options you
configure for WebTeam Central.

The administrative options are divided into several group and located on 7 sections:

e Inthe Administrator section you can change the administrator’s login and password.

e In the Groups section you can define the limit of the groups that will be visible on the navigation
pane of the main window of the WebTeam Central Web application, the field to be shown on the
Web application main page, and the group read level.

e Inthe Appearance section you define the way the WebTeam Central Web application main page
will look like with options set on the Administrator Options page. These options will have default
values for the WebTeam Central Web application unless the user changes them in the User Options
window provided that he or she is allowed to do that.

e Inthe Category Colors section you can set up colors for categories assigned to appointments.

e In the Actions section you specify the permissions to change the options set in this section and
perform actions in the WebTeam Central Web application such as sending messages, organizing
new meetings, and accessing Outlook Web Access. Also in this section you can set other
permission options.

¢ Inthe Data Sources section you define the data sources for the WebTeam Central Web application
such as OWA address and domain name.

e Inthe Behavior section you define auto-refresh options.
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Quick Tour of Mandatory Setup

The table below gives a quick description of the mandatory operations you must perform when setting up the
administrative options.

The Operation field gives an overview of an operation mandatory to perform. The Section field list the
sections that you need to refer to in this document to perform the corresponding operation.

Operation Section

Loggmg in to the Administrative Options page to configure the Lowafr
options

Data Sources Page:
Calendar Database
SQL Server Name
SQL Server UserlD
SQL Server Password

Specifying an SQL Server and the name of the WebTeam
Central database on this server, providing credentials for
connecting to this database and testing the connection

Logging In

The Administrative Options page is a part of the WebTeam Central Web application. During the WebTeam
Central installation, administrative options are set to default values. By changing these options you set up
and adjust the WebTeam Central Web application view and behaviour. Some options that you set up on the
Administrative Options page are used as defaults for the WebTeam Central Web application unless the user
changes them in the User Option window. If you want to change default options, you will have to log in to the
Administrator page as a Web application administrator and make the necessary changes.

To start setting administrative options you first have to log in as a Web application administrator. To start the
login procedure:

1. Open your Web browser and enter a path to the server with these options, depending on where you
installed the WebTeam Central Web application. The path could contain the following:
http://<servername>/<wtc>/admin or
http://<servername>/<wtc>/admin/login.aspx

where <servername> is a computer name where your Web application is installed, <wtc> is the
name of the Web application.

If you connect to the WebTeam Central from the local computer where the Web application is
installed, the path will be as follows:

http://localhost/WebTeamCentral/Admin or

http://localhost/WebTeamCentral/Admin/login.aspx

2. The first page you will see is the login page on which you must enter the administrator’s ID and
password. The first time you log in as an administrator use admin as user ID and admin as a
password. You will be able to change them to any other values.


http://localhost/WebTeamCentral/Admin
http://localhost/WebTeamCentral/Admin/login.aspx
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T  The Administrator Login Page

A Web-based group calendar displaying an overview based on individual calendars of Microsoft Exchange and Qutlook users.

User ID

Password

Figure 3. The Login page for administrator

3. Having entered user ID and password, click Login to open the administrator’s options to proceed
working as an administrator.

After logging in, you will get to the Options window, which has the following sections:
e Administrator
e Groups
e Appearance
e Category Colors

e Actions
e Data Sources
e Behavior
e Logging
Note that some options are marked with the security symbol =3 Selecting Yes will allow the user to perform

that specific action in the WebTeam Central Web application provided that the Web application uses
Windows Authentication on Internet Information Services. If Windows Authentication is not used then the
specified action will not be allowed.

Administrator

On the Administrator section you can change the administrator’s login and password.
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Figure 4. In the Administrator section you can change administrator’s login and password
To change the administrator’s login:

1. Inthe Login field enter the user ID that you want to use as the new administrator’s login.

2. Inthe Old Password field enter your old administrator’s password.

3. In the New Password field enter the new administrator's password. If you are changing only the
login, the new and the old passwords will be the same. If you do not enter anything in the New
Password and Retype Password field, you will get a message saying the password cannot be of
zero length.

4. Inthe Retype Password field retype the password you entered in the New Password field.

To change the password:

1. Inthe Login field enter the current administrator ID.
2. Inthe Old Password field enter your old password.
3. Inthe New Password field enter the new password.
4. Repeat your new password in the Retype Password field to confirm your entry.

NOTE

If you made a mistake while retyping the new password, you will get a message saying that the password
you type does not match and that you have to retype it.

After you have made all the necessary changes, click Save to save them.

To continue setting up the administrative options, click the Groups section.

Groups

In this section you can define the limit of the group to be visible on the navigation pane on the main page of
the WebTeam Central Web application, the fields to be shown on the WebTeam central main page, and the
group read level.
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[z] Admin Settings

Administrator
Groups
Appearance
Category Colors
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Behavior

Logging

Hsave ®Restore
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Limit Visible Groups to
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Default Group
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e
<
Sort
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[ Last Name O Department [ Heme Phone 2
[ Alias [ office Location [ Mobile Prone
D Street D Assistant D Pager
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D55 Rooms W

O 1 Level @ Deep

Figure 5. The Groups section with groups and fields setting

To limit visible groups, in the Limit Visible Groups to area, select a group in the left box and click
the group name will appear in the right box, all groups in the right box will remain visible.

>

If you want to reorganize position of contacts in a group, select the group on the right box and click [Sort]

button. The User Sorting window appears:

11
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Faul Hangas

J. Shane Culpenner
Constantine A, Murenin
M atti Arnio

Move up

Reset

| oK || Cancel || Apply

Figure 6. User Sorting window

Select the contact you want to reorganize and use [Move up]/[Move down] buttons to move this contact to
the new position in the list.

If you want all contacts in the group to be sorted alphabetically, click [Reset].

Click [OK] to finish. You can see the result on Navigation Pane, Folder List section
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2% Folder List 2% Folder List
=-&% [v] RC138.COM\Add-On-Products =-&% [v] RC138.COM\Add-On-Products

--:.3- RC138.COM\Administrators --.'.1 RC138.COM\Administrators

--:.3- RC138.COM\Managers --.‘.1 RC138.COM\Managers

él--..'.:- RC138.COM\Marketing é---‘.l RC138.COM\Marketing
|_:'.. |+ Constantine A. Murenin h i
|-'= 1. Shane Culpepper |-".',. 1. Shane Culpepper
|-.‘.'.. Matti Arnio I-.‘.'.. Constantine A. Murenin

|-.‘.',. Paul Hangas I-.‘.'.. Paul Hangas

--..'.3- RC138.COM\QA ---'.1 RC138.COM\QA

"i:- RC138.COM\Support "..'.1 RC138.COM\Support

Figure 7. Order of contacts in Support group before and after being sorted

: This sorting establishment is applied for guest users. It is also applied for logged-in users who have
not configured the order of group contacts.

If you want to know how the sorting function can be used by logged in users, please refer to How to
customize order of contacts in a group section in WebTeam Central User Guide.

In the multiple-domain environment, if you need each group (visible in the left panel of the web application)
to be prefixed with the name of the domain it belongs to, select Add Domain Name Prefix.

&% Folder List

=-&% [¥] RC138.COM\Add-On-Products
&% [v] RC138.COM\Managers
&% [v] RC138.COM\Marketing

|-; Constantine A. Murenin

|-.‘.',. 1. Shane Culpepper
-[72 [¥] Matti Anio
: |-.‘.',. Paul Hangas
-85 [V] RC138.COM\Administrators
-8 [v] RC138.COM\QA

45 [V] RC138.COM\Support

Figure 8. Groups prefixed with domain names

A domain name prefix is separated from a group name by backward slash character.

If you would like group Aliases to be shown in the Groups section instead of their Display Names, select the
Show group Alias instead of Display Name checkbox.

In the Show Recipient Fields list, select what fields should be present on the WebTeam Central main page.
These fields, which correspond to the fields of Users in the Active Directory, will be display in columns in List
view of WTC main page. You also have to specified the widths of the selected fields otherwise there would
be a message saying that you have to set width for the selected fields.

13
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Figure 9. The List calendar view

Ooolo o

Organizer

Paul Hang

Paul Hang

Paul Hangas
[aleksandra.babic@rc138.

Paul Hans

jas
[aleksandra.babic@rc138.
as

[aleksandra.babic@re138.

gas
[leksandra.babic@re13s. P24l Hangas

Calendar Name.

Paul Hangas

Paul Hangas

Paul Hangas

To add more columns to the List view of WebTeam Central main page, follow the steps below:

Created On

29/05/2015 09:33 AM

29/05/2015 09:32 A

29/05/2015 09:30 AM

29/05/2015 09:34 AM

Greip

Name
Constantine A. Murenin
1. shane Culpepper
Matti Armio

Paul Hangas

Paul Hangas

Paul Hangas

Paul Hangas

1. The Administrator selects the field and specifies the width of the column that should be display in the
Show Recipient Fields of the Group section of the Admin page. (For example, select the Business
Phone as depicted in the figure below). Click Save before logging out the admin page.

Add Domain Name Prefix

Show Group Alias instead of Display Name

Name 200 [rostal Code [ Business Phane 2
|:| Domain Name |:|'C|:|unlr5.r |:| Fax
[ | First Mame [Iitle [ ] Assistant Phone
[1nitials O Companmy []Home Phone

Show Recipient Fields [l Last Name DDepartment [l Home Phone 2
[ alizs [ office Location ["] Mabile Phane
|:| Strest |:| Agsistant |:| Pager
[ city | Business Phone 200 [ ] comment
[ state DDispIay MName

Default Group IAdd—On—Products o

Group Read Level ()1 Level (8 Deep

Figure 10. Select fields and specify width in the Groups section
Reset

2. Onthe WebTeam Central main page (list view), right click and select “ .
3. Close the WTC page and re-enter the page, the list view of WebTeam Central will now display the
new added column. (As an example, the Business Phone column is now displayed)

14
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Enew - & @ [Elust Eloay E workweek B week I FrontDesk [l Timeline  Zoom RN N o:]

Look for | | searchin [ [£] % clear T Fiter
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ke save Basig
I:" Reset Bill Rasmus
Busy Status Bitschin
Display Name Forrer
Start Fracfel
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T Grass-Budja
Hollenstei
Recurrence lenstan
Ingino
Subject
Jens Rubzek | Add-On Products
Location -
kevin.raymond
Frivate Lausanne Mesting room 3
Organizer
Lausanne. Meeting room 1

Calendar Name
Created On

Rodriguez

Treglia

| Business Phone
= Widemann
ame
. Koster
0O L1 | wIC daily meeting Department Name L franziska koster@ret3s.com 05 29-05-2015 09:37 Koster
O [] | wTC daily mesting a2 O [Kf‘::‘:m aster@rc138.con SENEVE Gendve. 28-05-2015 09:37 Genéve Genéve.
First Name
I Koster .
O (1 Revien meeting Tnitials Ll [ianiska kostergretss.con. KoSter 29-05-2015 09:35 Koster
) Last Name Koster
O [ Review meeting O | ranciska.koster@rct38.com €% 29-05-2015 0%:35 Carla

Title

Figure 11. Configuring columns in the WTC main page

NOTE|

e The total of the selected fields’ widths should be approximate 400 pixels so as to get a better view
when user chooses Week view or TimeLine (Week) view.

e The first field in the list is Name which corresponds to the Full Name field in the Active Directory.
Unless it is specified manually therein, it is a combination of the First Name, Initials, and Last
Name fields.

e When selecting fields to be displayed in the Web application, the users will be sorted alphabetically
in the ascending order by the first field visible in the Web application.

The Group Read Level area of the Groups section contains two options:

o 1level

e Deep
The group selected for synchronization in WebTeam Global Service can include other groups (subgroups)
which, in turn, can contain other subgroups and so on. When the user clicks a group of calendars to view in

the WebTeam Central Web application, this option determines whether the calendars of both the selected
group and all subgroups will be show (Deep). Otherwise only calendars that belong to the selected group

will be shown (1 level).

Click the Appearance section to continue setting up the administrative options.

Appearance

In this section you define what default settings will be applied to the WebTeam Central Web application main
page, the way it will look and other behavioural options.

15
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Admin Settings Hsave ®@Restore
Administrator =
=/ Appearance

Groups

Appearance Enable Views List Day Work Week Week Front Desk Time Line

Cotegory Colors ot vew

Actions Default Zoom in Timeline View

Behavior

. Hour Display O 24 Hours ® gifice Hours On y

Lagging
Cffice Hour Gegin
Office Hour End 600 PM hd
RealTime Service Time Zone | {UTC-12:00) International Date Line West Vl
WTC Time Zone | {UTC-12:00) International Date Line West hd | Lock Time Zone
Weskends O show @ wige

Days in Timeline [Day) View
Weeks in Week View v

Number of items in List View

B . .

<
I
<

Date Style 217017201

Time Style 01:00 AM - 11:59 P W

Time Scale minute increments

Display Appointments as O Free/Busy O Category Colors Category lcens
Display Date Picker as Mark occupied date as bold

Authentication mode ® rorms O windows

Force users to login before viewing appointments

Figure 12. The Appearance section with settings of the main page view

Enable Views

Check on the view(s) you want to enable. Selection you make here will affects the options in the dropdown
lists in "Default View” and "Default Zoom in Timeline View” and View options available in User’s interface.

Default View

Select the calendar view of the main page of WebTeam Central Web application. This view option will be
used as the default until the Web application user changes it on the User Options page. The possible options
are List, Day, Week, Work Week, and Time Line.

By default, the view is set to Day.

Default Zoom in Timeline View

Select the default Zoom type for Timeline view of the main page of WebTeam Central Web application. This
option will be used as the default whenever the Web application user selects "Time Line” calendar view. It
can be changed by the user in User Options (refer to General Options section in WebTeam Central — User
Guide for more details).

Dg. Front Desk E Time Line

P Clear 1 Filter

The possible options are Day, Week, Month, Quarter and Year.

16
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Language
Select what language should be used for the whole WebTeam Central Web application. Currently the
possible options are English, Danish, German, Dutch, French, and Swedish.

By default the language is set to English.

Color Theme
From this list select what color theme you want to apply to the Web application. The possible options here
are Outlook 2007, Outlook 2003, Olive Green, Silver, Burgundy, and Dark Blue.

By default the color theme is set to Outlook 2007.

First Day of Week
Using this list you can define what day weeks will start from. The possible options are Sunday and Monday.
The default option is Sunday.

Hour Display
This option defines the hour presentation mode. You have two parameters to choose from:

e 24 Hours — in this mode all hours of both day and night will be displayed in the calendar.
e Office Hours Only — in this mode only office hours will be displayed, for example, from 9 am to 5
pm. If this option is selected, you must also specify when the office hours begin and end.

The default option is set to 24 Hours.

Office Hours Begin

Using this option you define the time when office hours begin. Select the starting hour from the list.
By default this option is disabled (see Hour Display).

Office Hours End

Using this option you define the time when office hours end. Select the ending hour from the list.
By default this option is disabled (see Hour Display).

RealTime Service Time Zone
Select the Time Zone with the same value as the time zone on the server which RealTime Service is installed.

WTC Time Zone
Select the Time Zone which you want to view appointment in.

Lock Time Zone checkbox is to apply this time zone value to all users. If this checkbox is not check, user
will have Time Zone following user setting.

INoTE]: After changing this setting, you have to close the browser and re-open it to see new setting applied.
Weekends

Using this option you can manage weekends on the calendar when the Week calendar view or TimeLine
(week/month/quarter/year) view in WebTeam Central is selected. You have two options to choose from:

e Show - select this parameter to make weekends visible in the WebTeam Central calendar.
e Hide — select this parameter to make weekends hidden.

The default value is Hide.
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Days in TimeLine (Day) View
Selecting more than 1 in this list means that the schedule for that many days will be displayed in the TimeLine
(Day) view. Possible values are 1-7. The default value is 1.

Weeks in Week View
Selecting more than 1 in this list means that the schedule for several weeks will be displayed in Week and
Week Detail view. Possible values are 1-5. The default value is 1.

Number of items in List View

Specify the number of items to be displayed in one page in List View. Possible values are from 1 to 50. The
default value is 20.

Date Style
Select the date style from the options that are available in the list:

21/01/1999 — dd/mml/yyyy
21/01/99 — dd/mm/yy

21/1/99 — dd/mlyy

21.01.99 — dd.mm.yy

1999-01-21 - yyyy-mm-dd
21-01-1999 — dd-mm-yyyy
21-01-99 — dd-mm-yyyy
01-21-1999 — mm-dd-yyyy
01-21-99 — dd-mm-yy

January 21,1999 — Month dd,yyyy

The default option is set to 21/01/1999 (dd/mm/yyyy)

Time style
Select the time style from the options that are available in the list:
e 01:00-23:59
e 1:00-23:59
e 01:00 AM -11:59 PM
e 1:00 AM - 11:59 PM

The default option is set to 21/01/1999 (dd/mm/yyyy)

Time Scale
This option allows you to define the time scale for the calendar displayed in the Web application. The possible
options are 15, 30 and 60 minutes. By default, the calendar grid appears with a time scale of 30 minutes.

Display Appointment as
Appointments can be displayed with Free/Busy color information, Category Color information or with
Category Icons. By default all the options will be selected.

Display Date picker as
Select the Mark occupied date as bold checkbox to display the occupied date as bold in the Calendar.

Select the Show week number in the Date Picker check box to view the Date Picker with week numbers.

Click the Category Colors section to continue setting the administrative options
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Authentication Mode

Forms
Forms mode works with the checkbox 'Force users to login before viewing appointments’. When you select
"Forms” as Authentication mode, this checkbox is available.

o |If the checkbox is unchecked, user is NOT required to log in to view appointments. When visiting
WebTeam Central link, the appointments are immediately displayed.

e If the checkbox is checked, user must log in before viewing appointments on this WTC panel:

. WebTeam Central

User name
Password

B Remember my password

WebTeam Central® Version 5.10.0000.0002
Team Calendar for Microsoft Exchange Server®
Copyright © 2001 - 2020 Add-On Products. All rights reserved.

Figure 13.Login panel when using AD on-premises

. WebTeam Central

Logon with SSO

WebTeam Central® Version 5.10.0000.0002
Team Calendar for Microsoft Exchange Server®
Copyright © 2001 - 2020 Add-On Products. All rights reserved.

Figure 14.Login panel when using Windows Azure AD
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[NoTE: To log on with Single Sign-On, you need 2 conditions:

- Create an app in Azure portal and make proper settings and permissions. Refer to this appendix for

more details.
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- Run WebTeam Central with https. Refer to this appendix for more details.

To set up Forms mode, follow these steps:

Select Forms button and click Save button. Then go to lIS\Default Web Site\WebTeamCentral, enable

Forms Authentication and Anonymous Authentication as following image.

& Internet Information Services (IIS) Manager

@p_! [i:i‘ b RTS-CLTL P Sites » Default web Sike » WebTeamCentral »

File  Wiew  Help
F ‘j Authentication
. 1 | ] \ 5|
= H:.EI Start Page e T .
=93 RTS-CLTL (RTS-CLT1}Administra [ Mo =rodRing
;i Application Poals Mame =~ | Status | Response Type
El- &l Sites Anorymous Authentication Enabled
E‘@ Default Web Site ASPLMET Impersonation Disabled
[+ | aspriet_client Basic Authentication Disabled HTTF 401 Challenge
¥ webTeamCentral Digest Authertication Disabled HTTP 401 Challenge
| BrraChartsDamos v Faorms Authentication Enabled 302 Lagin/Redirect
B4 | *traReportsDemas_ ‘Windows Authentication Disabled HTTF 401 Challenge
After that, setup .NET Authorization Rules as the following figure:
@,.. 4 | @ » RISt b Stes » DefaulwebSte ¥ tebTeamCentral b ]‘0 @ -
File  View Help
Adions

&) NET Authorization Rules
E,

Use this Featurs ta specify rules For authorizing users to access Web sites and applications.

93 Re151 (ECladministrator)
| werbs |

2} Application Pools Mode | Roles

| wsers

Entry Type

Add Allow Rule...
Add Deny Rule. ..

Edit...

Al Users
All Users

B8] Sites Allow
-3 Default web Site Allow
| aspret_clent

You can check the result by accessing WebTeam Central.

Windows

Local
Inherited

Remove

® X

Help
Online Help

Windows mode does not work with the checkbox 'Force users to login before viewing appointments’. When
you select "Windows” as Authentication mode, this checkbox is unavailable (greyed out).

: With Windows authentication mode, user is NOT required to log in to view appointments but he cannot

log out after logging in.

To set up Windows mode, follow these steps:

Click Windows button and click Save button. Then go to [IS\Default Web Site\WebTeamCentral, enable
Windows Authentication and Anonymous Authentication as following image.

20
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n Services (115) Manager [=] B3
@ 4 |3 RUS v Stes v DefaukWebSite » WebTeamCentral » |58 @
Fie View Help
I Authentication _
|18 q @ ter
-9 Start Page Oriine Hel
£ €3 Actst e o Group by: Mo Grouping - gD
L2} application Pools Hame_~ | Status Resporse Type [
B8 Sites Anonymous Authentication Enabled
1) Default web Site ASPNET Impersonation Disabled
-1 aspnet_cliznt Basic Authentication Disabled HTTP 401 Challenge
P customers Digest Authentication Disabled HTTP 401 Challenge
D3 Forms Authentication Disabled HTTP 302 Login/Redirect
i5 Windaows Authentication Enabled HTTP 401 Challenge
wehTeamCentral
| admin
| App_Globalreso
| App_Themes
After that, setup .NET Authorization Rules as the following figure:
" Internet Information Services (115) Manager [_To[=]

@yl, [3 » RCISL » Sites b DefsutwebSte » webTeamcentral b

]m- @ -

File View Hep

€- 178
§5 Start Page
= 8'3 RCI51 (EChadministrator)
2} npplication Poals
E-[a] Sites
40 Default vish Sits
| aspnet_dlient
Customers
DS
i5
‘WehTeamCentral
(¥ xformiction
sc.add-on.com

&) NET Authorization Rules

Add llow Rule...
Add Deny Rule...
Use this feature to specify rules for authorizing users ta access Web sites and applications. gl 7
Mode | users | Roles | verbs | Entry Type © reln
Deny Anonymous Users Local Online Help
Alow Al Users Tnheritad

You can check the result by accessing WebTeam Central, the default page appears.

Category Colors

In this section you can set up colors for categories assigned to your appointments.
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Admin Settings Hsave @Restore

Administrator ] Category COIOrS

Groups

Appearance Color Category Color Category

<

Category Colors Default W | [Defauli] Default

<

Actions Default ** | [mixed] Default

<

<

Data Sources Default Default

<
<

Eehavior Default Default

<
<

Lagging Default Default

<
<

Default Default

<
<

Default Default

Default Default

Default Default

<
<

Default Default

<
L3

Default Default

<
<

Default Default

<
<

Default Default

Default Default

Default Default

<
<

Default Default

Figure 15. The Category Colors section of the Administrative Settings window

There are 32 rows of the Color and Category fields. Therefore, you can configure up to 32 category colors.
You can assign one color for several categories, too.
To assign a color to a category:

1. Inthe Color field, select the color needed.

2. Inthe Category field, type in the name of the category. If you want to assign one color for a number
of categories, type in all the categories by separating them with a semicolon (“;”).

3. Repeat Step 1-2 for as many category colors as you need.

4. Click Save.

The first two categories (“[default]” and “[mixed]”) are pre-defined and read-only. However, you can
change their colors.

The “[default]” color marks any appointment the category of which has no color set up.

The “[mixed]” category color marks any appointment to which a number of categories are assigned (“mixed
category”) and the combination of these categories have no color set up.

After you set up a number of category colors, you can see them in the main window given that you selected
to display appointments as Category Colors on the Appearance section (see Display Appointment as).
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Navigation Pane < Enen ~ B © Fus Moay Flworkweek [P Wesk| FlFrontbesk Stmetine zoom 0[] B BB @
I3 Calendar Look for | | Searchin | ] [£] % cear T Fiter
« June 2015 »
June
Mon Tue Wed Thu Fi Sat Sun
O Name Week 23
1[2]s 456 7
8 0 10 1D M 1 Monday 2 Tuesday 3 Wednesday 4 Thursday 5 Friday
15 16 17 18 19 20 21 [] Constantine A. Murenin /Weekly meeting
¥ 02:30 oM - 04
22 23 24 25 2 27 28 7.00:50 B - 0400 M
[ 3. shane Culpepper
2 3. 1 2 34 5
6 7 [ matti Amio
Today 02/06/2015 Goto [ Paul Hangas JReview meeting WTC Meeting To Bring ntroduce RTS i ring /Meeting m
12:00 AM - 12:00 AM 09:00 AM - 10:00 AM 01:00 PM - 02:00 PM 09:00 AM - 12:30 PM 7 07:30 AM - 10:30 AM
i [Review Database inar Imn Concept Meeting Private appointment Private appointment
12:30 P4 - 01:30 PM 11:00 AM - 12:00 P 01:30 P - 02:30 P 05:00 AM - 10:00 AM 12:00 PM - 01:00 PM
=2 138.COM\Add-On-Products Annual Board Meeting /Attend Microsoft's meeting Jofficial opening of AOD
¥,02:00 PM - 03:00 PM ¥,02:30 PM - 03:30 PM 10:00 AM - 11:00 AM

RC138.COM\Managers T
announcements.
T2 ). shane culpepper 03:30 PM - 04:00 PM

i Paul Hangas
=22 M RCL38.COM\Support
5L I Constantine A, Murenin

Private ¥ Recurrence Free [] Working Elsewhere % Tentative | Busy | Out of Office

Figure 16. Category colors in the main page

1. The appointments in the main window are now marked with different colors according to the

categories assigned to them.
2. In the Web application status bar, you can see all the categories, for which you have already

specified colors, including two pre-defined categories. If you hold a cursor over one of the colors on
the status bar, a tooltip with the corresponding category name will pop up.

Click the Actions section to continue setting the administrative options.

Actions
In this section you define whether the personalization of the WebTeam Central Web application is allowed
as well as sending messages, organizing meetings, and whether views in calendar are restricted to folders

with permission.
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Admin Settings Hsave ®Restore
Administrator &l A .
= ctions
Groups
X o @ ‘fes
Appearance Allow Persanalization !
L/ No
Category Colors
. . @ fes
Actions Show Calendars with no Appointments
L/ No
Data Sources
) @ fes
(i Allow Send Mai !
/Mo
Logging
o ® ves
Allow 5end Phone Message !
L Mo
® ves
Allow Mew Appointment !
/Mo
® ves
Allow Outlook Web Access
Mo
® ves
Allow Access Commands
/Mo
Double Click to Create/Edit an O Yes
Appaointment @ m
Permision Items Options
Restrict Views to Calendar Folders with () ves
Permission ® o

Y. Options maked with this icon can be changed if Windows Authorization is used.

Figure 17. The Actions section of the Administrative Setting window

Allow Personalization

If this option is selected, each individual user can change the options set up on the Administrator Options
page. In this way he or she can personalize the view on the WebTeam Central Web application main page
in the User Options window. These user options are described in the User Options chapter of the WebTeam
Central Web application User’s Guide.

Show Calendars with no Appointments
Selecting Yes will result in all calendars being shown in Day Details, even if they have no appointment entries
for that day.

By default this options is set to Yes.
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Allow Send Mail
Select Yes to allow the user to send mails to the selected users from the WebTeam Central main page.

By default this options is set to Yes.

Allow Send Phone Message
If you select Yes, the option to send phone messages to the selected users will be available on the WebTeam
Central main page.

By default this options is set to Yes.

Allow New Appointment
If you select Yes, the Web application user will be able to create new appointments.

By default this options is set to Yes.

Allow Outlook Web Access

If you select Yes, you allow user to use Outlook Web Access from the Web application toolbar bar. If Outlook
Web Access is forbidden, the OWA button on the main window toolbar of the WebTeam Central Web
application will be unavailable.

By default this options is set to Yes.

Allow Access Commands

Selecting Yes for this option you allow the user to resend and delete appointments which you sent to your
addresses. If this option is activated, the Commands button on the WebTeam Central main toolbar is
available. If the Allow Access Commands option is set to No, the Commands button is disabled.

Select Appointment On Double Click

If you select Yes, user will have to double click an appointment on the main page. Otherwise, you can open
an appointment with one single click at it. By default this options is set to No.

Permission Items Options
Permissions Items Options are located in the Actions section below the Actions options. In this section you
set whether you allow the user with Read permissions to work with calendar folders.

Permision ltems Options

Restrict Views to Calendar Folders with () yas

Permission - Ma

Figure 18. Permission options in the Actions section

Restrict Views to Calendar Folders with Permission
If you select Yes, you will display calendar folders only to which the user has Read permissions. If you select
No, all the calendar folders will be visible.

Click the Data Sources section to continue setting the administrative options.



Add-On Products CHAPTER 2
LAY WebTeam Central

Setting Up Administrative Options

Data Sources

In this section you define Web access options, SQL Server options, SMTP Server options, and Domain
Name option.

Admin Settings Hsave @ Restore
Fminiteter -7 Web Access Options
Groups
Appearance OWA Address https:// !
Category Colors URL Mame (optional)
Actions URL Address (optional)

Data Sources

-7 SQL Server Options

Behavior
Logging
- Calendar Database ‘WebTeamCentral
SQL Server Mame aod.database.windows.net
SOL Server UserlD aod
SOL Server Password  sesssssesssesses

Test Connection

-7 RealTime Service Options

RealTime Service Server 52.237.74.243
RealTime Service Port 5001

Test RealTime Service Server

-7 Domain Controller Name or IP Address Options

‘Windows Azure AD

Reply URL https://dssclients.aod.vn/webteamcentral/LoginWithS50Callb:
Tenant Mame staod.onmicrosoft.com
Application {client) ID f1983c14-583c-4219-2235-2305d3483456

Client Secrets

Y. Options maked with this icon can be changed if Windows Authorization is used.

Figure 19. Data Sources section

OWA Address
Enter the address to the Outlook Web Access.

URL Name (optional)

Enter a name for a custom website. If this field is not empty, a custom button with the text entered here
appears on the WebTeam Central main toolbar. It can be used for the user to access a certain website.

URL Address (optional)

This can be used for the users to access a certain website. Enter the URL address that the users should be
redirected to when clicking a button on the WebTeam Central main toolbar. This button becomes available
if you enter its name in the URL Name field described above.
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Calendar Database
In this field enter the name of the Microsoft SQL Server database used to store calendar data.

NOTE] It is important that authenticated users have permissions to read from and write to the database
and the folders these databases are located in.

SQL Server Name

This option specifies the name or IP address of a Microsoft SQL Server on which the calendar database is
located. This must correspond with the database path type in WebTeam Service — either the IP address or
the name.

SQL Server UserID
The UserlD used to log on to the SQL Server database.

SQL Server Password
The password used to log on to the SQL Server database.
When you entered all the necessary information, you can click the Test Connection button to verify the

connection between WebTeam Central and SQL database.

Realtime Service Server
In this field enter the Server address that RealTime Service interacts with Exchange Server.

Realtime Service Port

The port you enter here must be identical to the one in "Real time Calendar port” field when you setup RTS.
You can test the specified information by clicking Test RealTime Service Server.

Domain Controller Name or IP Address

Enter the Domain name or I[P Address.

If "Windows Azure AD” option is selected, WTC will use Signle Sign-On (SSO) to log the user in.

In order to enable SSO, you need 2 conditions:

- An app created in Azure portal. Refer to this Appendix for more details.
- Configure WebTeam Central to run with https. Refer to this Appendix for more details

: Go to this appendix to know how to retrieve values to fill in when selecting "Windows Azure AD” option.
If this option is not selected, WTC will use AD on premises to check the logging-in user.

Click the Behavior section to continue setting the administrative options.

Behavior

In this section you define auto-refresh options.
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Admin Settings H save ®Restare

Administrator @ BehaVIOr
Groups
Appearance Yes
Allow User to Set Auto-Refresh Interva _
Category Colors ® no
Actions Auto-Refresh Interva 0| 0 minutes = no auto-refresh

Data Sources
Behavior

Lagging

Figure 20. The Behavior section of the Administrative Setting window

For the Allow User Set Auto-Refresh Interval option select Yes, if you want to allow the user to set the
auto-refresh interval on the User Options page of WebTeam Central. In this case the Behavior section
becomes available on the User Options page of the Web application where the user can set the time interval.
If you select No, the auto-refresh interval defined in the Auto-Refresh Interval field on the Administrator
Options page will be used as the default one.

In the Auto-Refresh Interval field you define the interval for activating auto refresh. If you enter O in the
Auto-Refresh Interval field, no refresh will be performed.

Auto-refresh is used to synchronize your calendar with the current status of the WebTeam Central database
where all the appointments from other Outlook calendars are stored. If you do not synchronize your calendar,
your information becomes out-of-date — no new appointments are displayed in the Calendar, no existing
appointments are updated.

If the Auto-Refresh Interval option is set to O or the interval is too long and you want to refresh your calendar
manually, click Refresh on the toolbar.

Logging

In this section, select level for file logging and level for logging to Windows Event log.

Admin Settings Hsave @ Restore

Administrator H
@ Logging
Groups
Appearance Lewvel for file logging Level for logging to Windows Event log
PP
Category Celors ) Debug
T O information O information
Tros ) Warning ) Warning
Jata Sources _ _
() Error ® Error
Behavior = —
®) None () Mone
Logging

Figure 21.Logging section
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Logging level Description
Debug Detailed (verbose) information about the event
Information Events that pass noncritical information to the administrator, similar to a note

that says: "For your information."

Warning Events that provide forewarning of potential problems; although not a
response to an actual error, a warning indicates that a component or
application is not in an ideal state and that some further actions could result in
a critical error.

Error Events that indicate problems, but in a category that does not require
immediate attention.

None Nothing

Applying or Discarding Changes

Once you have finished changing the administrative options, you must apply the changes by clicking Save.
Your changes will be saved to the WebTeam Central Web application configuration file. By default, its path
is:

C:\inetpub\wwwroot\WebTeamCentral\Configuration\settings.config

Modified Administrator’s credentials set up on the Administrator page are saved to a different configuration
file. By default, its path is:

C:inetpub\wwwroot\WebTeamCentral\Configuration\admin.config

While being on any of the sections you can click Save to save changes you made or Restore to discard
changes. If you click Restore, you will get a message saying that the configuration in all sections will be
restored. This message will prompt you to click OK if you want to continue restoring the configuration, or
Cancel to stop the procedure. If you click OK, all of the options on all of the sections will be set to the values
which were selected before your changes. When there are any changes in certain section in Options, if you
navigate to another section without clicking Save there will be a message warning you might lose the changes
you have made since your last save.
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Appendices

Appendix A — How to create an app for WebTeam Central on Azure

Follow these steps to create WebTeam Central app on Azure portal:

1. Log on Azure portal with your Azure account.

2. If your account gives you access to more than one, click your account in the top right corner, and
set your portal session to the desired Azure AD tenant.

3. Inthe left-hand navigation pane, click the Azure Active Directory service (if it absent, click on All
services and find it by name), click App registrations > New registration.

4. When the Register an application page appears, enter your application's registration information:

- Name: Enter WTC.Authentication (or any name you want).
Note: Name of the web app must not include spaces or digits.

- Supported account types: Select ‘Accounts in this organizational directory only’.

- Redirect URI: This can be left blank for now.

Home > staod | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Enter WTC.Authentication

Supported account types

Who can use this application or access this API?

{E} Accounts in this organizational directory only (stacd only - Single tenant)

o Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web s | | e.g. https://myapp.com/auth

5. When finished, click Register.
6. Goto WTC Admin page > Data Sources > Domain Controller Name or IP Address Options,
copy the Reply URL:


https://portal.azure.com/
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Domain Controller Name or IP Address Options

Wirdcws Azure AD

| Reply URL https://dssclients.aod.vn/webteamcentral/LoginWithSS0Callb: |
i 1

Tenant Mame

Application {client) 1D

Client Secrets

7. Go back to Authentication in Azure portal, click [Add a platform] button. Select Web
applications > Web, add the Redirect URI as shown inthe figure below:

Home > staod | App registrations >

3 WTC.Authentication | Authentication #

«
B overview
& Quickstart
# Integration assistant (preview)
Manage
& sranding
D Authentication
Certificates & secrets
! Token configuration
- API permissions
& Expose an API
. Owners
& Roles and administrators (Praview)

M Manifest

Support + Troubleshooting

£ Troubleshooting

ew support request

Bl save X Disca

O Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

+ Add a platform

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (staod only - Single tenant)

(O Accountsin any organizational directory (Any Azure AD directory - Multitenant)

Help me decide..

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings
Default client type ©

Treat application as a public dlient. [ ~ )
Required for the use of the following flows where a redirect URI is not used: e

* Resource owmer password credential (ROPC) Learn more !
* Device code flow Learn morecq!
* Integrated Windows Authentication (IWA) Learn more o

Configure Web X

< All platforms Quickstart  Docs(

Redirect URIs

The URIS that we will accept as destinations when returning authentication rasponses
(tokens) after successfully authenticating users. Also referred to as reply URLs. Learn more
2bout Redirect URIs and their restrictions

hitps/dssclients.aod.vn/webteamcentral/LoginWiths50Callbackaspx v

Logout URL

This is where we send a request to have the application clear the user's session data. This is
required for single sign-out to work correctly.

e.9. https;//myapp.com/logout

Implicit grant

Allows an application to request a token directly from the authorization endpaint, Checking
Access tokens and ID tokens is recommended only if the application has 2 single-page
architecture (SPA), has no back-end components, does not use the latest version of MSAL js
with auth code flow, or it invokes a web AP via JavaScript. ID Token is needed for ASP.NET
Core Web Apps. Learn more about the implicit grant flow

To enable the implicit grant flow, select the tokens you would like to be issued by the
authorization endpoint:

[ Accass tokens
1D tokens

8. Then click the API Permissions section on the menu — Add a permission. Select tab Microsoft
APIs — Click [Microsoft Graph]. In the opened panel, click [Delegated permissions], scroll down
to Directory and check on permissions as shown in the following figure:

 User (1)

[ User.Export.All
Export user's data @

[ User.Invite.All
Invite guest users to the organization @

User.Read
Sign in and read user profile g

User.Read.All
] e
Read all users' full profiles @

Yes

Yes

Yes
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After that, click [Grant admin consent...] to finish.

9. Goto Certificates & secrets - New client secret (key):
Note: Select ‘Never’ for Expires

WTC.Authentication | Certificates & secrets =

O search (Ctrl+n .
£ Search (Ctri+/) | < Addaclient secret
B overview Description
& Quickstart | wie
#' Integration assistant (preview) Expires
O In 1 year
Manage O Inzyears
E Branding ® Never

3 Authentication

!t Token configuration
9 AP| permissions Client secrets

@ Expose an API A secret string that the application uses to prove its identity when requesting a token. Alsc can be referred to as application password.

i, owners + New client secret

& Roles and administrators (Preview) Description Expires Value

M Manifest WTCNGA 12/31/2299 0]
WTC 12/21/2209 0l

Support + Troubleshooting -
Password uploaded on Wed Jan 15 2020 12/31/2299 bl e il 0]

P Troubleshooting

& New support request

10. Click [Add] button and copy the Value of the client secret as shown in the figure below:

Home > staod | App registrations >

WTC.Authentication | Certificates & secrets =

) Copy the new client secret value. You won't be able to retrieve it after you perform ancther operation or leave this blade.

8 Ovenview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
& Quickstart scheme). For 2 higher level of assurance, we recommend using 3 certificate (instead of a client secret) as a credential.
#' Integration assistant (preview)

Certificates

Manage
Certificates can be used as secrets to prove the application's identity when requesting 2 token. Also can be referred to as public keys.

T upload certificate

Thumbprint start date Expires

EE Eranding
D Authentication

Certificates & secrets

11! Token configuration No certificates have been added for this application.

© APl permissions

@ Expose an API .
Client secrets

I Owners
’ A secret string that the application uses to prove its identity when requesting a token. Alsc can be referred to as application password.

& Roles and administrators (Preview)

New client secret
M Manifest - 3
Description Expires Value Copy to dipboard

support + Troubleshooting wiC2 12/31/2299 0-x0-gSFIpAMbSCh2Tszzsi7D2mu~V~Z (]

Be sure to copy the key for use in WebTeam Central (Client Secrets field in WTC Admin page >
Data Sources > Domain Controller Name or IP Address Options), as it is not accessible once
you leave this page.

11. Click [Overview] to go back. The Application (Client) ID field will contain App principal ID for later
use in WebTeam Central (WTC Admin page > Data Sources > Domain Controller Name or IP
Address Options).
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I8 Overview o Got a second? We would love your feedback on Microsoft identity platfi

& Quickstart

. ) ) o Display name 1 WTC.Authentication
# Integration assistant (preview)

Application (client) ID : f1983c14-583¢-4a19-3e38-3305d3483486

Manage Directory (tenant) D' 1 1132b049-29d1-44ba-87Tb-a634aed2109d

B Branding Object ID 1 2828d639-1308-4119-ad971-07dfbcdbc040

2 Authentication

Appendix B — How to set up WebTeam Central to run with https
Follow these steps to set up WebTeam Central to run with https:

1. Goto Admin Page > Apprearance. Select Forms for Authentication mode
2. Onthe WTC server, open IIS and enable Require SSL

@fj Internet Information Services (I15) Manager

€ |3 D61 » Sites » Default WebSite » WebTeamCentral »

File View Help

- £ ssL setti
— etungs
Q- |28 IE g
'@j Start Page
v 93 PS61 (RC\administrator)

This page lets you modify the S50 settings for the content of a website or application.

- | Require 55L
.;3 Application Pools equire
v -8l Sites . Client certificates:
v @ Default Web Site ~
[ aspnet_client L Ignore
? ResourceCentral ® Accept

, ? WebTeamCentral

3. Run WebTeam Central website with https.
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