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Introduction

This document provides a detailed guide for using and configuring the RealTime Service.

The RealTime Manager is designed to configure and manage the RealTime Service — a solution aimed at
collecting data from an Exchange server and storing it in specific destinations.

The RealTime Service User Guide is intended for IT administrators and describes how to configure the
RealTime Service with the help of the RealTime Manager’'s features. This document also includes the
description of RealTime Service post-installation operations that must be performed in the RealTime Manager
interface.

Definitions, Acronyms and Abbreviations

Term Definition

Service that provides the means to manage identities and relationships

D) (el 2 ey that make up network environments.

List of e-mail addresses given one collective name. By referring to the list

Group or distribution list . L
P name internet, users can refer to all addresses on the list simultaneously.

A set of Microsoft software technologies for connecting information,
people, systems, and devices. It enables a high level of software

Microsoft .NET Framework integration using Web services: small, discrete, building-block applications
that connect to each other as well as to other, larger applications over the
Internet.

The messaging platform that provides e-mail, scheduling, online forms,

DB (S CENE SEas and the tools for custom collaboration and messaging-service applications.

Windows application designed to configure and manage the RealTime

RealTime Manager (RTM) Service

Window Service is designed to collect data from the Exchange Server and

REElTme Smilies (R store it in a specific destination.

UTC (Coordinated Universal Equivalent to mean solar time at the prime meridian, formerly expressed in
Time) GMT.

RealTime Service Overview

The main purpose of the RealTime Service is to track the creation, deletion, modification of items from the
Exchange Server and update.

The basic RTS components are:

e The RealTime Manager — it is an administrative program for managing the Configuration Information.

e The RealTime Service — it is a Windows service used for real-time synchronization of Exchange items
to one of the destinations set up in the RealTime Manager application. This service also manages the
license.

The RealTime Service collects data from the Exchange Server and stores it in specified destinations. In fact,
synchronization happens when the service receives notifications from the Exchange Server in real time or
whenever it is requested. The RealTime Service can perform full synchronization: all data is replicated from
the Exchange server and from Active Directory.
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The RealTime Manager provides options for saving the configuration of the connecting information, destination
store, filtering output data and logging.

Also, the RTS tracks changes in distribution lists (groups) and user changes in these groups from Active
Directory. The program must have access to Active Directory to perform these operations.

RealTime Manager Overview

The RealTime Manager (RTM) is primarily used to configure the RealTime Service. With the help of this
application a user can set options for tracking user groups on the Active Directory which must be tracked and
perform manual synchronization.

The RealTime Manager provides the ability to configure synchronization settings for a particular destination.
Likewise, it can be used for specifying common settings applied to the RealTime Service.

The RealTime Manager includes options for selecting and managing user groups and specifying which user
group is to be used in synchronization.

These mentioned above configurations are all stored in the RTS Database.
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Using RealTime Manager

Connect to the service.

The first time you run the RTM, you will see its window which will look like in the picture below.

;ﬁ "'_,' Automatically hide connections list
—y

Openall Closeal ) eomatically connect to| < do not connect > - |
views  views
Connections Options
RealTime Services X
L W

Add-On Products

ANy RealTime Service

Figure 1. RealTime Manager initial screen

The first action, you should do, is to create the connection to the RealTime Server. For that, press the icon

marked with flag 1 on the picture above. The following window will appear:

Connection properties pod
Mame: | SToerver |
Host: 192.168.0.54 |

| )4 | | Cancel |

Figure 2. Connection properties

RealTime Manager = O *
View
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Name the server, as you need, and enter its IP address in the correspondent fields. Right after you click [OK],
you will see the message, like on the picture below. Read it carefully and select the required option.

RealTime Manager

o Would you like to connect to newly added RealTime Service instance?

E Yes ; | Mo

Figure 3. Confirm connection

If you press [Yes], the main window will look like below.

# oo B 9 ¢ W

) @ Restart
Disconnect Enable Full synchronize  Edit settings Test configuration Status

M stop

Connecti... Service Synchronization General
= [ RTSforTUAN -
El
g fi“‘ RealTime Service version: 6.6.15.64 Exchange Central: 0/ 10000
$ Service started at: 5/11/2021 2:17:04 FM WebTeam Central: 0/ 10000
ﬁ' Mext full synchronization is scheduled at: <not scheduled = Resource Central: 0/ 10000
2

Activity name | Status | Start time End time Last message

Currently there are no activities.
Activites represent some service processes, which you can monitor here,
Start synchronization with domain controller or Exchange server and corresponding activity will appear here.

Figure 4. RealTime Manager main window
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v

When you run the RTM next time, services will be
disconnected by default. To connect to the needed
service, you just have to select it in the list and right

click. Then choose the correspondent option in the * j’ ®
appeared context menu (see the picture).

RealTime Services o J %STEerver

@ Open view
g_ Connect

B Close view

Figure 5. Select needed service

User Interface

Flexibility

The first thing you must know is that the interface of the application is very flexible. You can press the header
of a certain area and drag it to any place in the application window. The process of interface “reconstruction”
looks like on the picture below.

Actions View Help

: Start = . [ 2 i
% 83 O o 0B
- @ Restart  ¥° '
Disconnect Enable Full synchronize = View status Test configuration Save Refresh
M stop
Connecti... Service Synchronization General
z
ﬂ_'_l RTSforTUAN o X
=
p RealTime Service < RealTime Service > General sethings
:
= :
[ General settings Service management port: 5000 -
Domain controllers Real Time Calendar port: 5001
Exchange servers Push notifications receiver port: 10002
Database Keep last activity messages: 10000 -
Synchronization schedule Mo-end-date appointments recurrence limits:
Logging Weekly: 312 *
Monthly: 72 2
RealTime Service
Recovering from errors on reading data from Exchange:
Exchange Central Number of attempts: -
n WebTeam Central Interval between attempts (sec): l:l
W
Resource Central 5

Figure 6. RTM interface

Thus, you can organize the application’s interface as it is most comfortable for you.

Notice that in this document the default interface is described and used for making screenshots.
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Toolbar

As you can see, the interface of the RTM may be visually divided into three parts:
e Toolbar
e Service list
e Views area

The Service list contains the list of connections; the Views area contains views of connections correspondingly.

The toolbar has three tabs:

e Actions

e View

e Help
Actions

The “Actions” tab of the RealTime Manager toolbar contains buttons to do the main functions of the
application. See these buttons and their descriptions in the table below.

Button Description
ﬂ Press this button to disconnect from the current connection.
Disconnect

= Click the Start button to start the RealTime Service. This button is only visible when
= RealTime Service is stopped.

o R The Restart button appears when the RealTime Service is running. Its function is to
&5 Restart .
restart the service.
B stop Click the Stop Service button to stop the RealTime Service. This button is only enabled
when the service is running.
:'jl
e This button starts regular activities.
Enable
-\I\.
ﬁ}'j Click this button to immediately call appointment synchronization from the Exchange

. server to the Destination store.
Full synchronize

P
' i J Shows status of processes running in the service like status of synchronization with the
Vi Exchange Server, status of databases.
iew status
$ With the help of this button, you can check if all your settings are correctly changed or
Test configuration configured.
e Open dialog with statuses of all users.

Skatus
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i Click this button to enable filtering users.
Filter
E Click this button to save changes on the current tab or window.
Save
% Use this button to refresh the displayed view.
Refresh
e
[ . . .
i ﬁ This button is used to check the connection to the database.
Test
i _—'ﬁ_ Click this button to create a database if there is no existing database for data
-::. = synchronization or re-creates a new one instead of the old DB.
rea
|-
5_-_;3 Click this button to clear appointments in the database.
Clear
\(‘{ Click this button to browse to and load the license file (see more details in the “License”
Load from section).
file
> This button is intended for manual license editing.
Edit license
-k
"éf.;r- . : . .
= This button opens the section of settings and allows editing them.
Edit settings
View

This tab contains only two secondary icons with the help of which you can open all connection views or close

all of them as well.

See description of both icons in the table below.

Button Description

Cpen all
views

This icon, if pressed, opens views of all connections.

oA
[
_—
Close all
views

This icon, if pressed, closes views of all connections.

Help
This tab contains also just two icons described in the table below.
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Button Description

o

About

Q

zer guide

This button shows information about the application and its producer.

This icon, if pressed, leads to the User Guide file.

When you press the “About” button, you will see the informational window like on the picture below:

About RealTime Manager X

RealTime Manager
Version: 6.6.34.34

Add-On

Email: info@add-on.com
Internet: www.add-on.com
Phone: +45 79 44 70 00
Fax: +4579 44 70 01

Support Phone: DK +45 79 44 70 02 EU: +44{0) 203 002 3898 US: +1{202)536 4155
Support: https://support.add-on.com

This Computer program is protected by Copyright © law and international treaties. Unauthorized reproduction or distribution of
this program, or any portion of it may result in severe dvil and criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

Copyright © 2012, by Add-On Products

Figure 7. RealTime Manager - About

Settings

When you press the “Edit settings” icon for a connection (highlighted in the picture below), you will navigate
to the correspondent application section.

Actions View Help

st A (2 fro ;
& .- % s lele 6
5 () Restart V=

Disconnect Enable Full synchronize J Edit settings

est configuration Status
M stop

Connecti... Service Synchronization General

Figure 8. RealTime Manager interface
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Settings are also divided into groups according to their functions:
RealTime Service
Exchange Central
WebTeam Central
Resource Central

See all these groups in the lower part of the picture below.

RealTime Service * < RealTime Service > License
General settings * Licensed to: default
Domain controllers License code: RTS6-350FSD00C 1-D4D 20ABCDE-B097A012 16-D638978E22-8 1D6BFI 7 7/B-6880A9252
Exchange servers * Activation key: 206F-45AB-317C
Database Expires: 6/20/2024 (30 day(s) left)

Synchronization schedule

License Total calendars per-product:
Exchange Central 10
WebTeam Central 10

Logging

Resource Central 10

Vs
ﬁ RealTime Service *
Exchange Central

m WebTeam Central

ay Resource Central
& y

Figure 9. Setting groups

By selecting one of these groups, you can configure its settings.

RealTime Service settings
Here you can configure RTS settings obviously.

General Settings

In this settings section you can set up ports shown in the picture below. Default values of “Service
management port” and “Real Time Calendar port” are 5000 and 5001, respectively.

Also, here you should set the number of last activity messages (flag 1 below) — records of the process log
which will be kept in the server's memory. It is useful, for example, for the status of DBs — you can see in
activity messages what data is written to the database and what is moved to the queue.

For No-end-date recurrence appointments, the RTS will synchronize only a certain number of records to the
database. By default, these numbers of records are:
e For appointment recurrence daily: 730 records.
For appointment recurrence weekly: 312 records.
For appointment recurrence monthly: 72 records.
For appointment recurrence yearly: 6 records.

Under flag 2 on the picture below, you can find the group of settings responsible for the number of attempts to
send requests to the Exchange server. It touches almost all operations.
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These settings work in the next way: if an attempt of sending request to the Exchange server is unsuccessful
because of some reason (interrupted connection or overloaded server) then requests are repeated with the
period indicated in the “Interval between attempts” field until the request passes through or the number of
attempts reaches the limit set in the “Number of attempts” field.

Also, an important condition — attempts to send requests are repeated, only when the error which happened
during the first attempt is recoverable i.e., can be fixed in some time (like mentioned network interruption or
server overloading). In other cases, attempts to send requests are not repeated.

To sum it up - in case of recoverable request error, the warning is written into the log and attempts of request
are repeated; if unrecoverable error happened, the error is written into the log and requests are not repeated.

RealTime Service { RealTime Semvice > General settings
EsEf 22T Service management port: 5000]
Domain controllers Real Time Calendar port: 5001
Exchange servers Fush notifications receiver port: 0002 2
Database Keep last activity messages: 10000 @
Synchronization schedule Mo-end-date appointments recurrence limits:
License Daily: 730 -
Logging Weekly: 312 =
Maonthly: 72

- E

Recovering from errors on reading data from Exchange:

E,g RealTime Service Numnber of attempts: 5
Interval between attempts (sec): 12
Exchange Central
WebTeam Central Fix missing CleanGlobalObjectD and GlobalObjectlD appointment fields

Disable sending emails

Resource Central

Figure 10. General Settings

Under flag 3 on the picture above you can find the “Fix missing CleanGlobalObjectID and GlobalObjectID
appointment fields” checkbox. As it turns on writing to the Exchange server, it is unchecked by default and
a user should switch it manually to use the correspondent option. Its function is the following: for some reason,
appointments may not contain "CleanGlobalObjectID" and "GlobalObjectID" fields; the mentioned option finds
the lack of these fields (or one of them) and creates a missing field (or both) in an appointment. This works for
real-time appointments processing as well as for the full synchronization.

: For Resource Central application, appointments are not processed without "CleanGlobalObjectID" and
"GlobalObjectID" fields, as these fields are the main for the Resource Central database. So, to correct work
with Resource Central, the correspondent checkbox must be marked.

If you check on the option “Disable sending emails” then the function SendEmail is stopped, and no emails
are sent.

To provide security connection between client application and Public RTS API across domain, RTS provides
CLIENT ID and KEY, which must be used in client to help client authenticate connection with RTS service.

For security connection, there are 2 options:

12
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1. Use default RTS certificate (option “specify certificate” is unchecked)

RealTime Service ¥ s RealTime Semice > General settings

e e Mumber of attempts: 5 -

Domain controllers Interval between attempts (sec): 13

Exchange servers *

Database Fix missing CleanGlobalObjectD and GlobalObjectID appointment fields

Synchronization schedule Disable sending emails

License

Logging + | Additional APTs
Real Time Calendar port Hitps: 5003
Real Time Calendar port REST: 5004
CLIENT ID

RealTime Service *

i
el &

Exchange Central T T

Generate

#® webTeam Central .
Certificate thumbprint jl

Resource Central Check

Figure 11. RTS Manager — General settings

Check on ‘Additional APIs’, then click [Generate]. After that, you can have the ID and the key as highlighted
in the above figure.

Save this information and pass it into the client application. Client application must use CLIENT ID and KEY
as UserName and Password connection parameters to RTS service.

2. Use concrete/user specific certificate from Windows certificate storage.
In this case you must specify the certificate thumbprint in the text “Certification thumbprint”.

Check on Specify certificate when you want to specify a valid certificate on server based on the thumbprint.
Copy the thumbprint of certificate and paste it into the text field. Click [Check] to verify this certificate.

Domain controllers

In this settings section you should define domain controllers. Right after you enter the section you will see links
like in the picture below.

RealTime Service * « | RealTime Service > Domain controllers

Add domain controller
Add Office 365 domain controller
Domain controllers Add Office 365 domain controller (DAuth)

General settings

Exchange servers *

Figure 12. Domain Controllers
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Depending on the domain controller type you are adding you will see different controls for editing entry
properties.

You can add several domains in this way. To delete a domain, use the correspondent icon.

Do not forget to save changes.

On-premises domains
You should enter the name of the domain you want to add, at the top. For that, click twice on the text marked

with flag 1 below.
After that, enter the domain user credentials into correspondent fields.

R rciso* x .
RealTime Service * < RealTime Service > Domain controllers
General settings ¥ add-on-company # =5 1 '
Domain controllers * Username: | AdminRC180 LDAP options
Exchange servers Password: Ty ®) LDAP
Database LDAPS
Synchronization schedule | Enable periodic AD synchronization and disable AD push notifications:
License Synchronize each 720 minutes
Figure 13. Domain Controller — On-premises domains

You can optionally check on “Enable periodic AD synchronization and disable AD push notifications” and
input time for the cycle of regular full sync.

In addition, you can select either LDAP options:
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K Rrciso* x -
RealTime Service * < RealTime Service > Domain controllers
General settings ¥ add-on-company 3%
Domain controllers = Username: | AdminRC 180 LDAP options
Exchange servers Password: |eesssss ) LDAP
Database LDAPS
Synchronization schedule | Enable periodic AD synchronization and disable AD push notifications
License Synchronize each 720 minutes
Logging
¥ Domain controller address/name 3%
Username: || LDAP options
Password: ®| LDAP
LDAPS

m - Enable periodic AD synchronization and disable AD push notifications
RealTime Service

Synchronize each 720 minutes
Exchange Central IAu:Iu:I domain cu:untru:ullerl
n Add Office 365 domain controller
WebTeam Central Add Office 355 domain controller (OAuth2)

o LDAPS: It can only be used with On-premises domains. This option will make RTS work with LDAPS
to communicate with domain controllers.

e LDAP: Itis similar to LDAPS. This option can be used when LDAPS is not applicable.

: You need to import certificate on the device that installed RTS in order to use LDAP options.

Office 365 domains

You should enter your cloud tenant’s name (e.g. yourdomain.onmicrosoft.com). For that, click twice on the text
marked with flag 1 below.

After that you should specify the application for your service principal and its password in corresponding fields
if you already have one.

You may use “Create / Update” button to create new or update existing service principal in your cloud
organization. This is a recommended approach. You will be prompted for your cloud organization credentials
and RTS will try to create service principal and assign it necessary rights.

: Service principals created in Windows Azure AD may not be available right away.

Polling interval is the interval in seconds used to poll Office 365 Active Directory for changes.
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RealTime Service * €« RealTime Service > Domain controllers
Gzeneral settings b 192.168.1.126 ¥ %j
Domain controllers * ¥ Tenant name (e.g. domain.onmicrosoft.com) 3%
Exchange servers * App principal 10 42545834 70002-4DE1-DAC5-D5FE-01 1256475 Create | Update
Database Password: oo.-oo.-oo.-oo.-l
Synchronization scheduls Palling interval {sec): o5

License Add domain contraller

Figure 14. Domain Controller — Office 365 domains

: If you want to know more about the Global admin role requirement to ensure that the credentials has
sufficient access rights, please refer to this KB: Register service principal in Azure AD when used with Office
365.

Office 365 domains (OAuth2)

You should enter your cloud tenant’s name (e.g., yourdomain.onmicrosoft.com). For that, click twice on the
text marked with flag 1 below.

¥ Tenant name (e.g. domain.onmicrosoft.com) #

ClientId (App name)

Client Secret

Exposed Api Uri

Update token every 30 5 | mins Get Access Token
htips:/foutiook. office365. com/EWS. AccessAsUser, All
Service account  (none)
Token expiration  {none)
https: /faraph.windows.net/Directary.Read. All
Service account  (none)

Token expiration  (none)

-
-

Polling interval (sec): 30

Figure 15. Domain Controller - 0365 domains (OAuth?2)

Details including Clientld (App name), Client Secret, Exposed Api Uri must be achieved in the process of
creating an app in Azure portal. Please refer to this Knowledge Base Article for more details.

After filling in necessary details, clicking [Get Access Token] will populate data to 2 panels underneath.

Polling interval is the interval in seconds used to poll Office 365 Active Directory for changes.

Exchange servers

The “Exchange Servers” tab is used to configure the Exchange server that the program will work with and
credentials to log on to the server with.

Add Exchange Server

16
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Right after you enter the correspondent settings section, you will see the link “Add Exchange server”, like
on the picture below.

RealTime Service * £ RealTime Service > Exchange servers

General settings Add Exchange server
Add Office 365 Exchange server (0AuthZ)

Domain controllers *

Exchange servers

Figure 16. Exchange servers

After you click that link, you will see the dialog which allows adding Exchange servers (it is shown below).
Enter the name of your Exchange server at the top by clicking twice the text next to # icon. Right after you

enter it, the next field “EWS URL” will be filled automatically, if it was empty before. There will be the link to
the Exchange Web Services.

RealTime Service > Exchange servers

- 0365 ¥
EWS URL: Resource Central - Permissions and Resource data sync
Usermame:  psadmin Lze Remote Powershell
Domain: psaod. onmicrosoft. com
Password: esssssssses
Set number of available connections: 83
Use threads for full synchronization: 45
Use threads for processing notifications: 85
Subscription expiration timeout (minutes): 2 :
/! Custom host for push notifications @'
113.190,242.155

o] Custom port for push notifications 10002 5

IThis is Office 3565 server}

|Jse custom timeout (seconds)
Appointments read per request in full sync: 100 :

Full sync.—skip appoint. older than (days)
Push not.—skip appoint. older than (days)

In migration

Figure 17. Settings for Exchange servers

When the RealTime Service is located behind the NAT, it may not be possible for the Exchange Server to
contact it directly over the network. Here you can specify a custom host and a port through which the Exchange
Server will send push notifications. Usually, the host here is the address or hostname of the NAT box and the
port is a port number which you map in the NAT box firewall for the RealTime Service.

17
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Then specify the username, the user's domain and the password of the administrator or the credentials of
another account, which has permission to read/write each person’s mailbox and calendar folder.

The “Set number of available connections” determines the max connections to Exchange server. This
number should not exceed 26.

The “Use threads...” fields contain numbers of threads used for full synchronization and for processing
notifications from the Exchange server.

The “Subscription expiration timeout” field contains the number of minutes in which a subscription for
Exchange server natifications expires and is recreated.

Setting of connections and threads

Setting the number of threads and connections correctly is important for the system performance of the push
notifications and full sync processing. Connections and threads should be a fitted according to the CPU core
count of the server and not higher.

Example:

CPU core count of
e 8 Logical = 8 connections
Or
e 8 Physical (single core) = 8 connections

Setting threads for processing notifications and full synchronization should follow the overall rule of thumb:
e X connection = X push threads and X/2 full sync
e 8 connection = 8 push threads and 4 full sync

Setting processing naotifications and full synchronization like above will compete for the available connections.
If you schedule full sync. during low peak, it should not affect push notifications or prolong the full sync process.
If you want the full sync to be able to run together with many push notifications coming in, then you can set
threads for processing notifications 1-2 counts lower than available connections, in this way there will always
be free threads for full sync. However, this can also be a downside, as you would not take full advantage of all
connections for push notifications when full sync. process is not running.

Please be aware that the description above is based on RTS running as the only application using the CPU. If

you have multiple applications competing for the connections, the correct configuration and best performance
of RTS will be affected by these.

Connections can also be set a bit higher as some of the connections might be waiting for a thread processing
and therefore not affecting the server's CPU.

If your server is suffering from slow network responses, increasing thread count above the max available
connections could help as well as CPU is not utilized will waiting for response.

However, in both cases stated above it is hard to give any rule of thumb in such case.

Furthermore, setting to high values of e.g. threads can have a negative effect on the CPU usage and affect
performance of server. Having too many waiting threads and CPU will have to switch between threads and
that is performance heavy. Also, it can increase the number of threads waiting for available connections which

will consume a lot of memory of the machine.

To add Office 365 Exchange server, consider the following approach.

18
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Option “This is Office 365 server” must be checked, this will disable EWS URL field, which is not used in
this case.

“Domain” field must contain the name of your Office 365 domain (e.g. myoffice365domain.onmicrosoft.com).
“User” and “Password” should contain credentials of account within your cloud organization.

Also, when you check on “This is Office 365 server” option, it is possible to set a custom autodiscover URL
with (autodiscover-s.outlook.com), (autodiscover-s.outlook.de) or (autodiscover-s.partner.outlook.cn).

: You must open the corresponding TCP port to allow connections from external networks. Also, if you
are installing RTS not on Internet facing server you must map port on your NAT box to RTS incoming
notifications port on its server and enter correct data in “Custom host for push notifications” and “Custom
port for push notifications” fields.

Checking on “Use custom timeout” allows you to configure timeout (in seconds) of exchange operations.
This field can be put in use sometimes for situations in which the default timeout is not enough and the program
might encounter errors.

You can also configure the number of appointments loaded in one batch by selecting from dropdown list or
entering a number to “Appointments read per request in full sync” field. The default value is 100
(appointments).

By selecting “Full sync.—skip appointments older than (days)” and “Push not.—skip appointments older
than (days)” options and selecting the number of day(s) from the dropdown list, you can limit the number of
appointments read per request in full sync. This option is subsidiary to “Appointments read per request in
full sync” field. Do not forget to save changes.

When your organization is in the stage of migration from Active Directory on premise to Windows Azure, it is
required that option “In migration” is checked.

On the right side of the panel, there is a section for Permissions and Resource Data synch:

Resource Central - Permissions and Resource data sync

/] Use Remate PowerShell

If you uncheck the option ‘Use Remote PowerShell’, 2 features Group synch and Resource Data synch will
be disabled.

Add Office 365 Exchange Server (OAuth?2)

Under the link “Add Exchange server”, you can see the link Add Office 365 Exchange Server (OAuth2). Click
that link, you will see the dialog which allows adding Office 365 Exchange servers.
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¥ aodop.onmicrosoft.com #

Set number of available connections: 8 +| Use Remate PowerShell

Uge threads for full synchronization: 4 Resource Central - Permissions and Resource data
Use threads for processing notifications: g8 - E Get Access Taken i
Subscription expiration timeout (minutes): 2

+ | Custom host for push notifications
connectortestd 1. southeastasia. doudapp. azur

+ | Custom port for push notifications 10002 -
g g https: {foutlook. office 365, com/ . default

lUse custom timeout (seconds) 1 e e

Appointments read per request in full sync: 100 - Token expiration  fonc)

Full sync.—skip appoint. older than (days) 1

Push not.—skip appoint. clder than (days) 1 o [ e ———

In migration
Custom autodiscover URL:
Exchange Permission Method
Impersonation

# | Mailbox/Calendar Access

Figure 18. Settings for Add Office 365 Exchange Server (OAuth2)

Some fields on the left panel are already described in the previous section.
Exchange Permission Method
Impersonation

In order for the program to be able to run and to get proper access to calendars information on the Exchange
Server, Exchange Impersonation can be used. You can read how to configure it following the next link:

¢ Exchange Online | Exchange Server 2013, 2016, 2019 | Office 365
http://msdn.microsoft.com/en-us/library/office/dn722376(v=exchg.150).aspx

You can test the correctness of the specified access parameters by clicking the “Test configuration” button.
If the setting is incorrect, the RealTime Manager will show you some messages containing recommendations
to check what value is wrong.

: The Exchange Impersonation is no longer supported for new service accounts signed in RTM as
Microsoft begins blocking the assignment of the Impersonation role in Exchange Online to accounts starting
in May 2024, and in the near future, this role and its feature set will be completely removed from Exchange
Online. Note that Impersonation is still active for service accounts that were granted it prior to this period.

Mailbox/Calendar Access
With the termination of Impersonation, the Service Account must be granted the following permissions in order
for the program to be able to run and to get proper access to mailbox/calendar information of the resources on
the Exchange Server:
e Full Access + Send As permissions on the resources added in RTS.
-OR-
e Calendar Editor permission on the organizer who books meetings on Booking Manager.

Read the following links for how to configure necessary permission(s):
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e Configure Full Access and Send As permissions on Exchange Management Shell: Manage
permissions for recipients | Microsoft Learn (Exchange Online | Exchange Server 2010, 2013, 2016,
2019 | Office 365)

e Configure Full Access and Send As permissions on Exchange Online: Refer to Appendix C for more
information.

e Configure Calendar Editor permission on Exchange Management Shell: Add Mailbox Folder
Permission (Exchange Online | Exchange Server 2010, 2013, 2016, 2019 | Office 365)

On the right panel, if you uncheck the option ‘Use Remote PowerShell’, 2 features Group synch and Resource
Data synch will be disabled. If you check on ‘Use Remote PowerShell’, the dialog under it will be available.

+| Use Remote PowerShell

Resource Central - Permissions and Resource data *

E Get Access Token i

https: ffoutlook. office365. com/. default
Service account  {none)

Token expiration  {none)

Figure 19. Use Remote PowerShell enabled

Click [Get Access Token For Remote Session], and a pop-up window will appear to require you to input the
credentials of the service account.

Sign in to your account x

B® Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Back Next

O‘b Sign-in options

Figure 20. Sign in to get access token

Click [Sign in] and the information on RootRemoteExchangeAPI will be populated:


https://learn.microsoft.com/en-us/exchange/recipients/mailbox-permissions?view=exchserver-2019&viewFallbackFrom=exchonline-ww
https://learn.microsoft.com/en-us/exchange/recipients/mailbox-permissions?view=exchserver-2019&viewFallbackFrom=exchonline-ww
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxfolderpermission?view=exchange-ps
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxfolderpermission?view=exchange-ps

A
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RealTime Service

| Use Remaote PowerShell

Resource Central - Permissions and Resource data s

Get Access Token

https: {foutlook. office 365. com/. default

Service account  pnb@aodop.onmicrosoft.com

Token expiration  5/23/2024 8:31 AM

Figure 21. Get Access token successfully

NOTE:

CHAPTER 2
Using RealTime Manager

The Exchange Servers and Domain Controllers tabs must use the same service account to get

access token.

In case you update a different service account to get access token in either of the 2 mentioned tabs,
you only need to click on the remaining tab to automatically apply that new service account
credentials to that tab. Following that, the new access token for that tab will be produced automatically.

Database

Here you can create a RealTime Service database connection. Right after you enter this section, you will see
the dialog like on the figure below.

In the “SQL Server” field, enter the name of an SQL server available in your LAN or choose one in the drop-

down list.
RealTime Service * < RealTime Service > Database
General settings S0L server:
Domain controllers * 192, 168.1.61 - Refresh

Exchange servers IJse 551 (imported certificate required on RTS side)

Database *
Windows authentication
Synchronization schedule

#) 501 server authentication

License
Loaging Username: 53
FPassword: EEEEENE
Database:
newRT51 - Refresh

Figure 22. Database
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Enter the information to log on to the database: choose between the “Windows Authentication” option
(domain credentials will be used to log on to the SQL server) and the “SQL server authentication” - enter a
specific username and password in this case.

If there is no RealTime Service database on the specified SQL server, the RealTime Service would create
one. Otherwise, you can choose to use the existing database or delete its content to have a new blank one.
Use buttons of database management on the RTM toolbar for that.

Use the “Refresh” buttons in the dialog to renew values of correspondent dropdown lists.

In addition, you can check on “Use SSL (imported certificate required on RTS side)” option to use SSL to
connect with SQL (make sure that you have imported certificate on the device that installed RTS).

Do not forget to save performed changes.
By doing the above steps, a configuration file (Settings.xml) will be created and stored in the RealTime Service
folder (default folder is \ProgramData\Add-On Products\RealTime Service 6\). The file contains the specified

connection string to the configuration database.

Synchronization schedule
Here you can set intervals of constant synchronization.

Right after you enter this settings section, you will see the dialog as follows.

First, mark the “Enable periodic full synchronization” to make its settings active.

RealTime Service * £ RealTime Service > Synchronization schedule

General settings * | Enable periodic full synchronization;

Domain controllers Time: | 12:00:00 AM -

Exchange servers *

Database = #) Daily # ) Every 1 .| days)
Synchronization schedule = Weekly Every weekday

Licenze Monthly Every weekend day
Logging Stop:

# | When completed

In 1 - | hour(s) Reset sync, state

Figure 23. Synchronization schedule

In the “Time” field set the time when the synchronization will be performed. After that, select the period of
synchronization itself.
There are three kinds of periods, as you can see on the picture above:

e Dally
o Weekly
e Monthly

The “Daily” settings are shown on the previous figure.
On the figure below you can see “Weekly” settings.
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Diaily Every 1 | week(s)on:
8 Weekly Monday | Tuesday | Wednesday: Thursday
Monithly Friday Saturday Sunday
Figure 24. Synchronization circle settings

And on the following picture you can see “Monthly” options.

Daily Ewvery 1 7| monthiz) on:

Weekly ® ) Day 1 -

First * | |Monday -

Figure 25. Synchronization circle settings

You can set the time when the synchronization is automatically stops by selecting either:
e When completed
e In... hour(s)

Stop:
When completed

#)In 1 | hour{s) Reset sync, state

Figure 26. Stop schedule

Press [Reset sync. state] to clear the synchronization state in previous time.
All these settings are rather simple and intuitive.

License

From the moment of the first installation of the RealTime Service, RTS works in the demo mode. The demo
license is valid for one day only and works with 10 calendars for each product maximum. The message, like
below, will be shown every time you connect to the RealTime Service which is working in the demo mode.

RealTime Manager DEMO Ed

Iol RealTime Servise run as DEMO mode, You are allowed to use only 10 rooms

Figure 27. License notice

If you have a valid license, you can enter it any time.
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Enter license

Goto the “License” settings section, as it is recommended in the message above. There you can use options
“Edit license” (flag 1) and “Load from file” (flag 2) to set the license — find the correspondent buttons on the
toolbar (see flags on the picture below).

Actions View Help

&' % 3 @& ¢ WY P @l

Disconnect Enable Full synchronize View status Testconfiguration Sawe Pafresh ditlicense Load from 2
M stop 1 file

Connecti... Service Synchronization General License

Figure 28. Enter license

If you press the “Edit license” icon, you will see the following picture:
e The “Edit license” button turned to the “Cancel edit license” button (flag 1 below).
e The fields under flag 2, 3 and 4 on the picture below became active — there you can manually
insert the license name and the license key correspondently.
e The information about an expiration date and the number of licensed calendars for each product
can also be found there.

Actions View Help

PR D o H® P g

Disconnect Enable Full synchronize  View status Testconfiguration Save Refresh  Editlicense Cancel edit Load from
M stop license file

Connecti... Service Synchronization General License

= [ aodTesto1 *

= _ . -

3 RealTime Service * < RealTime Service > License

&

= General settings * Licensed to: |defau|t

=

1]

v Domain controllers License code: |RT‘56-3SDF9DDEIC 1-D4D 20ABCDE-BD97A01216-D636978E22-B1D6EFS 77B-688DAS25.
Exchange servers * Activation key: | 20EF-45A5-917C
Database * Expires: 6/20/2024 (30 day(s) left)

Synchronization schedule *

License Total calendars per-product:
Exchange Central 10
WebTeam Central 10

Logging

Resource Central 10

Figure 29. License section

If you use the “Load from file” option to install the license, you should browse for the valid license file and
open it. In this case all data will be entered automatically, and you will see the message, like below.

RealTime Service - License >

License has successfully been read from file.
Flease validate data in text fields and didk 'Save’

Figure 30. License notice
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Do not forget to save changes in this settings section.

License expired
If the license is expired, you will get the message about that, when you connect to the server — see the figure
below.

RTS3726

License has expired.
I If vou have a valid license, wou can enter it on the RealTime
= Service » License settings page,

Figure 31. License notice

Even, when your license is expired, the RealTime Manager, as well as the RealTime Service, will still work.
But in the RTM the settings for the product with expired license will not be available and the RTS will not write
correspondent data connected to such product into the database.

If some product is not licensed, it will not be listed in the list “Total calendars per-product” of the “License”
section; its settings, as it was mentioned, will be blocked (see flag 1 below) in the RTM and, when you try to
open them, you will get the message like on the following picture.

RealTime Service £ RealTime Semice > Exchange servers
General settings ¥ Exchange server name 1 #§
Domain controllers EWSURL: | |  Resource Central - Permissions and Resource data sync
Exchange 51 hoald1 %
Database
o ‘four license dogs not ind_udel Exchange Central. . . ) . o
Synchroniza Please order a license which indudes Exchange Central if you want to use ReaTime Service as data provider for this application,
License
Logging TISE TN Ea0s Tor TO ST Za o T G T 4
Use threads for processing notifications: 3
Subscription expiration timeout (minutes): 22
+ | Custom host for push notifications @
13.76.170.88
RealTime Service 41 1 port for push notifications 10002 2
- [ }sas/Office 365 server
n Use custom timeout (seconds) 1
Appointments read per request in full sync: 100 7
Resource Central Full sync.—skip appeint. older than (days) 1
Figure 32. Message from the system

If the limit of licensed calendars is exceeded for some product, it will be indicated on the “Status” page and
the work will be continued only with the licensed number of calendars — the over-limit ones will be ignored.
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See on the picture below the “Status” page and under flag 1 there are numbers of calendars: red — over-limit
calendars, black — licensed limits.

Actions View Help

3 -g Restart @ "Sﬂ :L_L'.‘;)Ea $ ai

Disconnect Dizable Full synchronize | Edit settings  Test configuration Skakus

M stop
Connection Service Synchronization General
n % local & -
* / ® r i ] RealTime Service version: 6.4,12.0 Exchange Central: 32/2
%Iocal =) Setvice starked ak: 16-02-2016 04:37:32 WebTeam Central: 106 f 2
Mexk Full synchronization is scheduled at: <not scheduled = Resource Central: 106 {2
Activity name Status Start time End time Last message
Exchange server rts02 b 27.04.2012 15:36:41 Got request to subscri...
Motifications b 27.04.2012 15:36:41 Successfully subscribe. ..
Full synchronization 27.04.2012 15:37:42  27.04.2012 15:37:42 Finished synchronizati...
Domain controller rts02 - small iris. local b 27.04.2012 15:36:40 FQDM: rts02.small irts...
Motifications D 27.04.2012 15:36:41 Changed object: rtsus...
Full synchronization 27.04.2012 15:37:42  27.04.2012 15:37:43 Done

Figure 33. Status page

Logging

Errors and (or) events of the RealTime Manager and the RealTime Service can be logged for using in case of
troubles by problem possible cause detection. The “Logging” settings section is intended for managing
logging options.

RealTime Service < RealTime Service > Logging
General settings Level for file logging Debug
View file log
Domain controllers . . . . !
Open logs folder

Exchange servers Mone All
Database Level for logging to Windows Event Log Debug
Synchronization schedule 1

1 1 1 1 1
s Mone All
Loaging

Cleanup log files older than |30 - | days

Figure 34. Logging

There are 2 scrolls in the Logging section:
e Level for file logging
e Level for logging to Windows Event Log

These levels indicate the depth of logging.

Levels of file logging can be the following:
e None
e Errors
e Warning
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e Info
e Debug

Levels of logging to Windows Event Log are the same as file logging.
Select the “None” level to disable logging.

Also, there are two buttons in the “Logging” settings section. They are “View file log” and “Open logs
folder”. With their help you can perform correspondent actions.

Log files are named as it is described in the table below:

RealTime Service

For current date RTS.log

RTS.log-<date>
For other date For example:
RTS.log-2021-08-01

The log file of the current date will always be RTS.log. When a day passes, the log file of the day will be
changed to the second format which is RTS.log-<date>. When a log size reaches 30 Mb it changes the name
according to the format RTS.log-<date>.<counter>. There can be a few such files per day.

Errors and events will be stored in the Windows Event Log. Logging data can be viewed in the standard
Windows feature — the Event Viewer. To launch the Event Viewer, click Start, Settings, Control Panel,
Administrative Tools, Event Viewer.

Also, “Cleanup log files older than” is a feature that allows you to delete log files older than a number of
days. The number of days that can be selected from the dropdown list include 3, 7, 14, 30 days.

: The “Cleanup log files older than” function can only be applied to file logging, not event logging.

Exchange Central, WebTeam Central and Resource Central Settings

The work with settings of the Exchange Central, the WebTeam Central and the Resource Central is similar,
so the explanations are gathered in one chapter.

The Exchange Central is a Windows based application used for groups scheduling.

The WebTeam Central is a browser-based group/team calendar that makes it possible to view and manage
as many calendars as needed in one view.

The Resource Central is the complete meeting and conference planning tool for internal and external events.

General

First you have to go to the “General” section and mark the ‘Enable output for this product’ checkbox to
make the data transferring to this application’s database possible.

Right after that, the dropdown list below will become active, and there you will have the possibility to select the
time zone which will be used for storing dates in the application’s database.
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WebTeam Central * £ WebTeam Central > General
General * | Enable output for this product}
Database Use the following time zone for storing dates:
Filtering IUse server local ime zone -

Groups and users

| Synchronize calendar permissions (Legacy)

Figure 35. Settings for WebTeam Central — General

In the lower part of the figure above, you can find the ‘Synchronize calendar permissions’checkbox. It turns
on/off access rights synchronization for a certain database. If the option is turned off, the access rights are not
read from Exchange and, as a result, are not written into the database.

This option is available only for the WebTeam Central and the Resource Central and turned on by default. It
may be useful in the following situation: for example, the use of calendar access permissions may be not
enabled in Resource Central, so there is no need to read the rights from the Exchange and synchronize them
- as a result, the mentioned option can be turned off for time economy.

One more synchronization option is available for the Resource Central only and is shown in the following
section.

Deletion events processing delay

In the Resource Central general settings, there is one additional option called ‘Deletion events processing
delay’.

Resource Central < Resource Central > General

General | Enable output for this product;

Database All dates will be stored using the following time zone:

Filtering (UTC) Coordinated Universal Time

Resource data synch

Rooms and facility equipment Deletion events processing delay (sec): 40

| Synchronize calendar permissions (Legacy) | Synchronize relationships of groups
Synchronize meeting responses | Replace appointment OriginalSubject by OrganizerMName

Synchronize body information of reservation

Reallime Service
Exchange Central

I webTeam Central *

Resource Central

Figure 36. Settings for Resource Central - General
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To describe the function, first, it is necessary to describe the situation in which this function is used.

The RTS receives push-notifications from the Exchange server about different changes in appointments. If a
meeting (appointment assigned to a few users) is changed, the Exchange server re-creates the whole
appointment (deletes an old one and creates new with changes). As a result, the RTS receives 2 push-
notifications: one about event deletion, and one about creation. These push-notifications can be sent by the
Exchange in different messages, or in the one.

If the mentioned push-notifications are received in one message, they can be filtered because it's obvious,
that, in fact, a change happened to the same appointment. If those push-noatifications are received in different
messages, it cannot be differed, the real deletion happened or the appointment deletion with re-creation.

So, the “Deletion events processing delay” option lets to set the timeout between receiving deletion
message and its processing with the correspondent database record. This means that, if you set the timeout
in 30 sec, the RTS will wait 30 seconds after receiving such message before it will be processed and this fact
- written to the database. If during the timeout, the message about appointment re-creation is received, the
deletion message will be ignored, and the correspondent change will be written to the database.

Notice that messages about real deletions made by users will also be delayed during the set timeout.

The optimal timeout should be chosen for each system individually depending on the system’s parameters.
The default value here is 40 seconds.

There is one more checkbox comparing with the WebTeam general settings - “Synchronize meeting
responses”. For some rooms which automatically accept/reject meeting it was impossible to read response -
accept or reject - because the appointment was deleted and moved from calendar folder to deleted folder. As
a result, usp_NotifyMeetingResponse was not called.

In order to solve this issue, this checkbox was added.

When it's checked, the application treats deleted appointments (which are in deleted folder) as valid responses
and uses ResponseType property from it as a parameter in usp_NotifyMeetingResponse. The only thing in
database which you can see is that - usp_NotifyMeetingResponse has been called for automatically
accepted/rejected meeting as it is required.

INoTE|: The option “Synchronize meeting responses” is available only for the Resource Central.

Replace appointment’s OriginalSubject with OrganizerName

In the Resource Central general settings, there is another option called ‘Replace appointment
OriginalSubject with OrganizerName’.
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aodTest0l * o x
Resource Central < Resource Central > General
General | Enable output for this product

Database

i fm

be

Filtering

Resource data synch

Rooms and fadlity equipment Deletion events processing delay (sec): a0 -
+| Synchronize calendar permissions (Legacy) | Synchronize relationships of groups
Synchronize meeting responses [7 Replace appointment OriginalSubject by OrganizerMame ]

|| synchronize body information of reservation

E;‘_i-} RealTime Service
Exchange Central
m WebTeam Central *

Resource Central

Figure 37. Replace appointment OriginalSubject by OrganizerName

In some cases, you may not want meeting subjects to be seen by other people and you would set up Exchange
to replace the subject with the Organizer's name. However, the Orginal subject, initially created in Exchange
before reservation is sent to the resource Calendar and replaced, remains. This option can provide this privacy
by replacing the Original Subject of reservation with the organizer’'s name before sending the information to
Resource Central Database.

: When you enable this option, it will only apply to new reservations. Old reservations (which are already
booked before) will still show their original subject.

Active Directory group relationship sync

If you check on option ‘Sync relationships of groups’, the feature of synchronizing all Active Directory
relationships of group is enabled, and relationship data of distribution lists (which are added to resources’
policy and their child groups) will be passed to RC. If not checked, Resource Central will only be able to use
user email addresses assigned to Exchange policies and permissions.

[NoTE: In order to get Groups and hidden Groups it is a requirement that the service account must be given
the following Exchange role View-Only Recipients (refer to Appendix D for more details)

Enabling this feature will require a full synchronization and depending on your number of resources, groups,
and the complexity of the structure of the groups this can be time consuming and increase the load on the
application when processing the data for the first time or when doing a full sync. So, it is recommended to set
up the feature during off-hours or low peak periods.
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Synchronizing body information of reservation

aodTest01 * O =
Resource Central * < Resource Central > General
General * +| Enable output for this product
Database

All dates will be stored using the following time zone:
Filtering {UTC) Coordinated Universal Time

Resource data synch

Rooms and fadility equipment Deletion events processing delay (sec): 40 -
| Synchronize calendar permissions (Legacy) | Synchronize relationships of groups
Synchronize meeting responses | Replace appointment OriginalSubject by OrganizerMame

I || Synchrenize body information of reservation l

RealTime Service
Exchange Central
m WebTeam Central #

Resource Central *

Figure 38. Sync body information of reservation

Enabling this feature will allow Resource Central to get information of the external organizers, including:

e Name
¢ Emall
e Phone number

: RC 4.3 RTM or higher is required to run this function.

Database

Here you can create an application’s database connection. Right after you enter this section, you will see the
dialog like on the figure below.

In the “SQL Server” field, enter the name of an SQL server available in your LAN or choose one in the drop-
down list.
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WebTeam Central £ WebTeam Central > Database
General S50L server:
Database - Refresh
Filtering

IUse S5 (imported certificate required on RTS side)

Groups and users
® | Windows authentication

S0L server authentication

Database:
- Refresh
RealTime Service *
Please enter connection information for an existing
Exchange Central database.

LR WebTeam Central

Resource Central

Figure 39. WebTeam Central Settings - Database

Enter the information to log on to the database: choose between the “Windows Authentication” option
(domain credentials will be used to log on to the SQL server) and the “Use SQL server authentication” -
enter a specific username and password in this case.

You can choose to use the existing database or delete its content to have a new blank one. Use buttons of
database management on the RTM toolbar for that.

Use the “Refresh” buttons in the dialog to renew values of correspondent dropdown lists.
Do not forget to save performed changes.

Also similar to RTS’s Database, you can check on “Use SSL (imported certificate required on RTS side)”
option (make sure that you have imported certificate on the device that installed RTS).

Filtering
RealTime Manager features a filtering function for synchronizing only the necessary data. The “Filtering”
section is featured in each application section.

First, mark the “Enable filtering” checkbox to activate the option of filtering for the database.

The “Filtering” section features the following aspects:
e Older than (days). The default value is 31.
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¢ Newer than (days). The default value is 1825.

Adjust these two elements above to define the date range. Only the items within the specified date range will
be processed.

You can also select to apply the filtering only for full synchronization.

See this in the picture below.

WebTeam Central > Filtering

/' Enable filkering Only For Full synchronization

Skip appoinkments
Clder than (days): )

Mewer than (days): 1825 o

Cateqary filker actian:  Include v Suppress data in the Fallowing Fields:

Bady

Categories

Lacation

Cptional Attendees
Required Attendees
Resources

Subject
/E Organizer

g X # o

! Include private appointments ‘LJ\B

Replace subject with:  Private appointrment

Figure 40. Filtering in WebTeam Central

Only appointment start date (including start time) is considered during processing. To add a new category to
the list, do the following:

1. Click the “Add” button (flag 1 on the figure above). The “New Category” line will become available
for editing.

2. Type in the category name you need.

3. Toremove a category, select the category you want to delete and click the “Remove” button (flag 2).

The “Suppress data in the following fields” area contains the list of appointment fields which, if marked,
will not be synchronized (i.e., will be marked as empty in the database). You can mark or unmark them all
using icons under flag 3 on the figure above.

The “Include private appointment” checkbox (flag 4), if marked, allows the RTS synchronize private
appointments.

For these appointments, RTS collects only time and date information, leaving all text fields empty. The
“Replace subject with” field under this checkbox would be enabled to enter a subject value, which will be
used to replace the subject line of private appointments prior to storing them to the database.
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Filtering mechanism

The filtering mechanism in RTS includes Exchange filter (established in Exchange servers' section) and
product filter (in each application: WebTeam Central, Exchange Central or Resource Central). The first filter
involves Exchange filter. After that, product filter is involved.

1. Exchange filter

- First, the server loads IDs and Start dates of appointments. It ignores normal appointments if their

start date is older than the days specified by Exchange filter.

- Together with normal appointments, master recurring appointments are also loaded.

- After that, the server loads all occurrences for these recurring masters and does not filter them.
2. Product filter

- All appointments are passed to the database.

- Now the product filter is involved. It also filters occurrences of recurring appointments.

So, the filtering mechanism can be illustrated by the following example:
- If the exchange days filter is 3 and product is 10, then appointments older than 3 days will not be
loaded.
- If Exchange days filter is 15 and product is 10 then appointments older than 10 days will not be
loaded.

Resource data synch

This function is only available for Resource Central. The configuration made in this section will decide which
fields can be selected for each category (Active Directory Properties, Mailbox properties, Mailbox Calendar
Configuration or Mailbox Regional Configuration) in Resource Central backend for the purpose of
synchronizing resource data from Exchange and Active Directory.

Notes]

- This function only works if the parameter RC.ResourceDataSynch.Enable is turned on in Resource
Central. Please refer to the Resource Central Parameter Guide for more details about this
parameter.

- Real-time update (push) only works for Active Directory properties and Mailbox Regional properties.

Clicking on Resource data synch, the following panel will be displayed:

Resource Central < Resource Ceniral > Resource data synch
General P Active Directory Properties
paEEs= P Mailbox properties (Remote Powershell access required)
Filtering
b ilboox C: i ion (Remote Powershell access required)
Resource data synch
Rooms and facility equipment P Mailbox Regional Configuration {(Remote PowerShell access required)

En\j RealTime Service *
Exchange Central
B webTeam Central *

Resource Central

Figure 41. Resource data synch
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In this panel, you have 4 sections of data properties. Click one or more of these to make necessary
configuration using the arrows (> and <):

Resource Central > Resource data synch

" Active Directory Properties

description (On-Premise only) - department

displayMamePrintable (On-Premise only) displayMame

distinguishedMame (On-Premise only)
division (On-Premise only)
extensionAttribute 1 (On-Premise only)

extensionAtiribute 11 (On-Premise only)
extensionAtiribute 14 (On-Premise only)
streetAddress

extensionAttribute 10 (On-Premise only)
extensionAttribute 12 (On-Premise only)
extensionAttribute 13 (On-Premise only)
extensionAttribute 15 (On-Premise only)
extensionAttribute2 (On-Premise only)
extensionAttribute3 (On-Premise only)
extensionAttribute4 (On-Premise only)
extensionAttributes (On-Premise only)

b v B b1 i ¥ Do m o s sk

PP Mailbox properties (Remote Powershell access required)
PP Mailbox Calendar Configuration (Remote PowerShell access required)

PP Mailbox Regional Configuration

Figure 42. Select properties

What you select for the right column will be inserted into Resource Data Synch section in Resource Central
backend. These properties are categorized accordingly, so that the selection can be conveniently made. The
properties with no “On-Premise only” text in their names can be used for both Online and On-Premise
environment.

Nores]

- For Exchange Online:
o |Ifthe service account has Impersonation right and View-Only Recipients role, RTS gets all data
of all groups.
e If the service account has Full Access right and View-Only Recipients role, RTS gets all data of
all groups.

- For Exchange On-Premise:
e |f service account has Impersonation right and View-Only Recipients role, RTS gets all data of
all groups.

(Refer to Appendix D for more details on how to assign View-Only Recipients role to service account)

Groups and users

The RealTime Manager provides an interface to manage user groups and users which will be synchronized in
the “Groups and users” settings section.

INoTE]: For the Resource Central the “Groups and users” section is called “Rooms and facility equipment”.

On the picture below you can see how it looks. Groups and correspondent users are on the right side of the
panel.
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Actions View Help

M stop

Resource data synch

Rooms and fadility equipment

RealTime Service

m

Resource Central

&7 B Y D R

Disconnect Disable Full synchraonize  View status Test configuraton Save Refresh
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+

Add

) 4

Remaove

dev_room11 (dev_room11@&oprc.onmicrosoft.com)
dev_room12 {dev_room12@aoprc. onmicrosoft.com)
dev_room13 (dev_room13@aoprc. onmicrosoft.com)
dev_room 14 (dev_room 14@aoprc. onmicrosoft.com)
dev_room15 (dev_room15@acprc. onmicrosoft.com)
dev_room 16 (dev_room 16@aoprc. onmicrosoft.com)
dev_room17 {dev_room17@acprc. onmicrosoft.com)
dev_room18 (dev_room 128 @aoprc. onmicrosoft.com)
dev_room19 {dev_room 19@acprc. onmicrosoft.com)
dev_room2 (dev_room2@aoprc.onmicrosoft. com)

dev_room20 (dev_room20@aoprc. onmicrosoft.com)
dev_room21 {dev_room21@acprc. onmicrosoft.com)
dev_room22 (dev_room22@aoprc. onmicrosoft.com)

dev_room23 {dev_room23@aoprc. onmicrosoft.com)

dev_room3 (dev_room3@aoprc.onmicrosoft. com)

9] 89 89 39 99 99 80 3] 0] 0] 0] ) ) ) ) 0 ) ) )

dev_room105_update {dev_room 105@aoprc.onmicrosoft. com)

dev_room24tenl (dev_room24@aoprc. onmicrosoft. com)

dev_room25ten? (dev_room25@aoprc. onmicrasoft, com)

Connecti... Service Synchronization General Selected objects

= [f RTSonPrivated3

@

= . -

E Resource Central < Resource Central > Rooms and facility equipment

(43}

E_ General e \‘25 aoprc.mail.onmicrosoft. com

(=]

= dev_room1 (dev_rooml@aoprc.onmicrosoft. com

m Database - (dev.) @acp )

dev_room 10 (dev_room 10@aoprc. onmicrosoft.com)

Filtering

Figure 43. Rooms and facility equipment for Resource Central

On the Toolbar, click the “Add” button to add a user group or users.

: For Resource Central you can also add groups and users for synchronization, but the server will take
only Room/Equipment mailboxes, user mailboxes will be ignored.

The following dialog box will appear when you add groups or users:
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Active Directory search

Search in domains:

Search following objects:

| aoprc.mail.onmicrosoft.c

Mame

s AOP_Christinas

ADP_Christinas

AOP_Christina7
AQP_Christinas

AOQP_Christinad

AQP_Delegatel
aop_devroomi1
aop_devroomi2
aop_devroomi3
aop_devroomi4
aop_devroomi5
aop_devroomis

aop_devroomi7

B B B B9 B B Bo) B0 B0 o) ) B B

aop_devroomis

+ | Name BeginsWith

Description

. | E-mail

ACPChristing5@aoprc.onmicr ...
ACPChristinas @aoprc.onmicr ..
AOPChristina7@aoprc.onmicr ..
ACPChristinad@aoprc. onmicr ..
ACPChristinaS@aoprc. onmicr ..
AQP_Delegate 1@aoprc.onmi...
zop_devroomd 1@aoprc.onmi...
zop_devroomi2@aoprc.onmi...
zop_devroomi3@aoprc.onmi...
zop_devroomI4@aoprc.onmi...
zop_devroomi5@aoprc.onmi...
zop_devroomi&@aopre.onmi...
aop_devroomO7@aoprc.onmi...

zop_devroomO3@aoprc.onmi...

| Rooms and equipment

Container

aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com
aoprc.mail.onmicrosoft.com

aoprc.mail.onmicrosoft.com

CHAPTER 2
Using RealTime Manager

Figure 44. Search group and users

In this dialog box, choose the domain (flag 1) on which you want to select groups or users. Then specify the
search objects — use checkboxes and a field under flag 2 for that.

: for the Resource Central the “Users” checkbox is renamed to “Rooms and equipment” and during
searching process only Room/Equipment mailboxes are found.

Also, you can filter search results by adding conditions to names and descriptions of groups and users — see
flag 3 on the picture above.

Speaking about conditions which you can add — see them in the picture below.

Beqinsiiith Q
Beqins\ith
Endstith kion
[Il1{=ontains
Is
LrE
™ It
Lrt IsEmply
L TsMakEmphy

Lrts, local
Figure 45. Conditions

After you find needed groups or users, select them and click “OK”. They will be added after that.

: the number of calendars for your license is recalculated when settings for user calendar are changed.
When the limit is exceeded, extra calendars will be marked as selected still, but not synchronized.

You can also remove groups and users using the correspondent button on the toolbar.
Do not forget to save performed changes.
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The “Status” table illustrates information on synchronization details.

To view the status, click the “Status” button on the toolbar.
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The window, listing currently processed activities, will be displayed in the connection view, like it is shown on

the picture below.

The number of used licenses for products and correspondent limits are also shown in this window (see flag 1).

Actions View Help
a B start a [ ,\ﬁ o y
& § !E,
: () Restart 2 x
Disconnect Disable Full synchronize  Edit settings Test configuration
M stop
Connecti... Service Synchronization General
= ¥ RTSonPrivate03 x
= :
= @ RealTime Service version: 6.6.15.64
&F‘ Service started at: 5/11/2021 8:45:25 AM
ﬁ' Mext full synchronization is scheduled at: <not scheduled >
a2
Activity name Status
Exchange server Exchange server name 1 ’
Motifications ’ -g

Full synchronization
Domain controller aopre. onmicrosoft.com - aoprc.mail. onmicrosoft. .. ’
Notifications P
Full synchronization
Databases
RealTime Service
Resource Central
Calendar Service
Emails_std
Appointments_std
Emails_gxt
Appointments_ext

Groups synchronization

Figure 46. Status section

The table displays activities running currently.

Status

Start time
5/11/2021 8:47:07 ...
5/11/2021 8:47:16 ...

5/11/2021 8:47:07 ...
5/11/2021 8:47:13 ..

5/11/2021 11:28:56 ..

There are five columns in the table providing general user data:
o  “Activity name” — shows the name of an activity and the server or the domain to which this

activity is connected.

End time

5/11/2021 11:29:14..

Resource Central: &0/ 10000

Last message
Using external hostname for PUSH notific...
Will retry to create subscription for Qtest...

Found domain aoprc.mail.onmicrosoft.co...

AccessToken is going to expire in 2 minut...

Saved domain aoprc.mail.onmicrosoft.com
Saved domain aoprc.mail.onmicrosoft.com
SendMail() user admin@aoprc.onmicrosof ...
SendMail{) user admin@aoprc.onmicrosof ...

UpdateCalendarAppointment() user quyn...

Done. Memary free within @ 0. 1secs

e “Status” — indicates whether an activity is running or is disabled, also the percentage of

completion may be shown.

o “Start time” and “End time” columns are intuitive.
e “Last message” — shows the last synchronized record.

You can run or stop any running activity separately using the right click menu — see its options on the picture

below.
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09.04.2012 15122116

0o nd 20 1055

>

Lo =t
f !! Skop

i =) Yiew messages

HEas b
2als
09,04, 2012 16:00:55 09,04,

Figure 47. Options for activities

If you want to view messages, select the correspondent option in the context menu, then you will see the
picture as follows. You can filter messages using the search field (flag 1 in the picture below).

Activity name Status Start time End time Last message
Exchange server Exchange server name 1 P 5/11/2021 8:47:07 ... Using external hostname for PUSH notific. ..
MNotifications , 5/11/20218:47:16 .. Successfully subscribed for notifications ..
Full synchronizatio
Domain controller aopr E Messages : Notifications O X ‘tosoft.co...
Notifications Start typing to filter messages. .. }q 2 l=
Full synchronizatiol—
Time Level Message
Databases =
5/11/20218:47:13 ... (=) Info Subscribing for changes in domain objects
Sl 5/11/20218:47:14 .. (= Successfully subsaribed for changes in domain objects esoft.com
Resource Central 5/11/2021 9:45:24 ... AccessToken is going to expire in 2 minutes, geting new AccessToken osaft.com
Calendar Service 5/11/2021 10:43:35.. = Info AccessToken is going to expire in 2 minutes, geting new AccessToken nmicrasof ..
Emails_std 5/11/2021 11:41:45... (2 Info AccessToken is going to expire in 2 minutes, geting new AccessToken inmicrosof ...
Appointments_std 5/11/2021 12:39:55... (=) Info AccessToken is going to expire in 2 minutes, geting new AccessToken pser quyn...
Emails_ext 5/11/2021 1:38:08 PM (=) Info AccessToken is going to expire in 2 minutes, geting new AccessToken
Appointments_ext| 57112021 2:35:20 PM (=) Info AccessToken is going to expire in 2 minutes, geting new AccessToken
Groups synchronizatiol 5/11/2021 3:34:30 PM =) Info AcressToken is going to expire in 2 minutes, geting new AccessToken 5eCs

Figure 48.

Message: Notifications

To disable all running activities, press the correspondent button on the toolbar.

If you perform full synchronization, its status is also shown in the “Status” table, and it can also be stopped
with the correspondent button on the toolbar.

: For calendar service logging, based on what is displayed in this section we can distinguish among types
of licenses:

o If only “private” license is available, only “Emails” and “Appointments” are displayed.

Databases
RealTime Service
Resource Central
Calendar Service
Emails

Appoinkrnents

o |f “private and public” are both available, they are distinguished with the suffix:
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Resource Central
Calendar Service
Emails_std
Appointments_skd
Emails_gxk

Appointrents_exk

User statuses
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For private:
Emails_std
Appointments_std

For public:
Emails_ext
Appointments_ext

If you click an icon in the General section on the toolbar (picture below), the dialog with statuses of all users

will appear.

g >
‘!u.?_L/"r- @
L=

Edit settings  Test configuration

Figure 49. User status

You can select a few users there and perform some actions on them. See what actions exactly, in the picture

below.

The “Synchronize” action means full synchronization; the “Stop synchronization” stops it correspondently.

The “Clear Watermark” action clears all watermarks sent by the Exchange server and initiates immediate
recreation of all subscriptions. This function may be very useful if the server works incorrectly for some time.

Just as a note, the watermark - is a special type of mark used for tracking changes in calendars. A watermark
is sent by the Exchange server every time when some changes happen in a calendar.
On the table below you can see what user info is represented and how it looks.
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S . Y
@ Choose column to filker
Synchronize Stop synchronization  Clear Filter
watermark
Actions for selected users Filter
Domain | Name - |Emai| |EC | WTC ‘ RC | Status Last synchronized Last heart beat ‘ Exchange CAS
aodop.onmicrosoft.com  TestRTS_Room5 TestRTS_Room5@aodop.onmicr ... @' Subscribed, SubscriptionE... 2024-04-29 08:10:07  2024-05-23 03:52:28 g aodop.onmicro..
@ - Active EC - Exchange Central
a - Inactive, beyond the license limit WTC - WebTeam Central
6 - Inactive, output to database is not enabled RC - Resource Central
O - Active, but heart beats received not very often
@ - Inactive, there are no heart beats long period of time

Users selected: 1 = Showhide legend | .:

Figure 50. Status of users

Here is the list of possible user statuses:
e NoCAS

NoMailboxServer

QueuedForSubscription

Subscribing

Subscribed

SubscriptionError

QueuedForSynchronization

Synchronizing

SynchronizationError

Search/filter function

With this function, you can look for the resource calendar(s) as you wish.
There are 2 ways to utilize this feature after clicking the [Filter] button:

Enter the search criteria into the corresponding column

o 8] @ Y
Choose column to filter | Domain | -
Synchronize Stop synchronization — Clear - Filter
watermark LIz -
Mame

Actions for selected users

Domain Yr\|Name - |Emai| E"cﬂa" RC |Status |Last synchronized
aodop.onmicrosoft.co TestRTS_Room5 TestRTS_Room5@a| T '@ Subscribed, SubscriptionE... 2024-04-29 08:10:07
RC
Status

Figure 51. Search by entering criteria to the corresponding column
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You can choose a column to filter or click directly on the filter icon on the right side of the column, a filter table

will appear. By inputting the search criteria into the corresponding column names, you can filter the results as
your wish.

Use Filter Editor
You can also click [Edit Filter] button to open “Filter Editor” dialog:

‘ - “Exchange CAS
Filter Editor x r

...........

0K, Cancel .ﬁh\\
Edit Filter

&, Show fhide legend

Figure 52. Open Filter Editor dialog box

In the “Filter Editor” dialog you can enter criteria by clicking on plus symbol and select the appropriate
conditions for your search:
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Filter Editor

And
Domain
Domain
Email
Exchange CAS
Last heart beat

Last synchronized

Marme
RC
Status

Figure 53.

RealTime Service

= |Equals <enter a value =

o

Search conditions
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Filter Editor

And 3

[Mame]

After that, click [OK] to apply the input conditions and the result shows up.

Handling of newly assigned resource
When a new resource is added in RTS yet not in Resource Central, its Status will be shown as “New”:

Actions for selected users Filter

Domain MName a | Email Ez WTC |RC | status
365rc.onmicrosoft.com benres_00 benres_00@365rc.onmicrosoft. ... -'f:’\ ST
365rc.onmicrosoft.com  benres_01_05 benres_01@365rc.onmicrosoft.... Q Subscribed
365rc.onmicrosoft.com  benres_02 benres_02@365rc.onmicrosoft. {j} Subscribed
365rc.onmicrosoft.com  benres_03 benres_03@365rc.onmicrosoft. ... O Subscribed
365rc.onmicrosoft.com  benres_04 benres_04@365rc.onmicrosoft.... {:‘} Subscribed
365rc.onmicrosoft.com  benres_05 benres_05@365rc.onmicrosoft.... {:‘} Subscribed
365rc.onmicrosoft.com  benres_06 benres_06@365rc.onmicrosoft.... {:‘} Subscribed
365rc.onmicrosoft.com  benres_07 benres_07@365rc.onmicrosoft.... {:‘} Subscribed
365rc.onmicrosoft.com  benres_08 benres_08@365rc.onmicrosoft. .. O Subscribed
365rc.onmicrosoft.com  benres_09 benres_09@365rc.onmicrosoft. .. Q Subscribed
365rc.onmicrosoft.com newyark_01 newyork_01@365rc.onmicrosof... -'f:’\ Mew

= Equals = | <enter a value> €
= Eguals

Does not equal

Iz greater than

Is greater than or equal to

Iz less than

A v

o

Iz less than or equal to
3 Is between

2 Is not between

2 Iz null

@ Isnotnul

¥ Is any of

®¥ Is none of

Last synchronized

2021-11-29 09:30:08
2021-11-29 09:30:05
2021-11-29 09:30:08
2021-11-29 09:30:12
2021-11-29 09:30:10
2021-11-29 09:30:12
2021-11-29 09:30:05
2021-11-29 09:30:05
2021-11-29 09:30:09
2021-11-29 09:30:11

T | Last heart beat
2021-12-07 09:36:30 @ 365rc.onmicro...
2021-12-0709:35:30 @ 365rc.onmicro. ..
2021-12-07 09:36:14 @ 365rc.onmicro
2021-12-0709:35:36 @ 365rc.onmicra...
2021-12-0709:36:35 @ 365rc, onmicra...
2021-12-0709:36:39 @ 365rc, onmicra...
2021-12-0?09:36:0?g 365rc,onmicra...
2021-12-07 09:36:09 @ 365rc.onmicra...
2021-12-0709:36:15 @ 365rc.onmicro...
2021-12-0709:35:18 @ 365rc.onmicro...

Exchange CAS

Resource with “New” status will not be able to synchronize data until its Status changed to Subscribed.
You can still perform full synchronize, group synchronize, and resource data synchronize when there is
resource(s) with “New” status. However, only resources with “Subscribed” will synchronize data.

To change a resource’s Status from “New” to “Subscribed”, make sure that you have added it to Resource

Central. Then you can either:

¢ Wait for RTS to automatically check Status every 60 minutes. If the new resource is added to Resource
Central, RTS will automatically change that resource’s status to “Subscribed” and synchronize the new
resource.

-OR-
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e Goto RTM interface and look for the final line “Newly assigned resource checker”. Then right-click on
it and select [Start].

= % local * % -
=
= i i | Reallime Service version: 6.6.18.4 Exchange Central: 0/ 10000
E‘_.? = Service started at: 12/8/2021 1:53:17 AM WebTeam Central: 0/ 10000
E' Mext full synchronization is scheduled at: <not scheduled > Resource Central: i/ 10000
a
Activity name Status Start time End time Last message
Motifications D 12/8/2021 1:58:12 .. Successfully subscribed for notifications... |+
Full synchronization
Domain controller 365rc.onmicrosoft.com - 365rc,onmicrosoft.com b 12/8/2021 1;58:07 ... Found domain 3&5rc. onmicrosaft. com
Motifications b 12/8/2021 1:58:14 ... Successfully subscribed for changesin ...
Full synchronization
Databases
RealTime Service @ Saved domain 365rc,onmicrosaft.com
Resource Central Saved domain 365rc.onmicrosoft, com

Calendar Service
Emails_std
Appointments_std
Emails_ext
Appointments_ext

Groups synchronization
Resource data synch Remote Powershell configured, feature...
| Newly assigned resource checker | Next check: 02:53:23 -
B start

In case a resource is removed from RTS yet still exists in Resource Central, that resource will not be able to
synchronize data to the database. But if the resource is added back to RTS, its Status will become “Subscribed”
and it will start synchronizing data again.

: Handling of newly added resource is only applicable for Resource Central, not Exchange Central
and WebTeam Central.

Saving Configuration

To apply the changes made to parameters in RealTime Service, you have to save them by clicking the “Save”
button on the toolbar.

Before saving, RealTime Manager will check if settings are correct. If settings are incorrect (for example: the
Exchange Server's name is wrong), the RealTime Service cannot connect to the Exchange server and then
there will be a message informing a user about that and the setting itself will not be saved.

[NoTE: The “Save” button is only enabled, if there are changes in the settings.
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Appendixes

Appendix A — Access Control List synchronization

In this chapter the Access Control List synchronization is described.

Access Control List (ACL) is a list of security protections that applies to an object (file, process, event, or
anything else having a security description).

The RealTime Service collects the permission settings (ACL) during synchronization on each calendar folder
in order to avoid possible problems with synchronized user or group folder permissions. Without this function,
it may happen so that a certain user or group folder restricted for updating will be still updated by the WebTeam
Central.

The Calendar folder is set permission as depicted in the picture below:

Calendar Properties

General I Home Page | AutoArchive
Administration | Forms Permissions | Synchronization

Mame Permission Level

Default Custom
Anonymous Mone

[ Add... ][ Remove Properties...

Permissions

Permission Level: [Custom

Read Write

(7 None [] create items

i@ Free Busy time [ create subfolders
=, FreefBusy time, subject, [T Edit own

~ location [FEdit al
© Full Details

Other Free/Busy... ]

Delete items Other
@) Mone Folder owner

i) Own Folder contact
Al [] Folder visible

][ Cancel H Apply

Figure 54. Calendar Properties
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The tables below illustrate how the Permissions for calendar folder in Outlook would be synchronized to the
database.

Read permission:

Outlook permission Permission Synchronized to Database
Read Other Read

None null 0

Free/Busy time null 0

Free/Busy time, null 0

Subject, location

Full Details Folder Visible = true 1

Create and Edit permissions:

Outlook permission Permission Synchronized to Database

Write Create Edit
null 0
Create ltems = true
Create Subfolders = true
Edit Own = true

Edit Own = true Edit All =
true

o Ok |k
N [POO[O

Delete permission:

Outlook permission Permission Synchronized to Database

Delete ltem Delete
None 0
Oown 1
All 2

Special case: if both the “Folder Visible” and the “Folder Owner” checkboxes are selected, then the
permission synchronized to the database would be as below regardless of other outlook permissions’ values.

Outlook permission Permission Synchronized to Database
Other Read Create Edit Delete
Folder Owner = true 1 1 2 2
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Appendix B — Notifications do not work
The troubleshooting of the problem of non-working notifications is described in this appendix.
How this problem can be defined:

e RTS does not reflect changes in calendars.
e Constant warnings about recreated subscriptions for all users (see an example in the picture below).

E&B Messages : Emails_std O *
Start typing to filter messages

Time Lewvel Message

30.11.2012 0:59:41 (=) Info Wwill retry bo create subscription for rtsusera0 - risuserG0@smallirts,local in 120 second(s)

A011.2017 0:59:41 7, Warning Rernoving timed out subscription For user eql - eql@smalllrts local (no skatus update from server For more than 120
secondis))

30.11,2012 0:59:41 (=) Info Wwill retry ko create subscription for eql - eql@smallirts,local in 120 second(s)

30112012 M59:41 %, Warning Removing kimed out subscription For user risuserl - risuser l@smalllrts ocal (no status update From server For mare than
120 second(s))

30.11.2012 0:59:41 (=) Info Wil retry ko create subscription For rtsuser! - rtsuserli@smallirts.local in 120 secondis)

30112012 M59:41 %, Warning f.heargnlxgrégsliin:ndd?;l)t)subscriptinn For user rtsuserS? - rksuserS7@smalllrts.ocal (no status update From server for mare

30.11.20012 0:59:41 (=) Info Wil retry bo create subscription for rtsuserS7 - risuserSA@smallirts.local in 120 second(s)

30112012 0:50:42 7, Warning f.heargnlvérégslizn:ndd?:)t)subscriptinn For user rtsuser3? - rksuser 37@smalllrts.ocal (no status update From server For mare

30.11.2012 0:59:42 =) Info Wil retry bo create subscription for rtsuser3? - risuser37@smallirts.local in 120 second(s)

30112012 0:50:42 7, Warning f\heargnrérégslizn:ndd?:)t)subscriptinn For user rtsuser24 - rksuser24@smalllrts.local (no status update from server For mare

30,11.2012 0:59:42 =) Info Will retry bo create subscripkion For rtsuser24 - risuser24@smallirts,local in 120 second(s)

20.11,2012 0:59:42 7, Warning f\heargnréragslizn:ndd?:)t)subscriptinn for user rtsuserl02 - risuser102@smalllrts, local (no skaktus update From server For mare

Figure 55. RTS logs

When you meet the mentioned symptoms, it means that the Exchange CAS can’t connect to the Push
notifications receiver port set in the General settings and, in fact, real-time synchronization doesn’t work.

There are several reasons why the mentioned problem can happen. Read about them below.

The firewall on the server, where the RTS is installed, blocks incoming connections; to fix this — either turn off
the firewall or allow TCP connection to the Push notifications receiver port.

By default, the RTS sends the host name to the Exchange server (if the Custom host for push notifications
option isn’t set for the Exchange server) and it can be that this host name cannot be resolved to IP address
from the system that Exchange CAS is running on. To resolve this, just turn on the Custom host for push
notifications option and input the IP address of the RTS server manually.

The RTS is beyond the NAT. In this case you should turn on the Custom host for push notifications and the
Custom port for push notifications options and set the NAT server address (hame or IP) and the port on the
NAT server that is mapped to address/port of RTS into correspondent fields.

Other problems also may happen, but they should be diagnosed in a certain environment and as a result do
not have any common solution.

Here is one more tip — to ensure that the RTS port is accessible from the CAS server, you should run the
following command on the system which the CAS is running on:
telnet RTS_SERVER_NAME_OR_IP RTS_PUSH_PORT

If the connection is successful, this command will clear the console and will be waiting for input. If an attempt
to connect is unsuccessful, an error will appear.
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Appendix C — Mailbox and calendar right assignment to Service Account

With Full Access right, the service account will have proper access to get calendars information and mailbox
of a resource on Exchange.

Open the browser and navigate to the address where Exchange admin center is hosted. On the side bar,
clicking on “Resources” under Recipients tree will open a list of resources. Select a resource and turn to tab
‘Delegation’ on its details window. There are three permissions listed here, but only Send as and Read and
Manage (Full Access) are necessary for the service account.

Exchange admin center
Home > Resources

Home

TestRTS_AutoSync
Resources

Recipients Room Mailbox

Delete Resource
Mailboxes
Groups
General Booking Delegation Others
Resources
Contacts
onta: Send as (0)

Mail flow ) e ; ) }

This permission allows a delegate to send a email from this mailbox. The

il message will appear to have been sent from this mailbox owner

Delete Refresh Export resources

Migration Edit

3 Mobile [[]  Display name Email address

Send on behalf (0)
Reports [[]  AutoTest Resourcel AutoTest_Resource1@aodop.onmicrrLoft.com
) - This permission allows a delegate to send email on behalf of this mailbox. The
Insights AutoTest_Resource2 AutoTest Resource2@aodop: imicrosoft.com from line in any message sent by a delegate indicates that the message was
sent by the delegate on behalf of the mailbox owner

Public folders AutoTest_Resource3 AutoTest Res

Organization X it
AutoTest Resourced AutoTest Resor/iced@aodop.onmicrosol

Settings

AutoTest_Resource5 AutoTes!_Resource5@aodop.onmicrosal Read and manage (Full Access) (0)
Other features )

AutoTest_Resourceé M= T e 1 This permission allows a delegate to open this mailbox and behave as the

mailbox owner, with full access to the mailbox
Microsoft 365 admin center \ Resource _Test AutoSyne Resource_Test_AutoSync@aodop.onmicrosoft
Edit
TestRTS_AutoSync TestRTS_AutoSync@aodop.onmicrosoft.com

Figure 56. Exchange admin center — Resource — Delegation

In the "Read and message (Full Access)" area, click [Edit], and the “Manage delegates” box opens as follows:

e

Manage delegates

This permission allows a delegate to open this mailbox and behave as the mailbox
owner, with full access to the mailbox

Add members Search

Continue to click [Add members], and the next screen will display. Search for and add the service account to
which you wish to grant Read and Manage (Full Access) permission to access this resource. This account
would be the one utilized to obtain Access Token.
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Add read and manage permissions

This permission allows a delegate to open this mailbox and behave as the mailbox
owner, with full access to the mailbox

Added (1)

Display name

Ben Ngoc Phun
p

Figure 57. Add members with full access to the mailbox

To complete, click [Save] then [Confirm].

Add read and manage permissions

Are you sure you want to add delegate permission?

Figure 58. Add permission confirmation

If the permission is added successfully, you will meet the below notification:

e
Add read and manage permissions

Permissions added

Settings updated. It may take up to 5 minutes for these changes to appear.

Figure 59. Add permission successfully

Repeat the same procedure to add Send as permission.
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After adding above permissions to a service account, that account now has proper access to get calendars
information and mailbox of the selected resource on the Exchange Server.

Appendix D — View-Only Recipients role assignment to Service Account

The View-Only Recipients role enables administrator (Service Account) to view the configuration of
recipients, such as mailboxes, mail users, mail contacts, distribution groups, and dynamic distribution groups.
This appendix specifies procedures on how to assign View-Only Recipients role to service account on both
Exchange Online and Exchange On-premises:

On Exchange Online

Open the browser and navigate to the address where Exchange admin center is hosted. On the side bar,
clicking on “Admin roles” under Roles tree will open a list of role groups:

Home
Recipients
Mailboxes
Groups
Resources

Contacts
Mail flow
Roles

Admin roles

User roles

Outlook web app policies

Migration

Mobile

Figure 60.

Add role group

Home Admin roles

Admin roles

Admin role groups give users permissions to view data, complete tasks, and use Powershell cmdlets in
Exchange admin center. Give users only the access they need by assigning the least-permissive role.

Add role group

Role group |

Communication Compliance

Communication Compliance
Administrators

Compliance Administrator

Compliance Management

Description

Viewer of communication compliance that can access the

sk management that can triage

Perform searches and place holds on mailboxes, SharePoj
Business locations.

This role group will allow a specified user, responsible fo

Click [Add role group] and follow these steps to set up role group:

Step 1: Set up the basics
In this step, name the new role group and select ‘Default’ in Write scope field:

o1
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Admin Roles > Add role group

Set up the basics

Permission

To get started, fill out some basic infermation about the role group that you're creating.
Admins

Name

Review and finish View-Only Recipients role for Service Account

Description

Ent: ther admii

Write scope ()

Default

Figure 61. Set up the basics

Step 2: Add permissions
Search and select role View-Only Recipients. Click [Next] to proceed.

Admin Roles > Add role group

o o Add permissions

Select the roles to add to the View-Only Reci role for Service Account rele group. Roles
define the scope of the tasks that the memb signed to this role group have permission
to manage.

Review and finish
1 selected X View-Only R

~ Role T Description Default recipient scope

v View-Only Recipients This role enables administrato

view every object in the organization.

Figure 62. Add role

Step 3: Assign admins

CHAPTER 3
Appendixes

52

Default

None

This step allows you to search and select the service account to which permissions to manage the View-Only
Recipients role are assigned. You can search the service account by its name or email address:
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Admin Roles > Add role group

Permission
Admins

Review and finish

Figure 63. Assign admins

Click [Next] to switch to the final step.
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Assign admins

Select the users to assign to this role group. They'll have permissions to manage the roles
that you assigned in the previous step.

Members

Step 4: Review role group and finish
In this screen, you can review the information imported previously. If you want to edit, click [Back] to go to the

previous steps.

Admin Roles > Add role group

Permission

Review and finish

Review role group and finish

We recommend letting the members of the role group know how these changes will impact
them.

Basics
Name: View-Only Recipients role for Service Account
Description:

Write Scope: Default

Permissions

View-Only Recipients

Admins

Service Account

Add role group

Figure 64. Review role group and finish
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When complete, click [Add role group]. When the role group is created successfully as the below figure, click

[Done] to finish.

Admin Roles > Add rol

Basics

Permission

Admins

Review and finish

On Exchange On-premises

e group

Status

View-Only Recipients role for Service Account role group has been added.

Related features

Open the browser and navigate to the address where Exchange On-premises is hosted. To begin configuring
the View-Only Recipients role for the service account, you need to create a new role group by clicking on
"admin roles" and then 'permissions' in the sidebar.

[] Enterprise  Office 365

Exchange admin center

admin roles Juser roles  Outlook \

[ permissions
compliance management + re
e MAME
Compliance Management
protecuon Delegated Setup
o Discovery Management
maitTos Help Desk
B, Hygiene Management
T Organization Management
nublic folders Public Folder Management
Recipient Management
serve Records Management
RTS
nyona Security Administrator
Security Reader
Server Management
UM Management
Figure 65. Add new role group

Click + to open ‘new role group’ panel:
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new role group

*Name:

(1)

Description:

Write scope:
® |Default bl (2 )

Organizational unit:

’ (3)

MAME A

Members:

’ (4)

MAME DISPLAY MAME -

Save Cancel

Figure 66. New role group panel

Follow the steps to add View-Only Recipients role to your service account:
Step 1: Name the new role.
Step 2: For ‘Write scope’ section, select [Default].

Step 3: In the 'Roles' section, click + to pick the role you wish to assign to the service account.
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DISPLAY MAME &

e T

Transport Rules

UM Mailboxes

UM Prompts

Unified Messaging

UnScoped Role Management

User Options

Userfpplicaticn

Wiew-Only Audit Logs

Wiew-Only Configuration
- |

WorklcadManagement —

1 selected of 75 total

add -=

Figure 67. Add role
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View-Only Recipients

This role enables administrators to view the
configuration of recipients, such as
mailboxes, mail users, mail contacts,
distribution groups, and dynamic
distribution groups. This role can be
combined with roles associated with the
ViewOnlyConfiguration role type to create a
role group that can view every object in the
organization.

Default recipient scope

Mone -

QK H Cancel

Step 4: In the ‘Members’ section, click + to select the service account to whom View-Only Recipients role

is assigned.

NAME & | DISPLAY MAME FOLDER

Account 1 Account 1 ps.com/Users -
Account 2 Account 2 ps.comfUsers

Account 3 Account 3 ps.com/Users .
Account 4 Account 4 ps.comfUsers

Account 3 Account 5 ps.com/lUsers -

1 selected of 80 total
add -» Account 1[remove];
OK | | Cancel

Figure 68. Add service account
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You can look for that service account by entering its name in the Search box. Select it and press [add] button
to insert that service account. Click [OK] to return to the main panel to review your selections. To re-select the
service account, click == and then pick a different service account.

new role group

3

*Name:

View-COnly Recipients for service account

Description:

Write scope:

® | Default A4

Organizational unit:

O

Roles:
MAME -

Members:
MAME DISPLAY NAME s

Account 1 Account 1

‘ Save ‘ ‘ Cancel

Click [Save] to finish. Your new role group is now listed on the admin roles list:
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recipients

permissions

compliance management
organization

protection

mail flow

moabile

public folders

SErvers

hybrid \

Exchange admin center

admin roles user roles

+ 7/ 0BRBPE
NAME

Compliance Management
Delegated Setup

Discovery Management
Help Desk

Hygiene Management
Organization Management
Public Folder Management
Recipient Management
Records Management

RTS

Outlook Web App policies

View-Only Recipients for service account 1
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