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Foreword

External authentication is a new function in Resource Central (RC) that allows you to make configuration for
supporting login using Microsoft account. This requires some fields to be filled up with specific data in Resource
Central backend.

External authentication currently covers the following Resource Central features
ResourceFinder and MyMeetings

Resource Central Notification E-mails

Resource Central Backend

Kiosk screens

MyMeeting stand-alone page
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v DAILY TASKS K save
v REPORTS . .
_ ~External Authentication
v DESIGNER
W LOCATION Enable Configuration
(@ Yes
W SECURITY
Remove form based login option
A SYSTEM )
(O Yes
Parameters
Manifest files Authenticated system areas
SMS Configuration My Meetings
Languages Resource Finder Com Add-In
Calendlar Resource Finder & My Mestings Cutlock Add-in
Mail Log D Kiosk
saL
al (] My Meeting stand-alone page
BatabacelCleancy Specific usars ' All authenticated users
License X
[J Order Forms opened from emails
(UEETEE T 2 Specific users O All authenticated users
GDPR
* Authentication Protocol
Resource Data Synch
| ) CAuth2 v
nformation
OAuth2 Configuration
* Reply URL
https://ps5.add-on-company.com/ResourceCentral/ExAuth/OAuthAuthentication/CallbackHandler ®
* Tenant (Tenant ID)
09914d02-0649-416d-9211-249ba0328200
* Client Id
60e4394b-254f-4b6a-8c36-2bb4Tcc53bd
* Application |D URI
api://ps5.add-on-company.com/60e4394b-254f-4bGa-8c36-2bb4Tcc53bd9
* Client Secret
QZgr———
Auto-Legin Networks
~Service Authentication
[[] Access code for Web APl and Web Service
30ef0a656edadlfb32414d804e745F
Figure 1. External Authentication in Resource Central
Option Description
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Enable Configuration Select Yes to allow other fields to be configured. Select No will
make other fields unavailable.

Remove form based login option Select Yes to allow logging in using Single Sign-On only.

: Selecting No for this option while SSO is not fully
configured will leave the application inaccessible. It is important
that the applied SSO is validated before this option is enabled.

Each Authentication Protocol requires specific data fields to be filled in. This document is designed to give you
detailed instructions to retrieve those detalils.

: The account used in Azure must be associated with a person in RC system via SMTP address:

Search Search attributes Show
| Mame or email | | Mame, email (oegins with) ' | | All users '
Mame User name User type Source
e Alain Charon alain@contoso.com Member Azure Active Directory
o Charles Anhalt  charlesan@contoso.com Member Azure Active Directory
o Danielle McKay danielle@contoso.com Member Azure Active Directory
Eggert Schafer eggert@®contoso.com Member Azure Active Directory

Figure2.  Allusersin Azure

Person Detalls

* Lzgin name
eggert
* Display name

Eggert Schafer

*SMTP Address

[Eggert@cnntnsu.cum !

Description

Figure 3.  Person details in RC

System Requirements

Look at the following table for supported Windows Server versions and ADFS versions supported on these
servers:

‘ Supported Windows Server Supported ADFS
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Windows Server 2016

ADFS 4.0

Windows Server 2019

ADFS 5.0

INoTE!: For the Outlook Add-in to run with Single Sign On it is from Resource Central Hotfix 8 needed to use

the latest manifest version 1.10.0.

Affected areas

Look at the following table for further explanation:

Specific users

All authenticated users

My Meetings stand-alone page

Only organizer can log into their
own My Meetings stand-alone

page

Use any account (that exists in
the domain, no need to exist in
RC/Persons) to access My
Meetings stand-alone page of
any organizer

Order forms opened from
emails

Only service provider / SDA can
log into their own Order Form

Use any account (that exists in
the domain, no need to exist in
RC/Persons) to access Order
Form of any user.
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Authentication Details for OAuth2/Open ID Connect

Part A. Register application in Azure AD

1. Go to Azure portal = Azure Active Directory = App registrations, and click [New registration].

2. Fill'in application details:
a. Name: enter application name.
b. Supported account types: select ‘Accounts in this organizational directory only (... only —
Single tenant’.
c. Redirect URI (optional): select Web platform, then enter Reply URL generated in RC
backend = System = Authentication. (This Reply URL is automatically created when you
select an ‘Authentication Protocol’)

Register an application

* Name

The user-facing display name for this application (this can be changed later).

MarkOlin Auth v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Add-On Products & Add-On Development only - Single tenant)

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose,,

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

| Web ~ | | https://ps5.add-on-company.com/ResourceCentral/ExAuth/QAutha..,

3. Click [Register] button at the bottom of the screen.

: For Open ID Connect Authentication protocol, these additional steps below need to be implemented:
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4. On the created app’s screen, open Token configuration and click [Add optional claim] button:

P Search (Ctrl+/) | « > Got feedback?

B overview Optional claims

Quickstart Cptional claims are used ta configure additional informatio

#" Integration assistant : ] - )
/. =t~ Add optional claim | -+ Add groups claim
Manage

= Branding

Claim Description

%) Authentication
Mo results.

Certificates & secrets

(Ii  Token configuration

5. Select ID for Token type, then check on email and verified_secondary_email as shown in the
following figure:

* Token type

Access and ID tokens are used by applications for authentication. Learn more
(® D

O Access

() samL

E| Claim T Description
email The addressable email for this user, if the user has one
|:| family_name Provides the last name, surname, or family name of the ...

|:| fwd P address

|_| upn An identifier for the u

|:| verified_primary_email Sourced from the user's PrimaryAuthoritativeEmail

verified_secondary_email Sourced from the user's SecondaryAuthoritativeEmail
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6. Click [Add] and the following message shows up.

Add optional claim X

Some of these claims (email) require Openld Connect scopes to be configured through
the API permissions page or by checking the box below. Learn more

Turn on the Microsoft Graph email permission (required for claims to appear in token).

7. Checkon the tick box ‘Turn on the Microsoft Graph email permission’, then click [Add] button to finish.

Part B. Retrieve details for OAuth2/Open ID Connect Authentication Protocol

Reply URL

: You can skip this step if you have already set Redirect URI back in step 2 of Part A. Register application
in Azure AD.

Go to Azure portal = Azure Active Directory = App registrations. Click [All applications] then select the
app that you registered in Part A to see its details.

Web applications

O Search (Ctrl+/) | « Save Discard QO Got feedback?
i overview X . ingle- icati
B Platform configurations Web [ Single-page application
& Quickstart o . Build, host, and deplay 2 web server Canfigure browser client applications
Depending on the platform or device this application is targeting, additional configuration application. .NET, Java, Pythan and progressive web applications.
'd Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform. )Ia-'-as(”p/t
Manage = Add a platform
E Branding .
- Mabile and desktop applications
D Authentication Supported account types
Certificates & secret: : ] i r— i
erficates & secrets Who can use this application or access this API? o 105/ mac0s " Android
HH o el S
il Token configuration @ ‘Accounts in this arganizational directory only (Add-Cn Products & Add-On Development o Objective-C, Swift, Kamarin Java, Katlin, Xamarin
- API permissions O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

& £ an AP
Xpose an Help me decide...

Figure 4. Registered app

Click [Authentication] as in the above figure, click [Add a platform], select [Web] on the right panel of the
screen. The following dialog shows up:

Configure Web X

{ All platforms Quickstart  Docs

*Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLs. Learn
more about Redirect URIs and their restrictions

| Enter the redirect URI of the application

Front-channel logout URL

Figure5.  Configure Web
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Type the Reply URL generated in the RC backend = System -> Authentication. This Reply URL is

automatically created when you select an Authentication Protocol.

Resource Central Authentication

W DAILY TASKS
W REPORTS
W DESIGNER
W LOCATION
W SECURITY

v SYSTEM
Parameters
Manifest files
SMS Configuration
Languages
Calendar
Mail Log
saL
Database Cleaner
License
Authentication
GDPR
Resource Data Synch

Information

Figure 6.

Click [Save] to finish.

Tenant (Tenant ID)

K& seve

~External Authentication

Enable Configuration
@ Yes O No
Remove form based login option
OYes @ No
Authenticated system areas
O My Meetings Com Add-in
Resource Finder Com Add-In
Resource Finder & My Meetings Cutlook Add-in
Ckiosk
My Meeting stand-alone page
® Specific users () All authenticated users
[J Order Forms opened from emails

® Specific users O Al authenticated users

External Authentication Configuration Guide

* Authentication Protocol
CAuth2 hd
OAuth2 Configuration
* Reply URL
https://ps5.add-on-company.com/RescurceCentral/ExAuth/ObuthAuthentication/CallbackHandler ®

Reply URL generated in RC backend = System = Authentication.

Go to Azure portal = Azure Active Directory, click [Overview] and you can see the tenant ID as shown in

the following figure:

i ) psaod | Overview

Azure Active Directory

B8 Preview features

X Diagnose and solve problems

Manage
ah Users

&k Groups

8 External Identities

&k Roles and administrators

& Administrative units
5 Enterprise applications

8 Devices

Figure 7.

Tenant ID

+ add ~ £33 Manage tenants f What's new 2 Preview features

(O]
W

Microsoft Entra has a simpler,_integrated experience for managing_all your Idé

Overview Meanitoring Properties Tutorials

| Eearch your tenant

Basic information

Name psaod

[Tenzmt [ls]

Primary domain

99914d02-0643-416d-9211-349b3g9328200 E I

psaod.onmicrosoft.com

11
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Client ID

Go to Azure portal = Azure Active Directory = App registrations. Click [All applications] then select the
app that you registered in Part A to see its detalils.

f Delete q:":n Endpoints [#] preview features

# Essentials
Display name : DAuth? app

[ Application (client) ID » 8e117f02-612c-4b0a-8966-cTTdf21fhdTe ]
Object ID 1 2faB24a9-b9%9c-4e29-a0b0-9163541ef0b4
Directory (tenant) 1D : 99914d02-0649-416d-9211-249b39323200

Supported account types : My organization only

Figure 8. Client ID

The Client ID is the Application (client) ID as you can see in the above figure.

Application ID URI
To retrieve Application ID Url, follow these steps below:

1. Go to Azure portal 2 Azure Active Directory = App registrations. Click [View all applications] then
select the app that you registered in Part A to see its details. Then click [Add an Application ID URI].

f Delete CEE' Endpoints  [#2] Preview features

# Essentials

Display name : DAuth? app Client credentials © Add a certificate or secret
Application (client) ID » 8e117f02-612c-4b0a-8966-c7fdf21fbdTe Redirect URIs . Add a Redirect URI

Object ID : 2{a824209-b%%c-4228-a0b0-9f63841ef0bd [ Application ID URI : Add an Application ID URI [
Directory (tenant) 1D ' 99914d02-0649-416d-9211-349ba%328200 Managed application in L. @ 550Documentation
Supported account types : My organization only

Figure 9. Add an Application ID URI
2. Look for ‘Scopes defined by this API’ section, then click [Add a scope] which opens a screen on the right
side. The ‘Application ID URI’ field is shown with the following format:

api://[ Application (client) ID of this app]
For example: api://8e117f02-612c-4b0a-8966-c7fdf21fbd7e
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Home > QAuth2 app Add a SCOpe
& OAuth2 app | Expose an APl = -

P search (Ctrl+/) « P? Got feedback? but you can change it.

Yourll need to set an Application ID URI before you can add a permission. We've chasen cne

B overview Application IDURI* @
R @ -
#pplication [D URI @ set api://3e117f02-612c-4b0a-8366-c7fdf21fbdTe
& Quickstart
A Integration assistant Scopes defined by this API
Manage Define custom scopes to restrict access to data and functionality protected by the API

AP| can request that a user or admin consent ta ene or more of these.

= aranding & properties i
Adding a scope here creates only delegated permissions. If you are locking to create a

D Authentication type. Go to App roles.
Certificates & secrets { Add a scope
1l Token configuratian scopes Who can consent
9 APl permissions
P oauth2.app Admins only

@ Expose an API
i App roles ) . o
Authorized client applications

& Owners N
Authorizing a client application indicates that this APl trusts the application and users ¢

&, Roles and administrators this APl

- Add a client application

Now, change the value of this field by adding the RC backend URL to this value as follows:

api://[RC backend URL]/[ Application (client) ID of this app]
For example: api://ps5.add-on-company.com/8el117f02-612c-4b0a-8966-c7fdf21fbd7e

After that, click [Save and continue] to proceed to the next step.

3. On ‘Add a scope’ screen (figure below), enter necessary information for the 3 mandatory fields: Scope

name, Admin consent display name, and Admin consent description.
Once you are done, click [Add scope].

Add a scope X

Q Application 1D URI saved successfully. Add the scope below.

Scope name * (@

| | e.g. Files.Read
api://ps5.add-on-company.com/8e117f02-612c-4b0a-3966-c7fdf2 1fbdTe/

Wha can consent? (D
s - - 1
|_Admins and users (LI

Admin consent display name * @

] | e.g. Read user files |

Admin consent description * &

a.g. Allows the app to read the signed-in user's files.

User consent display name @

| e.g. Read your files |

User consent description (0

[ e.q. Allows the aop to read vour files. |

| Add scope || Cancel |

Figure 10. Add ascope
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4. Look for ‘Authorized client applications’ section, then click [Add a client application] which opens the
following screen:

Add a client application X
ClientID @
e.g. f686d426-8d16-42db-81b7-ab578e110ccd

Authorized scopes (@)

api://ps5.add-on-company.com/8e117f02-612c-4b0a-8966-c7idf21fbd7e/oauth2

Figure 11. Add aclient application

Here, select the scope(s) that you have added from step 2, then enter the ‘Client ID’ which will allow Office to
access to this app.
There are 4 Client IDs that you can choose, each allows specified Office app to have access:

e For all Microsoft Office application endpoints: ea5a67f6-b6+3-4338-b240-c655ddc3cc8e (highly
recommended)

e For for Microsoft Office (desktop app): d3590ed6-52b3-4102-aeff-aad2292ab0lc

e For Office on the web: 93d53678-613d-4013-afcl-62e9e444a0a5

e For Outlook on the web: bc59ab01-8403-45c6-8796-ac3ef710b3e3

After entering a Client ID, click [Add application].

5. To get Application ID URI, click [Overview] to see the app’s details. You can now copy the new value in
‘Application ID URI’ field:

f Delete t@ Endpoints [l Preview features

A Essentials

Display name 1 DAUth2 app Client credentials 1 Add a certificate or secret

Application (client) ID 1 8e117f02-612¢c-4b0a-8966-c7idf21fhdTe Redirect URIs : Add a Redirect URI

Object ID 1 2faB2429-b99¢c-4e29-30b0-5763841f0b4 I Application 1D URI : gpii//ps5.add-on-company.com/8e117f02-612... I
Directory (tenant) ID 1 99914d02-0649-416d-9211-349ba2328200 Managed application in .. : QAuth2 app

Supported account types : My organization only

Figure 12. Get Application ID URI

Client secret

Go to Azure portal = Azure Active Directory = App registrations. Click [All applications] then select
the app that you registered in Part A to see its detalils.

Click [Certificates & secrets] = [New client secret].
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Add a client secret X
Description | Enter a description for this client secret |
Expires | Recommended: & months R |

Recommended: & months
3 months

12 months

18 months

24 months

Custom

Figure 13. Client secret

Enter Description, select Expires time, then click [Add] button. The Value and Secret ID column will be
populated with Client secret and an ID:

Certificates (0) Client secrets (1) Federated credentials (0}

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
T MNew client secret
Description Expires Value @ Secret ID

Oauth2 secret 12/17/2022 Nt.BQ~TOTHRSEzEX8QdafsorjcBLAUWHDLsPxeif [ a095b76e-cd55-4958-897f-9bd22d2672b2 D

Please remember to copy client secret value & secret ID because you will not be able to retrieve it after
leaving this panel.

Auto-Login Networks
For this section in RC backend, you can fill in IP addresses or IP address ranges, each value in a line.

Auto-Login MNetworks

15317712210
192.168.1.1/24

Figure 14. Auto-Login Networks

With this value filled in, client machines with the filled in IP address will be automatically logged in and use
Single Sign-On function.

Apart from this, refer to this article to enable seamless SSO to work with RC Auto-Login Networks.


https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start
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Authentication Details for OAuth2 with ADFS

Part A. Configure Active Directory Federation Services (ADFS)

1. Goto web server where your Exchange server is installed, click Start - Server Manager = Tools
- AD FS Management

rver Manager

Server Manager * Dashbo Mansge

Active Directory Administrative Center

Active Directory Domains and Trusts
Dashboard WELCOME TO SERVER MANAGER
Active Directory Module for Windows PowerShell

Local Server

Active Directory Sites and Services

All Servers . . Active Directory Users and Computers
Configure this local server AD FS Managerment
ADDS
ADSI Edit
ADFS QUICK START
> NP . R Component Services
LB 2 Add roles and features i
Computer Management
File and Storage Services > 3 Add other servers to manage Defragment and Optimize Drives
s Disk Cleanup
'WHAT'S NEW
4 Create a server group DNS
Event Viewer
5 Connect this sel to cloud services Group Policy Management
Internet Information Services (IIS) Manager
LEARN MORE iSCS! Initiator
Local Security Policy
Mi ft Azure Se
ROLES AND SERVER GROUPS icrosott faure sences
Roles:5 | Servergroups: 1 | Servers total: 1 O
‘ODBC Data Sources (64-bit)
= File and Storage
AD DS 1 2¢ ADFs 1 & DNs 1 R _ g 1 Perfarmance Monitor
Services Print Management
@ Manageability (® Manageability ® Manageability ® Manageability Resource Monitor
Events Events Events Events Seies
System Configuration
Services Services Services Services -
System Information
Performance Performance Performance Performance Task Scheduler
BPA results BPA results BPA results BPA results BPA Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
'Windows PowerShell ISE
c. Wind, Pe rShell ISE (x86)
1 All Servers S
Windows Server Backup
@ Manageability (@ Manageability
Events Events
Services H services
Performance Performance
BPA results BPA results

2. In the opened window, select Application Groups and [Add a new Application Group] from
the Actions sidebar. This starts the configuration wizard for a new Group.

G ADFS — O
i File Action View Window Help -8
4 = | 2 [
T e
~ [ Service [ ————————--G ——H—=H=E=—E=EEHBHBHDHBBEBEBSBS Y’ b : ::: I —
y i Application Grouy -
(] Attribute Stores Hame Descrption | pp! ps
[ 7] Authentication Methods iRAC 4.1 0penlD
7 Certificates RC 4.1 0Auth — ,

[7] Claim Descriptions
["] Device Registration
| Endpaints

] Scape Descriptions
] Web Application Proxy
ccess Control Policies
Jying Party Trusts

EC |mstvldErTruitS/
[ Apphcation Groups

MNew Window from Here

Refresh

Ee

Help
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3. Onthe ‘Add Application Group wizard’ - Welcome screen, fillin Name and select “Server application
accessing aweb API” in Template and Click “Next”

% Add Application Group Wizard

Welcome

Steps

-]

Welcome
Server application

Configure Application
Credentialz

Configure Web API
Apply Access Caontrol Policy

Configure Application
Pemissions

Summary

Complete

Mame:

RC 4.1 Ofuth

Description:

Template:

Client-5erver applications

E_ Mative application accessing a web API

i Server application accessing a web AP

E_ Web browser accessing a web application
Standalone applications

\g Mative application

#_[' | Server application

0 Web API

More information...

< Previous

Mext = Cancel
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4. On the next screen (Server application), fill in Redirect URI and Click “Add” then Click “Next”. You will
have to provide 2 URLSs: one for receiving login details from ADFS, one for receiving logout information

from ADFS

Chid1 OAuth - Server application Properties
General | Confidential

MName:
|Ehi41 QAuth - Server application |

Client d:
|cff26556-74e 5-48ac-9b 75c A849ea2d 75 |

Redirect URI:
| Example: https://Contoso .com

Description:

QK Cancel Apply
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The URL for receiving login details from ADFS is the Reply URL in RC backend = External Authentication

Resource Central Authentication

v DAILY TASKS I save
“/ REPORTS ) )
o rmEm ~External Authentication
' LOCATION Enable Configuration
@ Yes O No
' SECURITY
Remove form based login option
 SYSTEM ) )
D Yes @ No
Parameters
Ilanifest files Authenticated system areas
SMS Configuration My Meetings
Languages Resource Finder Com Add-In
Calenday Resource Finder & My Meetings Cutlook Add-in
Mail Log O kiosk
saL

O My Meeting stand-alone page
DatabaselCeaney ® Specific users O Al authenticated users
License .

[J Crder Farms opened from emails
Authentication

GOPR

@® Specific users O Al authenticated users

* Authentication Protocol
Resource Data Synch

. OAuth2 with AD F§ hd
Information

QAuth2 with AD FS Configuration
-
* Reply URL

hitps://ps5.add-on-company.com/RescurceCentral/ExAuth/OluthAdfsAuthentication/CallbackHandler (]

* Clignt Id

To retrieve this information, refer to this section for more details.

The URL for receiving logout details from ADFS must have the following format:

[RC backend URL]/Api/Authentication/Logout

e.g. http://ResourceCentral.com/Api/Authentication/Logout

Then click [OK] to proceed.


http://resourcecentral.com/Api/Authentication/Logout
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5. On the next screen (Configure Application Credentials), check on “Generate a shared secret” and
click “Copy to clipboard” save the client secret then click “Next”.

@ Add Application Group Wizard *
Configure Application Credentials

Steps Select credentials used by the application to authenticate itseff with AD F5S when requesting access tokens.

Wel
@ Hecoms [C] Register a key used to =ign JSON Web Tokens for authentication

@ Server application

@ Configure Application

Credentials
[] Windows Integrated Authentication
@ Summary
Select the AD Account:
@ Complete

Bxample: CONTOSO expenseve

Generate a shared secret
Secret: \
|&js-lm.‘i{r—?PiGXmBgXNcsiESgﬁGderﬁ"l'lfdva | Copy to clipboard

0 Copy and save the secret. You will not be able to view the secret after the application group is
created. “ou can reset the secret later if required.

< Previous Mext = Cancel
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6. On Configure Web API screen, fill in “ldentifier” (which is Client Id in Step 4 of this section) and click

[Add] button.

Chi41 OAuth - Server application Properties
General | Corfidential

MName:

‘Ch\-ﬂ OAuth - Server application

Client Id

x G Add Application Group Wizard X
Configure Web API

‘ Steps Name:
@ Weicome [RC 2.1 Cuth - Web API 2

@ Server application

|cﬂ2€55&?4e548ac—%?5c7|8493a2d75

Redirect URI.

Identifier:

e

[Example: hitps//Cortoso com | ® Configurs Web API E—
http -//192.168.2.43/ ResourceCertral/Api/ Authentication/ Logout Remove @ Apply Access Control Policy
- @ Configure Application
Fermissions
< B @ Summary Description:
Description: @ Complete
oK Cancel Apply
< Previous Next > Cancel

Then click [Next] to proceed.

7. Click [Next] on Choose Access Control Policy screen.

% Add Application Group Wizard

Choose Access Control Policy

Steps Choose an access control policy:
Welcome
@ Name Description
@ Server application Pemit everyone Grant access to everyone.
@ Cﬂlﬂigufe Application Pemit everyone and require MFA Grant access to evenvone and require MEAT...
Credentials Pemit everyane and require MFA for specfic group Grant access to evenyone and require MFAT...
@ Configure Web API Pemit everyone and require MFA from extranet access Grant access to the intranet users and requir...

@ Apply Access Control Policy

Pemit everyone and require MFA from unauthenticated ... Grant access to evernyone and require MFAT...
Pemit everyone and require MFA, allow automatic devi...  Grant access to everyone and require MFAT...

@ Corfigure Application Pemit everyone for intranet access Grant access to the intranet users.
Pemissions i . £
Pemit specific group Grant access to users of one or more specifi...
@ Summary
@ Complete Palicy

Pemit everyone

0 | do not want to configure the access control policy at this time. No users will be pemitted access for this

application.

< Previous | MNext > Cancel
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8. On Configure Application Permissions screen, check on openid and user_impersonate checkboxes.

Configure Application Permissions
Steps Configure pemissions to enable client applications to access this Web API
@ Welcome Client application {caller):
5 licati
@ Server appication MName Description
@ Configure Application B B —
Credertials Chi QOAwuth - Server application
@ Corfigure Web API
@ Apply Access Control Policy
@ Corfigure Application
Pemissions
@ Summary
Complet
@ Lomplete Add... Remaove
Pemmitted scopes:
Scope Name Description ~
] email Request the email claim for the signed in user.
1 logen_cert The logan_cert scope allows an application to request logo...
openid Request use of the OpenlD Connect authorzation protocol.
] profile Request profile related claims for the signed in user.
user_imperso...  Reguest permission for the application to access the resour...
] vpn_cert The vpn_cert scope allows an application to request VPN ...
] winhello_cert The winhello_cert scope allows an application to request ...
W
Mew scope...
< Previous Mext = Cancel

Click [Next] proceed.
9. Click [Next] on Summary screen and click [Close] on Complete screen to finish.

INOTE] If, in the system, there are users who have User Principal Name different from SMTP address, we
need to add claim to retrieve all email addresses. Please refer to this appendix for more details.
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Part B. Retrieve details for OAuth2 with ADFS Authentication Protocol

Reply URL
Refer to this section for more details.

Client Id

The Client Id can be retrieved from Step 4 in Part A of this protocol.
Chid1 OAuth - Server application Properties *
General  Corfidertial

MName:
|Chi41 QAuth - Server application |

Cliet Id:
|cff 26556742 5-48ac-9b 75c A849ea2d 75 |

Redirect LIRI:

Client Secret
The Client Secret can be retrieved from Step 5 in Part A of this protocol (highlighted in Green).

% Add Application Group Wizard >
Configure Application Credentials

Steps Select credentials used by the application to autherticate tself with AD FS when requesting access tokens.

Wel
@ \ielcome [] Register a key used to sign JSON Web Tokens for authentication

@ Server application
@ Configure Application

Credentials
[] Windows Integrated Authentication
@ Summary
Select the AD Account:
@ Complete

Bample: CONTOSO expenseve Select

Generate a shared secret
Secret: \
|&js-lm.‘i{r—?PiG)ﬂﬂBgXNcsiESgAQZI'ZMdr@Ndva | Copy to clipboard

(i ) Copy and save the secret. You will not be able to view the secret after the application group is
created. You can reset the secret later if required.
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Authorization URL, Token URL and Logout URL

Go to the following link:

https://<server of ADFS>/adfs/.well-known/openid-configuration

And a json file (openid-configuration.json) will be available for you to download/view. If you download it,
open this file with Notepad or Notepad++, look for the necessary information as described in the following

table:
URL Keywords to look for in the json file
Authorization URL authorization_endpoint
Token URL token_endpoint
Logout URL end_session_endpoint

{"issuer”:"https:\/\/vthtest2.southeastasia.cloudapp.azure.comh fadfs",

"token endpoint auth methods supported”: ["client secret _post”,"client secret basic”,
"private key jwt", "w1nd0ws_cllent_authentication"] "response types supported" ["code™,
"id token","code id token","id token token","code token","code id token token"],
"response modes supported”: ["guery”,"fragment™,"form post™],"grant types supported”: [
"authorization code","refresh token™,
"urn:ietf:params:cauth:grant-type:jwt-bearexr”, "implicit"”, "password","srv challenge™,
"urn:ietf:params:oauth:grant-type:device code™,"device code"],"subject_types supported”: [
"pairwise"],"scopes supported”:["logon cert™,"allatclaims™,"email™,"user impersonation”,
"aza","winhello cert"”,"profile”,"vpn cert","openid"”],

"id token signing alg values supported”:["R5256"],

"token endpoint auth signing alg values supported™:["R5256"],"access token issuer™:

"http: \f\!vthtestz southeastasia.cloudapp.azure. com\fadfs\iserv1ces\!trust"
"iss","iat","exp","auth time™,"nonce™,"at hash","c hash","sub"™,
"upn™, "unigque name®,"pwd url", "pwd exp™,"mfa auth time","sid"],

"microsoft multi refresh token":true, "userlnfn _endpoint™:

"https: \i\fvthtestz southeastasia. cloudapp.azure.com' fadfsh fuserinfo”,"capabilities™: [],

"claims supported”: ["aud",

"authorization endpoint™:

"client credentials”™,

wend Session endpoint™:

"https:\/\/vthtest2.southeastasia.cloudapp.azure.comh/adfs\ /oauth2\/logout™

"as_access_token token binding supported"itrue,"as_refresh token token binding supported"”
itrue, "resource access_token token binding supported":true,

"op_id token token binding supported”:true,"rp id token token binding supported®:true,
"frontchannel logout supported”:trme,"frontchannel logout session supported”:true,
"device authorization endpoint™:
"hittps:\/\/vthtest2.southeastasia.cloudapp.azure.com\/adfs" /oauth2\/devicecode"}

Copy the URL, remove the character “\” in each URL and paste into the relevant fields in RC backend.

Auto-Login Networks

Refer to this section for more details.
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Authentication Detalls for OpenlD Connect with ADFS

Part A. Configure Active Directory Federation Services (ADFS)

1. Goto web server where your Exchange server is installed, click Start - Server Manager = Tools
- AD FS Management

rver Manager - X

Server Manager * Dashbo Mansge  Too

Active Directory Administrative Center

Active Directory Domains and Trusts
Dashboard WELCOME TO SERVER MANAGER
Active Directory Module for Windows PowerShell
Local Server

Active Directory Sites and Services
All Servers

AD DS
ADFS QUICK START ADSTEGE
DNS Add roles and features Component Services

Active Directory Users and Computers
AD FS Management

n Configure this local server

N}

Computer Management
File and Storage Services b

3 Add other servers to manage Defragment and Optimize Drives
s Disk Cleanup
'WHAT'S NEW
4 (Create a server group DNs
Event Viewer
5 Connect this s to cloud services Group Policy Management
Internet Information Services (IIS) Manager
LEARN MORE iSCS! Initiator
Local Security Policy
Mi ft Azure Se
ROLES AND SERVER GROUPS icrosott faure sences
Roles:5 | Servergroups:1 | Servers total: 1 OELELTnSErasERLT)
ODEC Data Sources (64-bit)
= File and Storage
AD DS 1 2¢ ADFs 1 & DNs 1 R _ g 1 Perfarmance Monitor
Services Print Management
@ Manageability (® Manageability ® Manageability ® Manageability Resource Monitor
Events Events Events Events Seies
System Configuration
Services Services Services Services -
System Information
Performance Performance Performance Performance Task Scheduler
BPA results BPA results BPA results BPA results BPA Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)

Windows PowerShell ISE

1 All Servers ‘Windows PowerShell ISE (x86)
Windows Server Backup
@ Manageability (@ Manageability
Events Events
Services H services
Performance Performance
BPA results BPA results

2. In the opened window, select Application Groups and [Add a new Application Group] from
the Actions sidebar. This starts the configuration wizard for a new Group.

G ADFS — O
i File Action View Window Help -8
4 = | 2 [
Som =
~ [ Service [ ————————--G ——H—=H=E=—E=EEHBHBHDHBBEBEBSBS Y’ b : ::: I —
y i Application Grouy -
) Attribute Stores Hame Description pp! ps
| Authentication Methods iRC 4.1 OpenlD
7 Certificates RC 4.1 0Auth — ,

[

1l D it
aim Descriptions New Window from Here

| Device Registration
| Endpoints | Refresh
1 Scope Descriptions Help

| Web Application Proxy
ccess Control Policies
Jying Party Trusts

ke |mstvldErTruitS/
T Application Groups
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3. On the ‘Add Application Group wizard’ - Welcome screen, fill in Name and select “Server
application” in Template and Click [Next].

% Add Application Group Wizard *
Welcome
Steps Name:
@ Welcome |
@ Server application
Description:

@ Configure lication

Credentials
@ Configure Web API
@ Apply Access Control Policy Template:

Corfi lication
¢ P:m-:g;ir:ng Cﬂent-Server applications
@ Summary E Mative application accessing a web AP|
@ Complete ‘ Server application accessing a web AP|

Standalone applications
\g Mative application

# ! Server application

@ web api

\H ‘Web browser accessing a web application

More information....

< Previous

Mext =

Cancel

4. On the next screen, fill in ‘Redirect URL’ and click [Add]. You will have to provide 2 URLS: one for
receiving login details from ADFS, one for receiving logout information from ADFS

Server application

@ Add Application Group Wizard

@ Configure Web API
@ Apply Access Control Policy

i Name:
@ Welcome |RCOpenIDConnect-Ser\rer |
@ Server application
Client Identifier:
@ Configure lication
Credegmialg |??Ga2faﬂ-233f4d§ﬁ?4b-2dbc4ﬂﬁc63fz |

Redirect URI:

| Example: hitps://Contoso.com

@ Configure lication

Pemissi https://192.168.2 43/ResourceCentral /Api gout

ermissions 192.168.2.43/ResourceCentral/ExAuth/Open| DAuthentication, Callback Handler
@ Summary

@ Complete

Description:

< Previous

Add

Remove

Cancel
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The URL for receiving login details from ADFS is the Reply URL in RC backend = Authentication 2 External
Authentication.

Resource Central Authentication

v DAILY TASKS K s
% REPORTS i i
_ ~External Authentication
v DESIGNER
W LOCATION Enable Configuration
@ Yes (O No
v SECURITY
Remove form based login option
A SYSTEM . .
(OYes (@ No
Parameters
Manifest files Authenticated system areas
SMS Configuration O My Meetings Com Add-in
Languages Resource Finder Com Add-In
Calendar Resource Finder & My Meetings Outlook Add-in
Mail Log O kiosk
sqQL

eeting stand-alone page
[J My Meeting stand-alone pag
patabasallle e ® Specific users () All authenticated users
License X
[J Order Forms opened from emails
auhenucation ® Specific users (O All authenticated users
GDPR
* Authentication Protocol
Resource Data Synch

formation | OAuth2 with AD F5 v

OAuth2 with AD FS Configuration
a
* Reply URL

http://192.168.2.43 /ResourceCentral/ExAuth/OAuthAuthentication/CallbackHandler ®

To retrieve this information, refer to this section for more details.
The URL for receiving logout details from ADFS must have the following format:
[RC backend URL]/Api/Authentication/Logout

e.g. http://ResourceCentral.com/Api/Authentication/Logout

then click [OK] to proceed.


http://resourcecentral.com/Api/Authentication/Logout
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5. On the next screen (Configure Application Credentials), check on “Generate a shared secret” and

click “Copy to clipboard” save the client secret.

@ Add Application Group Wizard

Configure Application Credentials

Steps
@ Welcome
@ Server application

@ Configure Application
Credentials

@ Configure Web API
@ Apply Access Control Policy

@ Configure Application
Permissions

@ Summary

@ Complete

Select credentials used by the application to authenticate itself with AD FS when requesting access tokens.
[] Register a key used to sign JSON Web Tokens for authentication

Configure...

] Windows Integrated Authentication
Select the AD Account:

Example: CONTOSO \expenseve Select..

Generate a shared secret
Secret:
|uU5&31 F-EpZM3x2ghwP UINFQK113p306Cop_zdV

Copy to clipboard

0 Copy and save the secret. You will not be able to view the secret after the application group is
created. You can reset the secret later if required.

< Previous Mext = Cancel

Then click [Next] to proceed.
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6. On Configure Web API screen, fill in “Identifier” (which is Client Id in Step 4 of this section) and click

[Add] button.

G4 Add Application Group Wizard X @ Add Application Group Wizard X
Server application Configure Web API

Steps Name Steps Name

@ Welcome [RcOpeniDConnect - Server application | @ Welcome [RCOpeniDConmect -Wieb AP1

@ Server application Gt ldertfior @ Server applicatior e

@ Corfigure Applica -

Cedorigs+ [77602830-233-45-a 740 2cb406c632 Credentials [776a2130-233405%2 74b-2dbc4060632] Add
@ Corfigure Web API Redirect UR ® Configure Web API Remove
® Apply Access Control Policy [Example: htps //Cortosa com | [ hdd @ Apply Access Control Policy
@ Configure Application hitps//192.168.2 43/ R Certral/Api/Authertication/Logowt R Corf i

Pemissians 53 43 PesourceConiral/ Exfins OpeniDiuthent cation/Calback Hander = ¢ Pgﬁizﬁnﬁnp‘cmlen
@ Summary @ Summary Description:

@ Complete @ Complete
Description:
< Previous Nex > Cancel < Previous HNext > Cancel
Then click [Next] to proceed.
7. Click [Next] on Choose Access Control Policy screen.

'ﬁ Add Application Group Wizard X
Choose Access Control Policy
Steps .

Choose an access control palicy:
@ Welcome -
Mame Description
@ Server application )
PR Permit everyone Grant access to everyone.

@ Conrfigure Application
Credentials

@ Corfigure Web API
@ Apply Access Control Policy

@ Configure Application
Pemissions

@ Summary

@ Complete

Permit everyone and require MFA

Permit everyone and require MFA far specific group
Permit everyone and require MFA from extranet access
Permit everyone and require MFA from unauthenticated ..
Permit everyone and require MFA, allow automatic devi...
Permit everyone for intranet access

Permit specific group

Grant access to everyone and require MFAT...
Grant access to everyone and require MFAT
Grant access to the intranet users and requir. ..
Grant access to everyone and require MFAT.
Grant access to everyone and require MFAT...
Grant access to the intranet users.

Grant access to users of one or more specifi...

Palicy

Permit everyone

0 | do not want to configure the access control policy at this time. No users will be pemitted access for this

application.

< Previous MNext > Cancel
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8. On Configure Application Permissions screen, check on openid and user_impersonate checkboxes.

Configure Application Permissions
Steps Configure pemissions to enable client applications to access this Web API
@ Welcome Client application {caller):
5 licati
@ Server appication MName Description
@ Configure Application B B —
Credertials Chi QOAwuth - Server application
@ Corfigure Web API
@ Apply Access Control Policy
@ Corfigure Application
Pemissions
@ Summary
Complet
@ Lomplete Add... Remaove
Pemmitted scopes:
Scope MName Description ~
] email Request the email claim for the signed in user.
1 logen_cert The logan_cert scope allows an application to request logo...
openid Request use of the OpenlD Connect authorzation protocol.
] profile Request profile related claims for the signed in user.
user_imperso...  Reguest permission for the application to access the resour...
] vpn_cert The vpn_cert scope allows an application to request VPN ...
] winhello_cert The winhello_cert scope allows an application to request ...
W
Mew scope...
< Previous Mext = Cancel

Click [Next] proceed.
9. Click [Next] on Summary screen and click [Close] on Complete screen to finish.

INOTE] If, in the system, there are users who have User Principal Name different from SMTP address, we
need to add claim to retrieve all email addresses. Please refer to this appendix for more details.

Part B. Retrieve details for OpenlD Connect with AD FS Authentication
Protocol

Reply URL
Refer to this section for more details.
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Client Id

The Client Id can be retrieved from Step 4 in Part A of this protocol.
Chi OpenlD - Server application Properties *
General Corfidential

Mame:

|Chi OpenlD - Server application |

Client Id:
|dd1464a346c2-43-3650-£0841 77 859d |

Redirect LIRI:
|E:f.am|2'|e: https://Contoso.com Add

Client Secret
The Client Secret can be retrieved from Step 5 in Part A of this protocol (highlighted in Green).

'ﬁ Add Application Group Wizard x

Configure Application Credentials

Steps Select credentials used by the application to authenticate itself with AD FS when requesting access tokens.

Wel
@ Visicoms [ Register a key used to sign JSON Web Tokens for authentication

@ Server application

@ Corfigure Application

Credentials
[0 Windows Integrated Authentication
@ Summary
Select the AD Account:
@ Complete

Bxample: CONTOSO expenseve Select

Generate a shared secret

- N

|'Eij5—lm.'icr—?F‘iGXmBgXNcsi BSgAQZTZ2MdrEWdva | Copy to clipboard

'ﬂ Copy and save the secret. You will not be able to view the secret after the application group is
created. You can reset the secret later f required.

Authorization URL, Token URL and Logout URL
Refer to this section for more details.

Auto-Login Networks
Refer to this section for more details.
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Authentication Detalls for SAML2

Part A. Register application in Azure AD

Go to Azure portal = Azure Active Directory > Enterprise applications - Click [New application] which
opens ‘Browse Azure AD Gallery’ screen. Then click [Create your own application]

Home > psacd » Enterprise applications >

Browse Azure AD Gallery

r' Create your own application ]| & Got feadback?

The Azure AD App Gallery is a catalog of thousands of apps tha
When deploying an app from the App Gallery, you leverage pre
application here. If you are wanting to publish an application yc
can file a request using the process described in this article.

£ Search application Single

Cloud platforms

Amazon Web Services (AWS)

Figure 15. Add non-gallery application

Create your own application X

("? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here,

What's the name of your app?

| Input name

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD {App you're developing)

r@ Integrate any other application you don't find in the gallery [Nor‘—galler_\,')]

Enter the name of your app, select the 3™ option - ‘Intergrate any other application you don’t find in the gallery’.
Then click [Create] button at the bottom of the screen.

Part B. Retrieve details for SAML2 Authentication Protocol

Identifier (Entity ID)

Go to Azure portal = Azure Active Directory = Enterprise applications. Click [View all applications]
then select the app that you registered in Part A to see its details. Click [Single sign-on] > SAML

) SSO_for_RC | Single sign-on
Enterprise Application

{4

il Overview Single sign-on (550) adds security and convenience when users sign on to applications in Azure Active Directory by enabling
in your organization to sign in to every application they use with only one account. Once the user logs into an application, th
Deployment 2lan credential is used for all the other applications they need access to. Learn mare,
Manage
Il Properties H H -
i Frop Select a single sign-on method  Help me decide
& Owners
&k Roles and administrators
. _ ® Disabled {:3 SAML
& _Users and groups Single sign-en is not enabled. The user Rich and secure authentication to
. I i ina e s Tty
%) SgesEra wan't be able to launch the app from appllc‘_atwors using the SAML (Security
My Apps. Assertion Markup Language) protocol.

Provisioning
& application proxy

C Self-service

Figure 16. Select SSO method
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A new panel is opened.

Set up Single Sign-On with SAML

An S50 implementation based on federation protocols improves security, relizbility, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or QAuth. Learn
maore.

Read the configuration guide & for help integrating S50 _for_RC.

o Basic SAML Configuration

Identifier {(Entity I1D) Required
Reply URL (Assertion Consumer Service URL)  Required
Sign on URL Optional
Relay State (Cpticnal) QOptional
Logout Url {Optional) Optional

Now click the [Edit] button on the Basic SAML Configuration section. A new panel shows up on the right
side of the screen:

Basic SAML Configuration

Save R'j Got feedback?
0 ‘Want to leave this preview of the SAML Configuration experience? Click here to leave the preview. =
Identifier (Entity ID) * @

The unique ID that identifies your application to Azure Active Directory. This value must be unigue across all applications in
your Azure Active Directory tenant.

| https://resourcecentral.com/resourcecentral/

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the ‘Assertion
Consumer Service” (ACS) in SAML,

Index Default

https://resourcecentral.com/resourcecentral/ExAuth/Sami2Authentication/Acs 4 || | [v] ®

Add reply URL

For Identifier (Entity ID), enter the URL of RC backend.

For Reply URL, it can be composed with the following format:
[RC Backend URL]/ExAuth/Saml2Authentication/Acs
In the above example, the RC Backend URL is https://resourcecentral.com/resourcecentral, so the Reply

URL you canfill in is:
https://resourcecentral.com/resourcecentral/ExAuth/Saml2Authentication/Acs

Click [Save] to finish.


https://resourcecentral.com/resourcecentral/ExAuth/Saml2Authentication/Acs
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Login URL, Logout URL and Azure AD Identifier

Go to Azure portal = Azure Active Directory = Enterprise applications = All applications. Then select
the app that you registered in Part A to see its details.
Click [Single sign-on] and scroll down to the Set up [App name] section (i.e., ‘Set up SSO_for_RC’):

SSO_for_RC | SAML-based Sign-on

Enterprise Application

‘ T Upload metadata file 2 Change single sign-on mode = Test this application 57 Got feadback?

# Overview £ edit
Deployment Plan givenname user.givenname

surname user.surname
Manage emailaddress user.mail .

name user.userprincipalname
Il Properties Unigue User Identifier user.userprincipalname
A& Owners
& Roles and administrators e SAML Signing Certificate 2 it

& Edi
4 Users and groups Status Active
. - 5E5328C7D9295 & 2C3FA E 5B3

) Single sign-on Thu.mh.prlm 5E5328CT7DY92957AAABBD2C3FAS1CT1DEGTE4F5E3

Expiration 8/17/2025, :59:16 PM
& Provisioning Naotification Email psadmin®@psaod.onmicrosoft.com
) App Federation Metadata Url https://login.microsoftonline.com/99914d02-0645...
£ Application proxy )

Certificate (Basedd) Download
C  self-service Certificate (Raw) Download

Federation Metadata XML Download
Security o Set up 550_for_RC
& Conditional Access you'll need to configure the application to link with Azure AD.

[F

7. Permissions Login URL | https://login.microsoftonline.com/39914d02-0648... [ |
@ Token encryption Azure AD Identifier | https://sts.windows.net/99914d02-0649-416d-521... [ |

Logout URL | https://login.microsoftonline.com/39914d02-0648... [ |
Activity

View step-Dy-step Instructions

2 Sign-in logs

Figure 17. Set up application

You can see the details for Login URL, Logout URL, and Azure AD Identifier highlighted in the above figure.

Return URL
You can compose the Return URL with the following format:

[RC Backend URL]/ExAuth/Saml2Authentication/CallbackHandler

In the above example, the RC Backend URL is https://resourcecentral.com/resourcecentral, so the Reply
URL you canfill in is:
https://resourcecentral.com/resourcecentral/ExAuth/SamI2Authentication/CallbackHandler

Certificate (.pfx) and PFX Password

Usually you have been provided with the .pfx file and the attached password after you buy the certificate (with
key). This certificate must be created with the parameter provider = Microsoft Enhanced RSA and AES
Cryptographic Provider.

Auto-Login Networks
Refer to this section for more details.


https://resourcecentral.com/resourcecentral/ExAuth/Saml2Authentication/CallbackHandler
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Part C. Configure SAML Signing Certificate

Go to Azure portal = Azure Active Directory - Enterprise applications = All applications then select
the app that you registered in Part A to see its details.

Click [Single sign-on] and scroll down to the ‘SAML Signing Certificate’ then click [Edit]:

SSO_for_RC | SAML-based Sign-on

Enterprise Application

T Upload metadata file D Change single sign-on mode  ¥= Test this application £7 Got feedback?

# Overview &7 Edit
Deployment Plan givenname usergivennames
surname USErsumames
Manage emailaddress user.mail
name user.userprincipalname
Il Properties Unigue User [dentifier user.userprincipalname
d& Owners
&k Roles and administrators e SAML Signing Certificate & st
& Users and groups Status Active
_3 Single sign-on Thumbprint 5E5328C7D92957AAABBD2CIFASICTIDESTR4F5E3
Expiration 6/17/2025, 3:58:16 PM
$  Provisioning Natification Email psadmin@ psacd.onmicrosoft.com
App Federation Metadata Url https://login.microsoftonline.com/99914d02-0649... [
&2 Application proxy .
Certificate (Basesd) Download
C  self-service Certificate (Raw) Download
Federation Metadata XML Download

A new panel is opened.

SAML Signing Certificate X

Manage the certificate used by Azure AD to sign SAML tokens issued to your app

E‘ Save b New Certificate T Import Certificate R'_"‘ Got feedback?

Status Expiration Date Thumbprint
Active 6/17/2025, 3:59:16 PM 5E5328CT7D92957AAABGBD2C3FAST1CTI1DEGTE4F5E3 LLL)
Signing Option | Sign SAML assertion ~ |
Signing Algorithm | SHA-256 e |

Notification Email Addresses

psadmin@psacd.onmicrosoft.com

Click [Import certificate] to upload your PFX file.
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Part D. Configure External Authentication in the RC backend

Log in to RC backend, and click [Authentication] on the left menu. On ‘Extemal Authentication’ section,
select SAML2 for ‘Authentication Protocol’ then configure as shown in the following figures:

Authentication
& save Set up Single Sign-On with SAML
T An 550 implementation based on federation protacols improves security, reliability, and end user experiences and is easier to
Resource Finder Com Add-In implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn
more.
Resource Finder & My Mestings Outlook Add-in
Kioskc Read the configuration guide & for help integrating sso_saml_2.0.
My Meeting stand-alone page o
Basic SAML Configurat
asic onfiguration £

@ Specific users O All authenticated users

-41/resourcecentral
TesoUrcecentral/ExAuth/saml2Authe

https://192.16

Identifier (Entity ID)

[ Grder Forms opened from emails

@ Specific users O All authenticated users (E/AIF
ntication/Acs

* Authentication Protocol Sign on URL Optional
saML2 - Relay State (Optianal)
Logout Url (Optional)
SAML2 Configuration
* Identifier (Entity 1D}
[ ttpsu//192.168.2.41/resourcecentral
* Login URL
https://login microsoftonline.com/93914d02-0649-416d-3211-549b39328200/sam|2 o Set up sso_saml_2.0

~Logout URL

Yourll need to configure the application to link with Azure AD.
[ hetpanoginmicrosoftonline com/9991402-0649-416d-021 1-343629328200/s2m2 [ "

Login URL [ m/29914d02-0649... [0 |

ps://login.mi i

* Return URL )

eturn A""b Azure AD [dentifier [ ttpsis/stswindows.net/s9914d02 0648 416d-821... [ |

| https//192.168.241/resourcec 3llbackHand] ‘ \ Logout URL | i line.com/98914d02-0649... [y ‘
ps://loginmi -0649...

= Azure AD Identifier View step-by-step instructions

/99914 49-416d-9211-249b29328200/

=

* Certificate (,pfi)

[o e crosen M — UPLOAD THE PFX FILE THAT YOU
B HAVE UPLOADED FROM PART C

Auto-Login Networks
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Authentication Details for SAML2 with ADFS

The SAML2 with AD FS protocol has the same code flow as that of SAML2. Therefore, authentication details
for SAML2 with AD FS can be input to the data fields of SAML2 protocol.

Part Al. Configure Active Directory Federation Services (ADFS)

1. Gotoweb server where your Exchange server is installed, click Start > Server Manager 2 Tools
- AD FS Management

“rver Manager - X

3| F

Active Directory Administrative Center

Server Manager * Dashboard Mansge  Tools

Active Directory Domains and Trusts
Dashboard WELCOME TO SERVER MANAGER
Jashboart Active Directory Module for Windows PowerShell
Local Server Active Directory Sites and Services
Al Servers . Active Directory Users and Computers
iope Canfigure this local server "ADFS Management
ADSIEdit
ADFsS QUICK START
2 AdA re - £ - ‘Component Services
DNS 2 Add roles and features
Computer Management
File and Storage Services b 3 Add other servers to manage Defragment and Optimize Drives
I Disk Cleanup.
'WHAT'S NEW P
4 (Create a server group DNs
Event Viewar
5 Connect this server to cloud services Group Policy Management
Internet Information Services (IIS) Manager
LEARN MORE

iSCS! Initiator

Local Security Policy
ROLES AND SERVER GROUPS Microsoft Azure Services
Roles: 5 | Servergroups: 1 | Servers total: 1 ODBC Data Sources (32-bif)

ODEC Data Sourees (64-bit)

o3 o =m File and Storage
ii ApDs 1 2 ADFS 1 £ DNs 1 R B 1 Performance Monitor
Services Print Management
@ Manageability (® Manageability (® Manageability (® Manageability Resource Monitor
Events Events Events Events St
System Configuration
Services Services Services Services -
System Information
Performance Performance Performance Performance Task Scheduler
BPA results BPA results BPA results BPA results BPA Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows Powershell (<56)

Windows PowerShell ISE

= = Windows PowerShell ISE (486
# Local Server ] i Al servers ] R
Windows Server Backup

@ Manageability @ Manageability
Events Events

Services Services
Performance Performance
BPA results BPA results

2. In the opened window, select Replying Party Trusts and [Add Replying Party Trust...] from
the Actions sidebar. This starts the configuration wizard for a new Replying Party Trust.

§n ADFS

%Elle Action  View Window Help
= nmE

| ADFS Relying Party Trusts Actions
\(ontrol Policies

| Servige

] Acces Display Name Enabled Type Identifier Relying Party Trusts
| | Relying Par‘tyTrustrl Addon Login Lo MUSL i i | Add Relying Party Trust...
™ Claimns Provider Trusts Aod-Test Yes WS-T... https://hieuvt/ResourceCentral View

~1 Application Groups New Window fram Here

@ Refresh

3. On the ‘Add Replying Party Trust wizard’ - Welcome screen, select Claims aware, then click [Start].
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4. In the Select Data Source screen, select option Enter Data About the Party Manually.

Select Data Source

Steps

@ Welcome

@ Select Data Source:
@ Specify Display Name
@ Choose Profile

@ Corfigure Certificate
@ Corfigure URL

@ Configure Identifiers
@

Corfigure Muttifactor
Authentication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published orline or on a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address fhost name or LRL):

Example: fs.contoso .com or hitps:/Awww contoso_com./app

() Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted sounce. This wizard will not
validate the source of the file.

Federation metadata file location:

| | Browse...

(®) Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.

Then click [Next] to proceed.

5. On the next screen, enter a Display nhame that you'll recognize in the future, and any notes you want
to make. Then click [Next] to proceed.

Specify Display Name

Steps
Welcome
Select Data Source
Specify Display Mame
Choose Profile

Corfigure URL
Corfigure ldentifiers

Corfigure Muttifactor
Authentication Now?

@
@
@
@
@ Corfigure Certificate
i
@
@

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
Finish

Enter the display name and any optional notes for this relying party.

Display name:
|Zer|desk Login

Notes:
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6. On the next screen, leave the certificate settings at their defaults. Then click [Next] to proceed.

i

Configure Certificate

Steps
@ Welcome

@ Select Data Source
@ Specify Display Mame
@ Choose Profile

@ Corfigure Certfficate
@ Corfigure URL

@ Conrfigure ldentifiers
@

Corfigure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Add Relying Party Trust Wizard -

Specify an optional token encryption cerificate. The token encryption certificate is used to encrypt the
claims that are sent to this relying party. The relying party will use the private key of this cerdfficate to
decrypt the claims that are sent to it. To specify the certificate, click Browse ..

lzsuer:

Subject:
Efective date:
Expiration date:

View... Browse... Remow

@

7. Onthe next screen, check on Enable Support for the SAML 2.0 WebSSO protocol. The service URL
will have the following format:

Error! Hyperlink reference not valid.

Gl Add Relying Party Trust Wizard X

Configure URL

Steps
Welcome
Select Data Source

Specify Display Name

"]

=

"]

@ Configure Certificate
@ Configure URL

@ Configure ldentifiers
@

Choose Access Control
Paolicy

Ready to Add Trust
@ Finish

®

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSS0 protocols for relying parties.
W 5-Federation, SAML, or both are used by the relying party, select the check boes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

[ Enable support for the WS-Federation Passive protocol

The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the
W5-Federation Passive protocol.

Relying party WS-Federation Passive protocol URL:

Bxample: hitps:/As contoso com/adfs1s/

Enable support for the SAML 2.0 WebS50 protocal

The SAML 2.0 single-sign-on {S50) service URL supports Web-browser-based claims providers using the
SAML 2.0 WebS50 protocal.

Relying party SAML 2.0 550 service URL:
||'rl'tps +/#192.168.1.109/ResourceCentral /ExAuth /Saml2Authentication Mes

Bxample: hitps://www contoso com/adfs/ls/

< Previous Next > Cancel

Then click [Next] to proceed.
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8. On the next screen, add a Relying party trust identifier, you can compose the link with the following
format:
Error! Hyperlink reference not valid.

&7 Add Relying Party Trust Wizard X

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Digplay MName | | Add
@ Conrfigure Cerificate Example: https:/fs contoso.com/adfs/servicesArust
@ Configure URL Relying party trust identffiers:
@ Corfigure Idertifiers hitps://192.168.1.109/ResourceCentral Remaove
@ Choose Access Control
Paolicy
@ Ready to Add Trust
@ Finish

Then click [Next] to proceed.

9. Onthe Choose Access Control Policy screen, leave it as it is and click [Next].
10. On the Ready to Add Trust screen, leave it as it is and click [Next].
11. On the Finish screen, click [Close] to finish.

Part A2. Create Claim Rules

Once the relying party trust has been created, you can create the claim rules and update the RPT with minor
changes that aren't set by the wizard. By default the claim rule editor opens once you created the trust. If you
want to map additional values beyond authentication.

Select a newly created Relying Party Trust, right click and choose Edit Claim Issuance Policy... from the
context menu (or Actions sidebar).

G ADFS - o
§ File Action View Window Help - &
e AN] i
| ADFS Relying Party Trusts Actions
o Service ; ; Relying Party Trusts
| Access Control Policics Display Name Enabled  Type  Idertifier g
=| Relying Party Trusts Add-on Login No WST... hitps://hieut/ResourceCertrall Add Relying Party Trust...
| Claims Provider Trusts fod-Test Yes WST. ps'/leuvt/ﬂesnume(:arvtm\ View
. hitpsz//hieuvt
I Application Groups Update from Federation Metadata... New Window from Here
Edit Access Control Policy... @ Refresh
Edit Claim Issuance Policy...
[ =i | Help
Disable
Properties adasd
Update from Federation Metadiata...
Delete
Edit Access Control Policy...
Help
Edit Claim Issuance Policy...
Disable
Properties
K Delete

Help
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This starts the configuration wizard for a new claim.

Edit Claim Issuance Policy for adasd X

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Mame lssued Claims

E Add Rule. { | EditRule.. | Remove Rule..

oK Cancel Apply

1. To create a new rule, click on Add Rule. Create a Send LDAP Attributes as Claims rule.

L Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim nule template.
@ Corfigure Claim Rule Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LOAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the refying party. Muttiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this nule template to create
a rule that will extract attibute values for authenticated users from the displayMName and telephone Number
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be uged to send all of the user's group memberships. f you want to only 2end individual group
memberships, use the Send Group Membership as a Claim nule template.

2. Onthe next screen, using Active Directory as your attribute store, do the following:

Line 1:
a. From the LDAP Attribute column, select E-Mail-Addresses.
b. From the Outgoing Claim Type, select E-Mail Address.

Line 2:
a. From the LDAP Attribute column, select User-Principal-Name.
b. From the Outgoing Claim Type, select Name.
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Line 3:
a. From the LDAP Attribute column, select Proxy-Addresses.
b. From the Outgoing Claim Type, select E-Mail Address.

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAF attibutes. Specify how the attibutes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:
|:laim Email

Rule template: Send LOAP Attributes as Claims

Attribute store:
Active Directory > |
Mapping of LDAP attributes to outgoing claim types:
Ia_:li]:u.rl:"nﬁ;ibute (Select or type to Outgoing Claim Type (Select or type to add more)
E-Mail-Addresses ~ || E-Mail Address -
3 User-Principal-Mame ~ || Mame e
Proxy-Addresses ~ || E-Mail Address e
[ ] St St

Click [OK] to finish.
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Part A3. Adjust the trust settings

You still need to adjust a few settings on your relying party trust. To access these settings, select Properties
from the Actions sidebar while you have the Replying Party Trusts (RPT) selected.

1. Inthe Endpoints tab, click on add SAML to add a new endpoint.

RC41 SAML Properties >

Add an Endpoint >

Endpoint type:
SAML Logout 1 v

Binding:
POST w

=
Index: |~ -

Trusted LRL:
|I'rttps:ffps48.cnmfadfs;’lsf?~a =weignout 1.0| |

Example: hitps:/ stz .contoso .com./adrs/1s

Response LIRL:
| |

Example: hitps://sts contoso .com/dogout

Carcel

0K Cancel Apphy

For the Endpoint type, select SAML Logout.

For the Binding, select POST

For the Trusted URL, create URL using:
a. The web address of your ADFS server
b. The ADFS SAML endpoint you noted earlier
c. The string "?wa=wsignout1.0'

The URL should look something like this: https://sso.yourdomain.tld/adfs/Is/?wa=wsignout1.0


https://sso.yourdomain.tld/adfs/ls/?wa=wsignout1.0
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2. Confirm you changes by clicking OK on the endpoint and the RPT properties. You should now have
a working RPT for RC.

Zendesk Login Properties |i|

Endpoint type:
| SAML Logout

Binding:
|POST

[] Set the trusted URL as defaul

index: 0 7]

Trusted URL:

|https://ss0 domain tid /adfs s/ Iwa=wsignout1.0
Ecample: https ./ /ets contoso .com/adfe/ls
Response LRL:

Bxample: https://sts. contoso comAdogout

Part A4. Import Certificate on AD FS Server

Usually, you have been provided with the .pfx file and the attached password after you buy the certificate
(with key). This certificate must be created with the parameter provider = Microsoft Enhanced RSA and
AES Cryptographic Provider.

Now you need to import the certificate on IS on AD DS Server. Follow these steps:

1. Copy PFXfile into AD DS server machine.
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2. Open IS on AD DS server machine, double click [Server Certificates]:

Connections

€ - | s

-4 Start Page
~ -85 RC48 (PS\administrator)
‘;" Application Pools

& Sites
Ay Default Web Site
@ Exchange Back End

3. Onthe list of server certificates, click [Import] on the right panel of the screen:

Connections
Q- i &
5 Start Page

qgl Server Certificates

Q‘é! RC48 Home
Filter: ~ W Go - (5 Show All
ASP.MET
| & [ e
NET NET NET Error NET
Authorizat... Compilation Pages Globalization
15
¢ 2\ 4 m
ASP Authentic... Vuthorizat... cal
Rules
F e = | L ==
Output Request Server URL Rewrite
Caching Filtering | Certificates

- Use request and manage the Web server can use with websites configured for SSL.
v 95 RC48 (PS\administrator)
22 Application Posls Filter: Go ~ GHShow All | Groupby: No Grouping -
~-[8] Sites Name Issued To Issued By Expiration Date Certificate Hash Certificate Store
& Default Web Site
ps.com ps.com 3/22/2022 8:5845 .. OBATBI9TE340355574398796ES... Personal
&) Exchange Back End
RCHB pe com RCA8 pz.com 4173031 45043 TITFFAFFEIAARFFDACC A1 Personal
ps.com ps.com 3/18/2022 34131, 21DEAESAI2500505ACH1BS..  Personal
ps.com ps.com 3/19/2022 442:02...  4ATFDDAAASI410BDTSD6DB... Personal
ps.com ps.com 11/19/2021 551:26...  S3012009D01463A45327587C5...  Personal
ps.com ps.com 3/19/20223:20:09,..  SG0S0F434BOGSGFI6DATORAG..,  Personal
ps.com ps.com 3/19/20223:1251...  BE2FB2COCI9S0284B0CFS3EL..  Personal
ps.com ps.com 3/10/2022 5:0854...  OSFIACEDETAFFFOTTEODTCAB...  Personal
ps.com ps.com 3/19/2022 31218, 95FSEDEAG4B92FGD2109CISF..  Personal
ps.com ps.com 3/22/2022 114546 ASDE3T2DDIBACTOITCAAZN...  Personal
ps.com ps.com 11/19/2021 5:48:49... ACTBSB218SACASFIESOS8DA..  Personal
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toratic Rebind of Renewed |

4. On the pop-up dialogue, browse to the Certificate file and input provided password:

Import Certificate

Certificate file (.pfx):

Pazzword:

Select Certificate Store:

Personal

Allow this certificate to be exported

Cancel
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5. Open AD FS Management, select [Certificate] = Add Token Signing Certificate...

N ADFS

@3 File Action View Window Help
Lo AW<] o

Tion e
v SEW;;MME Stores Subject lssuer Effective Date  Expiration Date ~ Status Primary Certificates
| Authentication Methods Service communications
| Certificates [ECN=ps.com Ch=ps.com /222021 3222022 — 'Add Token-Decrypting Certificate...
— Claim Descriptions Token-decrypting Set Service Communications Certificate..
I Device Registration [ECetficate not found in store  Not avalable Notavalable  Notavalable Nt available Secondary )
— Endpeints [EdCettficate not found in store Mot available Mot avallable  Motavalsble Mot available Secondary View
“1 Scope Descriptions [EICN=RC48 ps.com, OU=DE... CN=RC48ps.com,OU=D.. 4/13/2021 4/11/2031 Primary New Window from Here
— \Web Application Proxy Token-signing G Refresh
] Access Control Policies B
| Relying Party Trusts [ECetficate not found in store Nt avalable Notavalable  Notavalable Nt available Secondary Help
Claime Brovider Trosts [ElCetficate not found in store  Hot avalable Not avalable Mot avaiable Nt available Secondary
= Anplication G [EICN=RC48 ps.com, OU=DE... CN=RC48ps.com,OU=D.. 4/13/2021 4/11/2031 Primary
| Application Groups

6. A dialogue shows up as shown in the following figure:

Windows Security *

Select a token-signing certificate

RC48.ps.com

Issuer: RCA8.ps.com
Valid From: 4/13/2021 to 4/11/2031

Click here to view certificate properties

More choices

ps.com
Issuer: ps.com
Valid From: 3/22/2021 to 3/22/2022

RC48.ps.com
Issuer: RC48.ps.com
Valid From: 4/13,/2021 to 4/11/2031

ps.com
Issuer: ps.com
Valid From: 3/19/2021 to 3/19/2022

ps.com
Issuer: ps.com
Valid From: 3/19/2021 to 3/19/2022

ps.com
Issuer: ps.com
Valid From: 11/19/2020 to 11/19/2021

il

ps.com

oK Cancel

Click More choices and select the certificate that you have imported in the previous step. Click [OK].
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7. Going back to the main screen, select Add Token-decrypting Certificate... (under Add Token
Signing Certificate... button).

Windows Security *

Select a token-decrypting certificate

RCA48.ps.com
Issuer: RC48.ps.com
Valid From: 4/13/2021 to 4/11,/2031

Click here to view certificate properties

More choices

ps.com
=

bt [SSUEN pS.COM
Valid From: 3/22/2021 to 3/22/2022

ps.com

7=
Il

Issuer: ps.com
Valid From: 3/19/2021 to 3/19/2022

ps.com
Issuer: ps.com
Valid From: 3/19/2021 to 3/19/2022

_E ps.com
bl 55U ps.COM

Valid From: 11/19/2020 to 11/19/2021

@ ps.com

Select the imported certificate and lick [OK] to finish.




Add-On Products

AW Resource Central

External Authentication Configuration Guide

48

8. Click on the certificates in 2 sections (Token-decrypting and Token-signing) one after another and
set it as Primary:

 ADFS
~ [ Senvice

7| Attribute Stores

| Authentication Methods
Certificates
Claim Descriptions
Device Registration
Endpoints
Scope Descriptions

| Web Application Proxy

7| Access Control Policies
“| Relying Party Trusts
“| Claims Provider Trusts
“| Application Groups

Certificates

Subject
Service communications
[EICN=ps.com

Token-decrypting
[E)Certificate not found in store:
[E)Certificate not found in store:
[E8 CN-RC48 ps.com, OU=DE

Token-signing
[E Cerificate not found in store
[E Cerificate not found in store

[EICN=RC48 ps.com, OU=DE...

lssuer

Chi=ps.com

Not available
Not available
CN=RC48 ps com, OU=D

Not available
Not available
CN=RC48 ps.com. OU=D..

Effective Date  Expiration Date  Status Primary
3/22/2021 Ir22/2022

Mot available Mot avalable Mot avalable Secondary
Mot available Mot avalable Mot avallable Primary
4/13/2021 4/11/2031

Not available Not available Not available econdary
Not available Not available Not available Prima

Actions
Certificates
Add Token-Signing Certificate...
Add Token-Decrypting Certificate...
Set Service Communications Certificate...
View
New Window from Here
|G| Refresh
Help
CN=RC48.ps.com, OU=DEV, 0=AOD, L=A0D, ‘
View Certificate...
K Delete
Help

9. On the main screen, select the primary certificate (that you have just set) in Token-decrypting
section and click Set Service Communications Certificate..., a dialogue shows up:

Windows Security

Select a service communications certificate

RC48.ps.com

Issuer: RC48.ps.com

Valid From: 4/13/2021 to 4/11,/2031

Click here to view certificate properties

Maore choices

ps.com
Issuer: ps.com
Valid From: 3/22/2021 to 3/22/2022

RC48.ps.com
Issuer: RC48.ps.com
Valid From: 4/13/2021 to 4/11/2031

ps.com
Issuer: ps.com
Valid From: 3/19/2021 to 3/19/2022

ps.com
Issuer: ps.com
Valid From: 3/19/2021 to 3/19/2022

ps.com
Issuer: ps.com

Valid From: 11/19/2020 to 11/19/2021

il

ps.com

OK Cancel

s

Click More choices, select the imported certificate and click [OK].
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10. On the main screen, this time select the primary certificate (that you have just set) in Token-signing
section and click Set Service Communications Certificate..., a dialogue shows up. Follow the
procedure in step 9 to finish.

Part B. Retrieve details for SAML2 with ADFS Authentication Protocol

Identifier (Entity 1D)
Identifier is the value of Replying party trust identifier in Step 8, Part Al of this protocol.

7 Add Relying Party Trust Wizard *

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this refying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Mame | | Add
@ Configurs Cerificate Example: https:/ s contoso.com/adfs/services/Anust
@ Configurs URL Relying party trust identifiers:
@ Configure ldentifiers s://192.168.1.109/ResourceCentral oo
@ Choose Access Contral
Policy
@ Ready to Add Trust
@ Finish
Login URL

1. Goto web server where your Exchange server is installed, click Start > Server Manager - Tools
- AD FS Management.

2. In the opened window, select Service = Endpoints. Copy the URL path for the endpoint with type
SAML 2.0

7 ADFS

& File Action View Window Help

&= 75 HE

| ADFS
w || Service
| Attribute Stores Enabled Proxy Enabled URL Path Type
| Authentication Methods Token Issuance
| Certificates Yes Yes
| Claim Descriptions Nor No fadfs/services Arust/ 2005/ windows WS-Trust 2005
| Device Registration No Mo fadfs/services/Arust/ 2005/ windowsmixed WS-Trust 2005
| Endpoints Yes Yes /adfs/services/trust/ 2005/ windowstransport WS-Trust 2005
| Scope Descriptions No Mo fadfs/servicesArust/2005/ cerfficate WS-Trust 2005
| Web Application Prosxy Yes Yes /adfs/services Arust/2005/ certificatemixed WS-Trust 2005
" Access Control Policies Yes Yes fadfs/services/Anust/ 2005/ certificatetransport WS-Trust 2005
| Relying Party Trusts No Mo fadfs/services Arust/2005/ Usemame WS-Trust 2005
| Claims Provider Trusts No No /adfs/servicesArust/2005/usemamebasictransport WS-Trust 2005
| Application Groups fes fes fadfs/services Arust/ 2005/ usemamemixed WS-Trust 2005

3. Compose the Login URL with the following format:
https:// <web_server_ URL>/Endpoint_URL_path

For example: https://rc48.ps.com/adfs/Is



https://rc48.ps.com/adfs/ls

Add-On Products

A Resource Central External Authentication Configuration Guide 50

Logout URL
Logout URL is the Trusted URL in Step 1, Part A3 of this protocol.

1k

=
Index: |V

Trusted LURL:
|hﬁp5:fﬁps4ﬂ.cumﬁadf5f’lsf?w.a =wsignout1.0] |
Example: hitps://sts.conmtoso.com/adrs/ls

Response LIRL:

Example: hitps://sts contoso.comAogout

Return URL
Refer to this section for more details.

Azure AD ldentifier
Go to the following link:
https://<server of ADFS>/adfs/.well-known/openid-configuration

And ajson file (openid-configuration.json) will be available for you to download/view. If you download it,
open this file with Notepad or Notepad++, look for the keyword: access_token_issuer and you will find the
link following it.

1 {"issuer":"https:\/\/vthtest2.southeastasia.cloudapp.azure.com\/adfs",
"authorization endpoint™:
"https:h\/\/vthtest2.southeastasia.cloudapp.azure. com\ fadfs\ /oauth2\ fauthorize\ /",
"token_ endpoint™:
"hetps:\/\/vthtest2.southeastasia.cloudapp.azure.com\/adfs\ /oauth2' /tokent /",
"jwks uri™:
"https:\/\/vthtest2.southeastasia.cloudapp.azure.com\/adfs\ /discoverv\/keys",
"token_ endpoint_auth methods supported":["client secret post”,

"client secret basic","private key jwt"™,"windows client authentication”],
"response types_ supported”: ["code”,"id token","code id token","id token token”,
"code token","code id token token"],"response_modes supported”: ["guery",
"fragment™,"form post"],"grant types supported”:["authorization code",

"refresh token","client credentials",
"urn:ietf:params:oauth:grant-type:jwt-bearer™,"implicit™, "password”™,
"srv_challenge™,"urn:ietf:params:ocauth:grant-type:device code™,"device code"],
"subject_ types_ supported"”: ["palrwise™],"scopes_supported”: ["logon cert™,
"allatclaims","email","user_ impersonation”,"aza","winhello cert","profile™,
"vpn cert™,"openid"],"id token signing alg values supported™:["R5256"],
"token endpoint auth signing alg values supported™: ["R5256"]

Maccess_token 1ssuer™:

"http:\/\/vthtest2.southeastasia.cloudapp.azure.com\ /adfs\/services\/trust",
'claims_supported':['aud','iss','iat','exp','auth_time=,'nonce','at_hash=,
"c _hash","sub","upn","unigque name","pwd url"”,"pwd exp","mfa auth time","sid"],
"microsoft multi_ refresh token":true,"userinfo endpoint™:
"https:h\/\/vthtest2.southeastasia.cloudapp.azure. com\ fadfs\ /userinfo”,
"capabilities™:[],"end session endpoint™:

Copy the URL, remove the character “\” in the URL and this is the Azure AD ldentifier you are looking for.
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Certificate (.pfx) and PFX Password

Usually you have been provided with the .pfx file and the attached password after you buy the certificate (with
key). This certificate must be created with the parameter provider = Microsoft Enhanced RSA and AES
Cryptographic Provider.

Auto-Login Networks
Refer to this section for more details.
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Appendix A. Add claim to retrieve all email addresses for users who have UPN

different from SMTP

If, in the system, there are users who have User Principal Name different from SMTP address, we need to add

claim to retrieve all email addresses.

Option 1: Add claim as LDAP attributes

1. In AD FS manager, choose “Claim Description” then click “Add Claim Description...”:

W ADFS - -] x
G Fle Action View Window Help
Rl A1 ol 7 ol
s o
v 11 Senice B
. ame Hame om Puiahed | Ctsien Deseriptions -
1 Arvibute Stores N ot Osim Type Fukiched e e e
 trician et 4 EN A emsi ety ves tea = —
Grven Name: given_name o Vo — R
[ T W e it fschamas smisoms arg w2005 USiderity clma nace e e 2
ueN wn Fatp/achemas misaap org e, 2005/ 05 Merety caima Aipn ves tea New Window from Here
Comon Name oz it cheman amisaap ey clama Commaniiams e Teu G Refresh
. ADFS 12 E-Mol A adialemal Fotp/chemas smisonp g/ clama, EmaiAddbess Yes tea .
et et pesny Growp o i/ /schemas misa g/ claina o, Yea Tea B Hep
v feation Pre ADFS 1aUPN adelion it chemas smisom oy clama UPH ver Tes
Access Control Peficies Foke e otpachems mcroscl comvea/ 2008/ 08 dersty clamadinke Yer e Veriied Secandasy Email -
Relying Party Trusts Sumame laméy_name hiip.//achemas xmisoan o, wa/ 2005/05 idensty /Claims. umame Yes Yes Properves
Claiens Providr Trusts ) ™ ity Yer Ten
p K Do
1 Application Groups Hame D b fip T e
Al ticaton st st uth fine o Yo Tes B Hew
Aushartcaten method sushmatnod e ves e

2. In the pop-up window, enter Name and Claim Type for new Claim Descriptions

Verified Secondary Email Properties

General

Display name:

|| Verfied Secondary Email |

Short Name:

| verfied_secondary_email |

Claim type:

Iveriﬁed_secondary_emai” I

Description:

Publish this claim description in federation metadata as a claim type
that this Federation Service can accept

F'ubllsh this daln_'l descnptmn in feder:hon metadata as a claim type

Cancel Apply

X
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3. Go back to Application Groups folder:

@ LD FS

7 File  Action View Window Help
= #El

1 ADFs

Application Groups
v [ Senvice
[ Attribute Stores Name ~ Description
[ Authentication Methods [oAuth ]

[ Certificates

] Claim Descriptions 2
] Device Registration

[ Endpaints

[Z] Scope Descriptions OAuth Properties X
[] Web Application Proxy
[ Access Control Policies

General

5] Relying Party Trusts
_| Claims Provider Trust: Name:
| Application Groups ‘OMh

1 \Desmmmn

\

ﬂpplicahork

Name Deescription
Server applicati
OAuth - Server applc 3

Weh AR

Ofuth - Web API I

Add application... [ Remove

oK Cancel Apply

Right click on Application Groups we created, select “Properties”. In properties window, click “Web Api
Application”, then click [Edit].

4. In the next screen, select “Issuance Transform Rules” tab, then click “Add Rule...” button.

OAuth - Web API Properties

|dentifiers  Notes  Access control policy | lssuance Transform Rules | Client P

15

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

l Add Rule... ' Edit Rule... Remove Rule...

QK Cancel Apply
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5. In the next screen, select “Send LDAP Attribute as Claims” then click [Next].

Select Rule Template

Steps
@ Choose Rule Type
@ Corfigure Claim Rule

@ Add Transform Claim Rule Wizard

Select the template for the claim nule that you want to create from the following list. The description provides
details about each claim rule template.

ISend LDAF Attributes as Claims VI

Claim rule template description:

Using the Send LOAP Attribute as Claims nule template you can select attiibutes from an LDAF atiribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a nule that will extract attribute values for authenticated users from the displayMame and telephone Number
Active Directory attributes and then send those values as two different outgeing claims. This rule may also
be used to send all of the user's group memberships.  you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Next > Cancel

6. In the next screen, set up Claim Rule as shown in the following figure:

Configure Rule

Steps
@ Choose Rule Type
@ Corfigure Claim Rule

@ Add Transform Claim Rule Wizard

‘You can corfigure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
from the nule.

Claim rule name:

550 using ADFS with OAuth2 connect

Rule template: Send LDAP Attributes as Claims

Agtribute: store

I Active Directory R I

Mapping of LDAP attributes to outgoing claim types:

LDAFP Attribute (Select or type to

add mare) Cutgoing Claim Type (Select or type to add mare)

¢

» I Proxy-Addresses Verfied Secondary Email ~

< Previous Cancel

- In “Attribute store” field: select “Active Directory”.

- In “LDAP Attributes” column: add Proxy-Addresses attribute.

- In “Outgoing Claim Type” column: select the claim rule created in step 2.

Then click [Finish] and [Save] configuration.
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. Step 1 to 4 of this option are similar to those of Option 1. Refer to the Option 1 and continue with step

5.

5. Inthe next screen, select “Send Claim Using a Custom Rule” then click [Next]:

% Add Transform Claim Rule Wizard
Select Rule Template

Steps
@ Choose Rule Type

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

@ Configure Claim Rule Claim rule template

I'Send Claims Using a Custom Rule ol

Claim rule template description:

Using & custom rule. you can create rules that can't be created with a rule template. Custom rules are
written in the AD FS claim rule language. Capabilities that require custom rules include:

+ Sending claims from a SQL attribute store

+ Sending claims from an LDAP attibute store using a custom LDAP fitter

+ Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later ules

< Previous Next > Cancel

6. Inthe next screen, fill in Custom rule name and setting rule:

@ Add Transform Claim Rule Wizard

Configure Rule

Steps *You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
@ Choose Rule Type claims from a SQL attribute store. To configure a custom rule. type one or mare optional condttions and an
issuance statement using the AD FS claim rule language.

@ Configure Claim Rule

Claim rule name:

550 using ADFS

Rule template: Send Claims Using a Custom Rule

Custom rule

c: [Type ==
"http://3chemas.microsoft.com/ws,/2008/06/1dentity/claims/windowsaccount
name", Issusr == "AD AUTHORITY"]

=» isgsue(store = "Active Directory™, types =

("verified_secondary email"), query = ";proxyhAddresses;{0}", param =
c.Value);

< Previous Cancel

95
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The custom rule should be entered with the following text:

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer ==
"AD AUTHORITY"]

=> issue(store = "Active Directory", types = ("verified secondary email"), query =
";proxyAddresses;{0}", param = c.Value);

Then click [Finish] and [Save].

Appendix B. Configure access code for Web APl and Web Service

From RC 4.2 Hot Fix 8 onwards, you can configure an access code for Web APl and Web Service to
authenticate the communication between and with different Resource Central services.

To do so, go to RC backend - SYSTEM -> Authentication, then go to ‘Service Authentication’ section:

Database Cleaner * Reply URL

License

Authentication

GDPR

https://ps5.add-on-company.com/ResourceCentral/ExAuth/OAuthAuthentication/CallbackHandler @
* Tenant (Tenant 1D)
Resource Data Synch 09914d02-0649-416d-9211-a49ba9328200
Information * Client I
60e4394b-254f-4bba-8c36-2bb4Tcc53bd9
* Client Secret

oZg

Auto-Login Networks

~Service Authentication

[ Access code for Web APl and Web Service

30efla656edadtfb32414d894e 7451

Check on ‘Access code for Web APl and Web Service’ option will generate a new code below.

NOTE[

e Authentication on Resource Finder Com Add-in combined with this Service Authentication requires a
Com Add-in version of 4.1.X.

e If you uncheck ‘Access code for Web APl and Web Service’ option, yet the code still exists, this
function will actually be disabled.

e Inorder to generate new code, you need to delete the existing code. Then check on ‘Access code for
Web APl and Web Service’ option again.

e The access code can also be used to authenticate third party apps reading from Resourcelnfo.asmx



