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Foreword 

DS Service now allows single sign-on (SSO) method with Active Directory Federation Service (ADFS). This 
guide will explain how to install ADFS role and configure federation server to enable this SSO method. 
 

NOTE: Using ADFS for Single Sign On is only supported by Window server version 2016 or later. For more 

information, refer to: https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/development/native-

client-with-ad-fs. 

 
Kind regards, 
Digital Sign Service team 
 

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/development/native-client-with-ad-fs
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/development/native-client-with-ad-fs
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ADFS Role Installation 

To install ADFS role, follow these steps below: 

Step 1: Open Server Manager, then click [Manage] → [Add roles and features] to launch ‘Add Roles and 

Features Wizard’. 

 
 

Step 2: On the ‘Before you begin’ page, click [Next]. 

 

Step 3: On the ‘Select installation type’ page, choose ‘Role-based or Feature-based installation’, then click 

[Next]. 
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Step 4: On the ‘Select destination server’ page, choose ‘Select a server from the server pool’, then select a 

server shown in the pool below. And click [Next]. I.e.: 

 
 

Step 5: On the ‘Select server roles’ page, select ‘Active Directory Federation Services’ and click [Next]. I.e.: 
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Step 6: On the ‘Select features’ page, click [Next]. 

 

Step 7: On the confirmation page, click [Install]. The wizard will then show the installation progress. 

Wait until the installation completes. While waiting, you can click [Close] since the installation will still run in 

the background. 
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ADFS Configuration 

Part A. Post-deployment Configuration 

Follow the guide below for post-deployment configuration after the ADFS role installation. 

 

Step 1: When the installation completes, you will see a new notifications flag on Server Manager dashboard. 

Click on the flag to show notification list, then click Configure the federation service on the server, i.e.: 

 
This will launch the Active Directory Federation Service Configuration Wizard. 

 

Step 2: On the wizard’s Welcome page, select ‘Create the first federation server in a federation server 

farm’ click [Next]. 
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Step 3: On the ‘Connect to Active Directory Domain Services’ page, click [Change] and specify an account 

with domain administrator rights for the Active Directory domain that this system is connected to. Then click 

[Next]. 
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Step 4: On the ‘Specify Service Properties’ page, setup the following properties: 

• SSL Certificate: Browse to the location of the SSL certificate and import it. 

• Federation Service Name: This applies the same value provided when you enrolled an SSL certificate 
in Active Directory Certificate Services (AD CS). 

• Federation Service Display Name: Enter a display name. 

 
Afterwards, click [Next]. 

 

NOTE: If you do not have SSL certificate yet, refer to Appendix A in this document to create SSL certificate.  
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Step 5: On the ‘Specify Service Account’ page, select ‘Use an existing domain user account’ and specify a 

user or service account. Then click [Next]. 

 
 

Step 6: On the ‘Specify Configuration Database’ page, select ‘Create a database on this server using 

Windows Internal Database’ and click [Next]. 
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Step 7: On the ‘Review Options’ page, after a short while the wizard will show you all the selections you have 

made. When you finish your review, click [Next]. 

 

Step 8: On the ‘Pre-requisite Checks’ screen, it will check if all the prerequisites are validated for ADFS 

configuration. After a short while, the results will be shown in the box below. I.e.: 
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When all prerequisite checks passed successfully, click [Configure] to finally install ADFS. You can get to the 

‘Results’ page once the process is done. 
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Part B. AD FS Management Configuration 

NOTE: Post-deployment Configuration for ADFS is required. If it is not completed or failed, you will not be able 

to fully configure on AD FS Management despite being able to open the tool.  

Step 1: Go to web server where your Exchange server is installed, open Server Manager, then click 

[Tools] → [AD FS Management]. 

 
 

Step 2: In the opened window, select Application Groups and click [Add Application Group…] from 

the Actions sidebar to launch configuration wizard for a new Group. 
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Step 3: On the ‘Add Application Group wizard’ → ‘Welcome’ screen, fill in a Name and select ‘Server 

application accessing a web API’ in Template. Then click [Next]. 

  
 

Step 4: On ‘Server application’ screen, fill in ‘Redirect URL’ and click [Add]. You will have to provide 2 URLs: 

one URL for receiving login details from ADFS, and one URL for receiving logout information from 

ADFS. 

 

The URL for receiving logout details from ADFS must have the following format: 

 
[RC backend URL]/Api/Authentication/Logout 
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E.g., http://dssclients.aod.vn/DigitalSignService/Api/Authentication/Logout 

 

Then click [Next]. 

 

Step 5: On the ‘Configure Application Credentials’ screen, check on ‘Generate a shared secret’ and click 

[Copy to clipboard] save the client secret. 

 
Then click [Next]. 

 

  

http://dssclients.aod.vn/DigitalSignService/Api/Authentication/Logout


 
ADFS Configuration for Exchange on-premises 17 

 

 

 

Step 6: On ‘Configure Web API’ screen, copy the Client Identifier from Step 4 to fill in Identifier field and 

click [Add] button. 

After that, click [Next]. 
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Step 7: On ‘Choose Access Control Policy’ screen, click [Next]. 

 

Step 8: On ‘Configure Application Permissions’ screen, check on openid and user_impersonate checkboxes. 

 
Click [Next] proceed. 
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Step 8: On ‘Summary’ screem, click [Next] which will move to ‘Complete’ screen, then click [Close] to finish. 

 

Step 9: Check if the configuration is done correctly by running the hyperlink below on the browser: 

https://mp114.kav.com/adfs/.well-known/openid-configuration 

 

I.e.: 

 

 

 

 

 

 

https://mp114.kav.com/adfs/.well-known/openid-configuration
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Part C. Adding Native Application 

Step 1: After AD FS Management Configuration from Part B, on Server Manager, click [Tool] → [AD FS 

Management], you will see a new name in ‘Application Groups’ list. I.e.: 

 
 
Double click on this new application, and click [Add Application]. 
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This will open ‘Welcome’ screen below. Here, select ‘Native application’ and click [Next]. 

 
 
Step 2: On ‘Native application’ screen, add Redirect URI then click [Next]. 
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Step 3: On ‘Summary’ screen, you can review all the information. If there is no change, click [Next] to proceed. 

 
 
Then click [Close] on the next screen. 
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Step 4: On AD FS window, select Claims Provider Trusts, then select Active Directory and click [Edit Claim 

Rules] to open this screen. 

 
 
Step 5: On ‘Edit Claim Rules for Active Directory’ screen, click [Add Rule…]. 
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Step 6: On ‘Select Rule Template’ screen, select Transform an Incoming Claim for ‘Claim rule template’, 

then click [Next]. 
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Step 7: On ‘Configure Claim Rule’ screen, fill in the following fields:  

• Claim rule name: enter NameID,  

• Incoming claim type: select Name,  

• Outgoing claim type: select Name ID, 

• Outgoing name ID format: select Common Name 

 

Then click [Finish]. 

 

Step 8: On ‘Edit Claim Rules for Active Directory’ screen, click [Apply].  
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Step 9: Check if the configuration is done correctly by running the hyperlink below on the browser: 

 

https://mp114.kav.com/adfs/oauth2/authorize?client_id=[client_id of the activated 

application] 

 

I.e.: https://mp114.kav.com/adfs/oauth2/authorize?client_id=fa7249a7-0ad3-4811-a642-

b3648100cce0&redirect_uri=https://dssclients.aod.vn/DigitalSignService/Admin/Callback&scope=openid&res

ponse_mode=fragment&state=12345&response_type=code 

 

https://mp114.kav.com/adfs/oauth2/authorize?client_id=fa7249a7-0ad3-4811-a642-b3648100cce0&redirect_uri=https://dssclients.aod.vn/DigitalSignService/Admin/Callback&scope=openid&response_mode=fragment&state=12345&response_type=code
https://mp114.kav.com/adfs/oauth2/authorize?client_id=fa7249a7-0ad3-4811-a642-b3648100cce0&redirect_uri=https://dssclients.aod.vn/DigitalSignService/Admin/Callback&scope=openid&response_mode=fragment&state=12345&response_type=code
https://mp114.kav.com/adfs/oauth2/authorize?client_id=fa7249a7-0ad3-4811-a642-b3648100cce0&redirect_uri=https://dssclients.aod.vn/DigitalSignService/Admin/Callback&scope=openid&response_mode=fragment&state=12345&response_type=code
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Appendix 

Appendix A. Create SSL certificate for Post-deployment Configuration 

In some cases, you may not have SSL certificate for Step 4 of Post-deployment Configuration, i.e.: 

 
 
In that case, open file Readme.txt in the folder openssl-1.0.2l-x64_86-win64, then follow the steps described 

in this text file to create a .pfx file. 

 

You can then import SSL Certificate using the created .pfx file. 

 

 

 

 


