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Foreword

This document describes the Resource Central APIs used to create and manage resources, locations,
categories, groups, and forms. The following guide provides the detail solutions, as well as the examples for

each type.
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Configuration for API Connection

In order to use all the APIs described in this guide, the user needs to have system admin right, and also the
following setup on Azure Portal needs to be configured.

Step 1: Log in to Azure Portal with the account that has administrator right. Then go to Azure AD B2C =
App registrations.

Home > Azure AD B2C
:::lAzure AD B2C lApp registrations & X
R |
a0 o TOSOTL.COM
2 Search | < T New registration & Endpaints & Troubleshooting (D Refresh & Download [l Preview festures
B Overview o Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's -
‘ changed.

Manage
i App registrations All applications ~ Cwned applications  Deleted applications

1 icati vl

 Applications (Legacy) |/"’ Start typing a name or Application ID to filter these results

fa  Identity praviders

€0 APl connectors Display name Application (client) 1D Created on Certificates & secrets
Il company branding test jwt 19f503e0-88b5-44cf-a25... 8/15/2022

[ user attributes “ IdentityExperienceFramework 71d18ba7-b4e5-4fb7-ba.. 8/24/2022

9 Users ps10 6400815-6043-4543-8a...  11/17/2022

9 Roles and administrators test localhost 57f428532-939f-4e44-adT... 8/25/2022 4\ Expiring soon

The same can also be done in Azure AD, and the configuration steps are still similar as described below, with
the only difference in Step 5 which is also described in detail below.

Step 2: Click [New registration] to create a new app, €.9.:


https://portal.azure.com/
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Home > Azure AD B2C | App registrations >

Register an application

* Name

The display name for this application (this can be changed later).

RC-External-4API i

Supported account types

Wheo can use this application or access this API?
O Accounts in this organizational directory only (acd-b2c only - Single tenant)
O Accounts in any organizational directory (&ny Azure AD directory — Multitenant)

Cl':) Accounts in any identity provider or organizational directory (for authenticating users with user flows)

Help me choose...

Redirect URI {recommended)

We'll return the authentication response to this URI after successfully authenticating the wser. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform 4 | | e.g. https:/fexample.com/auth

Permissions

Azure AD B2C reguires this app to be consented for apenid and offline_access permissions, You must be an app administrator to grant admin
from the Permissions menu).

Grant admin consent to openid and offline_access permissions

Redgister an apn vou're working on here, Intearate aallery apps and other aops from outside vour craanization by addina from Enterprise aonl

By proceeding, you agree to the Microsoft Platform Policies

Redirect URI is not required. However, make sure that the permission ‘Grant admin consent to openid and
offline_access permissions’ is checked.

Then click [Register].

Step 3: On the created app, go to [Expose an API] = click [Add a scope] and fill the required fields, e.g.:
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Home > Azure AD B2C | App registrations > RC-External-API Add a scope b4
& RC-External-API | Expose an APl #

Scope name * (D)

|,-’3 Search | < &7 Got feedback? | external /|

https://acdb2c.onmicrosoft.com/blec8e82-57c-4b91-9d59-63d6b781 1edf/external

B Overview

Application 1D URI htt ) : _
PP ‘: Admin consent display name* (@

| Access RC-External-AP| /|

#' Integration assistant

Manage § |
Scopes defined by thi  pdmin consent description * @

= Branding & rti . - .
=& Bfancing & properties Define custom scopes to r Allows the app to access RC-External-API as the signed-in user.

3) authentication parts of this API can reque

Certificates & secrets

Add a scope State (@
(@) isabled )

-2 AP| permissions

@ Expose an API

&8 Owners

Scopes

https://aodb2c.onmicros

4

When done, click [Add scope]. A new scope should be shown on ‘Expose an AP/’ similar as follows:

ations » RC-External-API

Expose an APl <

< R'j Got feedback?

Application 1D URI https://acdb2c.onmicrosaft.com/blec8e82-f57c-4b91-9d59-63d6b 781 1e4f

Scopes defined by this API

Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
API can request that a user or admin consent to one or more of these.

Add a scope
Scopes Who can consent Admin consent display name State
https://aodb2c.onmicrosoft.com/blecBe82-f57c-4b31-2d59-63d8b-.. E Admins only Access RC-External-AP| Enabled

Step 4: Open the Azure app used for Authentication on RC backend. Then go to [API permissions] =
click [Add a permission].
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o RC Auth | API permissions =

|/D Search | &« O Refresh ,C? Got feedback?

B Overview A\ You are editing permission(s) to your application, users will have to consent

#" Integration assistant

Manage Configured permissions

E Branding & properties Applications are authorized to call APls when they are granted permissions b
include all the permissions the application needs. Learn more about permissic

-+ Add a permission |~ Grant admin consent for aod-b2c

APl / Permissions name Type Description

-3 Authentication

Certificates & secrets

- API permissions

On ‘Request API permissions’ screen, select APIs my organization uses and choose the app created from
Step 2. E.g.:

Request APl permissions X

Select an API

Microsoft APIs APIs my organization uses My APFls

Apps in your directory that expose APIs are shown below

| A start typing an APl name or Application 1D

Mame Application (client) ID
Microsoft.Azure.SyncFabric 00000014-0000-0000-c000-000000000000
Windows Azure Active Directory 00000002-0000-0000-c000-000000000000
M365 License Manager aeb86249-8ea3-49e2-900b-54ccBe308f85
0365 Demeter 982bda36-4632-4165-3463-9863b1bbcf7d
Dievice Registration Service 01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9
IdentityExperienceFramawork 71d18ba7-b4e5-4fb7-ba3c-5dd4ad546db7
Microsoft Partner Center fa3d9alc-3fb0-42cc-9193-47cTecd2edbd
Microsoft Partner 4990cffe-04e8-4e8b-8082-1175604ba79f
RC-External-API b1ec8e82-f57c-4b81-9d59-63deb7811e4f
Windows Azure Service Management API 79774846-ba00-4fd7-ba43-dac1f8f63013

Microsoft Graph 00000003-0000-0000-c000-000000000000
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Next, check on the Permission for the selected app. It is created by the scope created from Step 3. E.g.:

Request APl permissions X

€ All APIs
RC-External-API
https://acdb2c.onmicrosoft.com/b1ecged2-157c-4b91-9d59-63d6bT81 1edf

What type of permissions does your application reguire?

Delegated permissions App

Your application needs to access the APl as the signed-in user.

Select permissions expand all

P Start typing a permission to filter these results

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, of app. This column may not reflect the value in your crganization, or in organizations where this app will be
used. Learn more

Permission Admin consent required

" Permissions (1)

external @

Yes

Access RC-External-API

Then click [Add permissions].

Step 5: Open the module file GetAccessToken.ps1 (provided along with Resource Central APIs guide) and
look for the Application and Tenant Configuration and Create Client Credential Using App Key sections
at the bottom. E.g.:
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108
109
110 =
111 fwind.Quit ()
112 I

113 T

114 [}

115

if (fwind)
{

116 F
117 § # Application and Tenant Configuration

118 SclientId = "63313119-cb69-4682-825a-60382879¢532"
119 § $tenantId = "7cd23864-a9%de-4fc6-919%b-e9d68caafblo”

122 Slogin = "https://aocdb2c.bZclogin. com”
123
124 # Create Client Credential Using App Key

125 Ssecret = "ywk8Q~zpsViVyBROekBCk~E5SHMS Tm7 jYcca-eadx"
126 Spolicy = "B2C_1A_SIGMUP_SIGNIN"

127

120 | Sscope = "https://acdbZc.onmicrosoft. com/blecBe82-f57c-4b91-9d59-63d6b7811edf fexternal offline_access”
121 | SredirectUri = New-Object system.uri("https://oauth.pstmn.io/v1l/callback™)

130 Write-Output SauthorzationUrl
131 # Fake a proper endpoint for the Redirect URI
132 Scode = LoginBrowser fauthorzationUrl fredirectUri

128 # Note you can adjust the querystring paramters here to change things Tike prompting for consent
129 SauthorzationUrl = ("{0}/{1}/oauth2/v2.0/authorize?p={4}&response_type=code&client_id={2}&redirect_uri={]

133 Write-Output Scode

P PP ST W S (R S - 1

Change the value of the following lines with the values taken from the Azure app used for RC backend =

Authentication:

e $clientId = “[the Application (client) ID of the app]”

For example: $clientId = "63313119-cb69-4682-825a-60382879c532"

if (-not $wind)

fwind = (New-Object -ComObject Shell.Applicat

if ($wind)

[T —

$wind.Quit()

# Application and Tenant Configuration
SclientId = "63313119-cb69-4682-825a-60382879c532"
. S Pl h ) P

Sscope = "https://acdb2c.onmicrosoft. com/blec8ed2-f57c-4b
SredirectUri = New-Object system.uri("https://oauth.pstmn
$login = "https://acdb2c.b2clogin. com”

# Create Client Credential Using App Key
Ssecret = "yvkBQ~zpsViVyBROekBCk~ESHMS Tm7 jYcca-eadx”
Spolicy = "B2C_1A_SIGNUP_SIGNIN"

# Note wou can adjust the querystring paramters here to c
SauthorzationUr1 = ("{0}/{1}/oauth2/v2.0/authorize?p={4}&
Write-Output SauvthorzationUrl

# Fake a proper endpoint for the Redirect URI

EH RC Auth ~»

f Delete @ Endpaints [#= Preview featu

L Search | <

B overview o Got a second? We would love your feedback o

#" Integration assistant

Manage # Essentials

Display name

roperties
e RC Auth [Ty

9 Authentication Application (client) ID

653313119-cb69-4682-8253-60382879¢532

Certificates & secrets

Object ID

9 API permissions fT4cdecs-0554-4a47-bd0b-0f388f5d695

Directory (tenant) ID
Tcd23864-a9de-4fc6-919b-e9d68caath10

@ Expose an AP

e $tenantId = “[your Directory (tenant) ID]”

For example: $tenantId = "7c¢d23864-a9de-4fc6-919b-e9d68caafble”
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|
&

if (-not Swind)

fwind = (New-Object -ComDbject Shell.Applicat

2 search

i Delete & Endpoints sl Preview featd

if (Swind)
{
$wind.Quit()

M-

# Create Client Credential Using App Key
Ssecret
Spolicy

# MNote

fauthorzationurl = ("{0}/{1}/oauth2/v2.0/authorize?p={4}&
Write-

# Fake
Scode

For example:

"ywkB0~zpsViVyBR0ekBCk~ESHMS Tm7 jYcca-eadx”
"B2C_1A_SIGNUP_SIGNIN"

you can adjust the querystring paramters here to c
Output SauthorzationUrl @ Expose an API
a proper endpoint for the Redirect URI

| nainRrowser fauthorzationlrl $redirectlri

e

$scope

63d6b7811e4f/external offline_access”

1
H

Swind.Quit()

# Application and Tenant Configuration

$clientId

= "63313119-cb69-4682-825a-60382879c532"

2 AP| permissions

o Got a second? We would love your feedback |

# Essentials

Display name
RC Auth [y

1 i# overview
}
1 ) . ;
# Integration assistant
7 heplication and Tenant Configuration Manage
[StenantId = "?ch3864—agde—4fc6—919b—e9d68caa‘Fb10"1
S===v = = 2 a by & Branding & properties
SredirectUri = New-Object system.uri("https://oauth.ps
$login = "https://aodb2c.b2clogin. com”

Application (client) ID
63313119-cbb9-4682-8253-60382879¢532

Object ID
f74c4ec5-0554-4a47-bd0b-0f38f8f5d695

Directory (tenant) ID
7cd23864-30de-4fc6-919b-e9d68caafb10

$scope = "[URL of the permission added from Step 4] offline_access"

"https://aodb2c.onmicrosoft.com/blec8e82-f57c-4b91-9d59-

" external

C-External-API

0 Remave permission

] 4‘-.- ‘ https://aodb2c.onmicrosoft.com/blecge82-157¢c-4b91-9d59-63d6b7811e4f/external

ISscoge = "https:/ /aodb2c. onmicrosoft. com/blecBeB2-f57c-4b91-3d59-63d6b7811e4f /external offline_access”
$login = "https://aodb2c.b2clogin. com”
# Create Client Credential Using App Key
$secret = "yvk8Q~zpsV5Vy8ROekBCk~ESHMS Tm7 jYcca-eadx”
Spolicy = "B2C_1A_SIGNUP_SIGNIN™
e $redirectUri =

app’s Authentication]")

For example: $redirectUri

New-Object

Admin consent required

{ Yes

}
Admin consent disnlav name

New-Object system.uri("[The Redirect URI taken from the Azure

system.uri("https://oauth.pstmn.io/v1/callback")

# Note you can adjust the guerystring paramters here to change things Tike prom

$authorz
Write-0i
# Fake a
Scode =

Write-0i
# Get an
#5cTient
#SauthCol
#Sauthen
#($token

fheaders

ationurl = ("{0}/{1}/oauth2/v2.0/authorize?p={4}&response_type=code&cli
utput SauthorzationUr]

proper endpoint for the Redirect URI

LoginBrowser SauthorzationUrl $redirectUri

utput Scode

Access Token with ADAL

Credential New-Object Microsoft.IdentityModel.Clients.ActiveDirector
ntext = Mew-Object Microsoft.IdentityModel.Clients.ActiveDirectory. Auth
iticationResult $authContext.AcquireToken($resourceld, $clientcredenti
$authenticationResult. AccessToken) Write-Output $accessToken

]
A

New-0Obiect

"Swstem.Collections. Generic. Dictionacw [ [Strinal. [Strinall

AP permissli
Expose an AP
Owners

Manifest

Support + Troubleshooting

T
$wind = (New-Object -ComDbject Shell.Application).Windows() | Wwherg _):) RC Auth | Authentlcahon 5?
if ($wind)
&l O search < % Got feedback?
Swind.Quit() £ ses | o
1 i overview
¥ i ~ Web
# Integration assistant
# Application and Tenant Configuration Redirect URIs
$clientId = "63313119-cb69-4682-825a-60382879c532" Manage
StenantId = "7cd23864-a9de-4fc6-919b-e9d68caafblo™ 9 The URIs we will accept as destinations when re
b e e = & - " - i f/d .
SredirectUri = New-Object system.uri("https://oauth.pstmn. injvl,"ca'l'lhack”)] B 8randing & properties authenticating or signing out users. The redirec
3 g listed here, Also referred to as reply URLs. Learr
# Create Client Credential Using App Key Authentication
$secret "ywk8Q~zpsV5Vy8ROekBCk~ESHM5 Tm7 jYcca-eadx”
$policy "B2C_1A_SIGNUP_SIGNIN" ates 8 secrets A\ This app has implicit grant settings enabled

should migrate URls,

https://ps10.southeastasia.cloudapp.azure.co

https://lecalhost/ResourceCentral/ExaAuth/Op

https://oauth.pstmn.io/v1/callback I

https://ps3.eastasia.cloudapp.azure.com/Res
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e $login = "[base URL of your Azure B2C domain]"

For example: $1login = "https://aodb2c.b2clogin.com"

# Application and Tenant Configuration

fclientId = "63313119-chf9-4682-825a-60382879c532"

StenantId = "aodb2c.onmicrosoft. com™

Szcope = "https://aodbZc.onmicrosoft. com/blec8e82-f37c-4b91-9d59-63deb7811ed4f fexternal offline_access"
2 : ] S ps://oauth. pstmn.io/vl/callback™)

£login = "https://aodb2c.b2clogin. com”

# Create Client Credential Using App Key
fsecret = "ywkB8Q~zps775vwESXekBCk~ESTMS Tm7iY¥dda-eadx"

Spolicy "B2C_1A_SIGHUP_SIGNIN"

NoTel In case you use Azure AD instead of Azure B2C, the base URL must be
https://login.microsoftonline.com.

e $secret = "[The secret value of the app]"

For example: $secret = "yvk8Q~zps775y8SXekBCk~E5TM5Tm7iYdda-eadx"

! T noL W nay

$wind = (New-Object -ComObject shell.Applicat RC AUth | Certlflcates & SecrEtS &
if ($wind)
= 2 Search | « & Got feedback?
Swind.Quit()
1 B Overview
3 A Integration assistant Credentials enable applications to identify themselves to the authentication service w
location {using an HTTPS scheme), We recommend using a certificate instead of a clif
# Application and Tenant Configuration

$clientId = "63313119-cb69-4682-825a-60382879¢532"
$tenantTd = "7cd23864-a9de-4fc6-919b-e9d68caafbln”
Sscope = "https://acdb2c. onmicrosoft. com/blec8ed2-f57c-4b — .
$redirectUri = New-Object system.uri{"https://oauth.pstmn & Branding & properties
$login = "https://aodbZc. b2clogin. com”

M when authenticating against Azure AD. Please note certificates cannot be used to auf
anage

(O]

Authentication o Application registration certificates, secrets and federated credentials can be found §
-

.. B .
| ssecret - "yvk80~zps775y85XekBCk~E5TH5 Tn7 1 Ydda-eadx” |

Certificates & secrets

# Note you can adjust the querystring paramters here to c
SauthorzationUrl = ("{0}/{1} /oauth2/v2.0/authorize?p={41}4&
Write-Output SauthorzationUrl a
# Fake a proper endpoint for the Redirect URI Expo
Scode = LoginBrowser SauthorzationUrl $redirectUri
Write-Output Scode F- 3
# Get an Access Token with ADAL

#SclientCredential = New-Object Microsoft.IdentityModel.C ] f
#SauthContext = New-Object Microsoft.IdentityModel.Client Manifest
#SauthenticationResult = fauthContext.AcquireToken($resou

AP permissions Certificates (0} Client secrets (2)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a toke
password.
Owners

= New client secret

= i . Write- Description Expires @
#($token $authenticationResult. AccessToken) Write-Out Support + Troubleshooting P pi Value (0
Sheaders = New-Object "System.Collections.Generic.Diction P
$headers.Add("Content-Type”, "application/x-www-form-urle ya Troubleshooting RC Auth RIS yvk
Shody = ("client_id={0}&scope={1}&client_secret={2}&grant| Dss 8/16/2023 W QAR R R
$tokenEndpoint = ("{0}/{1}/oauth2/v2.0/token” —f Slogin, ${

e $policy = "[The policy for Azure B2C app to log in RC]"

For example: $policy = "B2C_1A_SIGNUP_SIGNIN"

# Application and Tenant Configuration

fclientId = "63313119-cbh69-4682-825a-60382879c532"

StenantId = "aocdb2c.onmicrosoft.com”

fscope = "https:/ aodbZc.onmicrosoft. com/blec8ed8z-f57c-4b91-9d59-63deb7811led4f /external offline_access"
fredirectUri = New-Object system.uri("https://oauth.pstmn.10/vl/callback")

$login = "https:// aodbZc.b2clogin. com”

# Create Client Credential Using App Ke

¥
5TM5 Tm7iYdda-eadx"
fpolicy = "B2C_1A_SIGNUP_SIGWIN"
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When you are done, save the changes and run the module file. It will give you the access token which can
later be used to run API functions described in this guide, e.g.:

"access_token™: "eyJ0eXAi01IKV1QiLCIhbGci01I5UzI1NIIsImtpZCI6I1hIRWIPc2VKMXpScDU1d09BemRSemhDMOFKUTVIR2ZGaH 1pQXplTG5LZGe
1FQ. eyIpc3Mi01 JodHRwCzovL 2ZFVvZGIyYyS iMmNsb2dpbi 5 b20vNZNKM M4 NJOEYT TkZS00ZmM 2L TkxOWItZ T1kNjhy YWFmY J EwL 3YyL JAVI iwi ZXhwIjoxNjc3M
JIyOTk4LCIuYmYi10JE2ZNzcxMzY10Tgs ImF1ZCI6ImIxZWM4Z TayLWY INZMENGISMS05ZDUSLTYZZDZ 1 NzgxMWU0Z 1 IsInN1Y3 161 I2ZmRKYTYWLTF INTMENDI3NC
050GVhLTI30GEYMz1jMTUSOSIS InRpZCI6ImIINWI3Y jkOLTM2Z GMENGVKMC O4NTI1LWM=Z DM2MzAZNm] jZCIs ImdpdmyuX25hbWUi01iJudX] 1bi IsImZhbWl=eVva
uYW11Ijo1 TmdleWVuliwiZWlhawwi 01 JucXRAYWSwcmMub25 t aWNyb3NvZnQuY2 9t 1wi bmOuY2U101 JkZWZhdWx0TmOuY2U1LCIzY3A1071 11 eHR1cmShbCIsImFe

zUzMiIsInZ1ciI6IJEuMCIsImThdCIGMTYINZEzN]USOHO. YXw] 6X0IWF2503_boa7-PDOHsWBCo
930fBZI70b—yr1hUM1xqclWIfDz1imzMgCOk4wt TEILAF j1uKMwIao—_hYFLVroMu7VOTDBI23cEOMwyL1gNOx6ruD6P]) YnchINeNoPhraelC2xVxvZ AcUwcqVS46Z
0AtrRPEzncB98qYJjZMhC-Yyz]bFMNbpEeR2 Y xwFt4G] fDexuwss ehQBQopW2 pI9F 29T 1CEUTZRz-I1 0fsdMuk2rHalD2yLNLT3Eka8EpbVF8hv7HeSTDY FxMLAhhy
I2k_6sEhgQQxof6awl? —Z5pwl DPjLWhDvgHwnhnzzEn3WX0JGE5VezjZQw" ,

98,
f57c-4b91-9d59-63d6b7811e4f",

XI101 IxLjATLCI0awW)i01 I3Y2QyMzg2NC1hOWRTLTRmY ZYtOTES Y11 10WQ20GNhYWZ iMTAT LCJzdWI i 0m5 1bGws ImS hbWU1i0m5
bmFtZ 5I6bnVsbCwiaWRwIjpudwxsfQ"™,
odb2c. onmicrosoft. com/blecBe82-157c-4b91-9d59-63d6b7811ed4f /external offline_access",

aWQi01 IT1YTZ3UW1kMv1 LQUIDLUhQVOEDR Th2a2N2NXvVodwICY 1 NEQWwwXzhMNWT FLiwi dmVyI joiMS4wIiwi emTwIjoiRGVmbG
FOZSIsInNNTciI6IJEUMCIY. x5 5PrD3652bTvIn8B_Ch93kL37gU-8eVZv5HBExj43cel5zV3IKaKvgRubxjwCghtYglTBZKzxy FSwC6I2KasTHL JuluCFjaPCqr
ROzZEGb2xF584 GACWGKC3 JtHAdaleYpVs w27 9zQW00dXuA9TZVhcbr2c8tz_hdDP33Q1 gDA_gL-2RDaKTgPH46xZ ArNr LANTEm_nwWXJEWC71qeCTOUZMPCrEl -1 X6y
0B451Gp1axK31m9i tCS5TTuFoxx54HCVs18_9jAESBSEAHIUSMCUNr 9r hM1RabUmjMDAXRSY 1 7wSZVIQJleCUjcetBamPN86UyZ A1113roZd6P2k3TSg. 0Zax2Yp67
AyfH54a. VbDIEmQV4I-QGE5SHOHNUg6RG321497 zY el dpF SndPGLEXcG-R255 al 5p8yJ6chaM_CGUXo9cTrbS4NXx_oRHHGKPoSvd 3vtbX0VIwg35v1vaeSUFQrTm—
Za-w2_bKwBgxoRkgNSUr cGEParUaS6eoccxyglkxk-BagY1zUZ9_tEdr8AD4Phn9Ir a5 FTZBPAEADC Nel pSCRE7wlnHXMT 1GCZM p9 SxgMcK8dndG4GgmHgRcaPpRy0
IWkcbkYesYMtcSMbaNwRi 1zFFTg4 gbfbKCqSWNVFTYMLCC0d 1 gVhOMLK 3 Y0yM2YYVZUDHKON cyyHZ NgeeZ EzHpHt 4 dkt gbIWnK -Qh_QWZVWLKTH1GKkeNel BLxQ7d
yKnMFUx7NTaH1Yy2Bd- zXuPZYDTr 8hRkPgXty2feyQ30nqlHdKvEebKOKTf TermNv4 JkBc IwMICvV 520t vs TWWovp Z5vtsGUSb4s6rQsol14EBGOhKwLjnvXm9ja
uSoJoa9WslxdwWsSHMvp4_af c15AnsgtrGG03141Y4n0CIXm4x] 19HBQxmS 8_0VWwZCU91h700PAYa7_1c2YDL37GUjXefo2aqEpOhRmMFEE3SXW] 2314KSEDWaPvUZze
9FZBEFDT j 98 zAMtVREPYOSdOyXP1hmB2xeyYA-BIIMCLVEX4E3wCNXO6EgzXrsKsAUCO2-0BmASvMBWHL YW325AhGZ 5mudc2cvBOj_k. gRoONVEEMv3w—euSKETit]
Q”,

"refresh_token_expires_in": 1209600
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APl Functions

The following will describe the API functions available for resources, locations, categories, groups, and forms.

ello

Resource

GET Search Resource

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order—api/vl/Reso
urce?ids=&resourceMail=&licenceType=&groupIds=&locationlIds=

Get resource result that matches the inputted values.
If no values inputted, the result would include all resources.

Bearer {{token}}

adlliblizatioy The Authorization token get from Azure AD.

accept application/json

Data type: string

g ID(s) of the resource(s). Each id is separated by ",".
resourceMail gﬁ:i%%z:rztsingf the resource.

licenceType Bﬁ;ts};pgpsérgﬁhe resource.

grouplds g?;i;y IpDe(:sitcr)ifn&e resource. Each id is separated by ",".
locationlds pata bype: Strng e

Location ID(s) of the resource(s). Each id is separated by ",".


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order−api/v1/Resource?ids=&resourceMail=&licenceType=&groupIds=&locationIds=
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order−api/v1/Resource?ids=&resourceMail=&licenceType=&groupIds=&locationIds=
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Example Requests

Search Resource Successful

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource?
ids=44,62" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

{

"status": 200,

"message": "Success",
"data": [
{
"id": 62, //ID of the resource
"name": "a.Huong - normal", //Name of the resource
"resourceMail": "ps3_@58@aoprc.onmicrosoft.com”, //Email address of the

resource
"location": 187, //ID of the Location where the resource is located
"licenseType": "Standard", //License type of the resource, can be either
Standard, Light, or Pooled
"groupId": 2, //ID of the Group that the resource is a member of
"timezone": "Romance Standard Time", //Timezone of the resource
"syncStatus": 2,
"lastSyncTime": "2022-11-24T04:27:13.41" //The latest time the resource

syncs
s
{
"id": 44,
"name": "HD Helsinki - kokoushuone 1",
"resourceMail": "ps3_040@aoprc.onmicrosoft.com",
"location": 231,
"licenseType": "Standard",
"groupId": 2,
"timezone": "FLE Standard Time",
"syncStatus": 2,
"lastSyncTime": "2022-11-24T01:23:24.8"
}
]
}

Search Resource Unauthorized

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order—api/vl/Resource?
ids=44,62" \

--header 'accept: application/json'

14
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‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

Search Resource Internal Server Error

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource?
ids=44,62" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

"status": 500,
"message": "Internal Error",
"data": null

}

GET Get Resource by ID

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vil/Resource/{{

id}}

Get resource result that matches the inputted ID.

Bearer {{token}}
The Authorization token get from Azure AD.

Authorization

Accept application/json

Example Requests

Get Resource Successful

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource/
62" \

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json’

15


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Resource/%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Resource/%7b%7bid%7d%7d
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Response

{
"status": 200,
"message": "Success",
"data": {

"id": 62, //ID of the resource

"syncStatus": 2,

"lastSyncTime": "2022-11-24T04:27:13.41", //The latest time the resource syncs

"resourceMail": "ps3_@58@aoprc.onmicrosoft.com"”, //Email address of the
resource

"name": "a.Huong - normal®, //Name of the resource

"description": "ps3_058", //Description of the resource

“licenseType”: "Standard", //License type of the resource, can be either
Standard, Light, or Pooled

"groupId”: 2, //ID of the Group that the resource is a member of

"locationId": 187, //ID of the Location that the resource is located

"timezone": "Romance Standard Time", //Timezone of the resource

"categoryIds": [

133 //ID of the category that the resource is in

1,

"locationDescription": "ps3 058", //Description of the location

"signName": "", //Name of the Signage used for the location

"sendEmail": true, //Either true or false. If true, emails will be sent to
organizers & service providers who are responsible for the resource

"includeUtilizationCalculation": false, //Either true or false. If true, this
resource is included in the utilization and external percentage calculation defined for
this resource’s location

“capacity": @, //Capacity of the resource

"resourceType": "Rooms", //Type of the resource

"visible": true, //Either true or false. If true, the resource will not appear
on ResourceFinder Add-in

"displayUserRestrictions": false, //Either true or false. If true, the user
restriction message will appear when the resource is selected

"messageDisplayRestrictions”: "", //Message of the user restriction

“restrictBooking": @, // If the value is ©’, ‘Restrict Booking’ is selected.
If the value is €1°, ‘Force organizer to open order form’ is selected

"forceOrganizerOpenForm": -1, // If ‘Restrict Booking’ is selected, this value
is “-1°. If ‘Force organizer to open order form’ is selected, the Value can be either
‘0’ (Normal Order Form option selected), €1’ (Shared Order Form option selected), or
€2’ (both Order Form options selected),

"sortOrder": "", //Contains any alphanumeric values and is used for sorting of
the resources over the ResourceFinder window

"costInitial": 0.0, //Initial cost for the resource, used for exports to invoice
system

"costPrMinute"”: 0.0, //Cost per minute for using of the resource, used for
exports to invoice system

"startTime": "00:00", //Start time of the resource

"endTime": "00:00", //End time of the resource

"preAndPostBufferTime": @, //Extra time length (in minutes) that is shown as
BOOKED on the ResourceFinder only, before and after the actual reservation

"preCloseDate": null, //The date to send email to organizers notifying
beforehand that the resource is going to be closed

"closeDate": null, //The start date when the resource is closed

"openDate": null, //The start date when the resource is opened again
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"displayReservationSection": true, //Either true or false. If true, Reservation
section is available in Order Form of this resource

"displayOrderSection": true, //Either true or false. If true, Order Details
section is available in Order Form of this resource

"displayAttendeesSection": true, //Either true or false. If true, Attendees
section is available in Order Form of this resource

"displayPropertiesSection": true, //Either true or false. If true, Properties
section is available in Order Form of this resource

"htmlid": null,

"htmlIdExternal": null,

"commonFormId": null,

"tentativeOrderFlow": false, //Either true or false. If true, the order is
created at once and is visible to the service provider. If false, the order can be
placed but required acceptance before it can be created

"hideFormOnTentativeAppointments": false, //Either true or false. If true, the
organizer cannot use the order form in ResourceFinder on new reservations before or
after the resource reservation is accepted. If false, the organizer can use the order
form in ResourceFinder on new reservations.

"askForAttendeesInForm": true, //Either true or false. If true, Reservation
section is available in Order Form of this resource

"classicFormat": true, //Either true or false. If true, Reservation section is
available in Order Form of this resource

"displayGroups": false, //Either true or false. If true, Reservation section
is available in Order Form of this resource

"deadlineForCatering”: true, //Either true or false. If true, Reservation
section is available in Order Form of this resource

"workDayDeadlineForCatering": 1, //Deadline workdays for catering items

"timeDeadlineForCatering": "13:00", //Deadline time for catering items

"deadlineForCateringMessage": "The Deadline for Catering 1is exceeded",
//Message for catering deadline

"deadlineForServices": true, //Either true or false. If true, Reservation
section is available in Order Form of this resource

"workDayDeadlineForServices": 1, //Deadline workdays for properties

"timeDeadlineForServices": "14:15", //Deadline time for properties

"deadlineServicesMessage": "The Deadline for Services is exceeded", //Message
for property deadline

"maxNumbOfDeliveries”: 2 //Maximum number of services that can be ordered per
meeting

}
}
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Get Resource Unauthorized

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource/
62" \

--header 'accept: application/json’

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

Get Resource Internal Server Error

curl --location -g --request GET '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource/
62" \

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json’

‘

"status": 500,
"message": "Internal Error",
"data": null

}

POST Create Resource

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource/

Create resource with the inputted body.

Bearer {{token}}

AR e The Authorization token get from Azure AD.

Accept application/json

Content-Type application/json

18
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"resourceMail": //DataType: string - required, must be unique

"name": //DataType: string - required, must be unique

"description": //DataType: string

"licenseType": //DataType: string - required, Value either: Standard, Light, or Pooled

"groupId”: //DataType: int - required

"locationId": //DataType: int - required

"timezone": //DataType: string - Values: must be window timezone Id

"categorylds": //DataType: array[int]

"locationDescription”: //DataType: string

"signName": //DataType: string

"sendEmail": //DataType: string - required, Value either: true or false

"includeUtilizationCalculation": //DataType: string - required, Value either: true
or false

"capacity": //DataType: int

"resourceType": //DataType: string - required, Value either: Rooms, Desks,
Equipments, Misc

"visible": //DataType: string - required, Value either: true or false

"displayUserRestrictions": //DataType: string - required, Value either: true or false

"messageDisplayRestrictions"”: //DataType: string

"restrictBooking": //DataType: int

"forceOrganizerOpenForm": //DataType: int

"sortOrder": //DataType: string

"costInitial": //DataType: float - round to 2 decimal places

"costPrMinute": //DataType: float - round to 2 decimal places

"startTime": //DataType: string - Values: must be HH:MM time format and the same
timezone as timezone field

"endTime": //DataType: int - Values: must be HH:MM time format and the same timezone
as timezone field

"preAndPostBufferTime": //DataType: int - Values: must be divisible by 15 and less
than 61

"preCloseDate": //DataType: null or int - Value must be YYYY-MM-DD date format

"closeDate": //DataType: null or int - Value must be YYYY-MM-DD date format

"openDate": //DataType: null or int - Value must be YYYY-MM-DD date format

"displayReservationSection": //DataType: string - required, Value either: true or
false

"displayOrderSection”: //DataType: string - required, Value either: true or false

"displayAttendeesSection": //DataType: string - required, Value either: true or false

"displayPropertiesSection": //DataType: string - required, Value either: true or
false

"htmlid": //DataType: int or null

"htmlIdExternal"”: //DataType: int or null

"commonFormId": //DataType: int or null

"tentativeOrderFlow": //DataType: string - required, Value either: true or false

"hideFormOnTentativeAppointments": //DataType: string - required, Value either: true
or false

"askForAttendeesInForm": //DataType: string - required, Value either: true or false

"classicFormat": //DataType: string - required, Value either: true or false

"displayGroups": //DataType: string - required, Value either: true or false

"deadlineForCatering": //DataType: string - required, Value either: true or false

"workDayDeadlineForCatering"”: //DataType: int - required when deadlineForCatering is
true

"timeDeadlineForCatering": //DataType: dateTime - required when deadlineForCatering
is true, Values: must be HH:MM time format and the same timezone as timezone field
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"deadlineForCateringMessage": //DataType: string - required when deadlineForCatering
is true

"deadlineForServices": //DataType: string - required, Value either: true or false

"workDayDeadlineForServices": //DataType: int - required when deadlineForServices is
true

"timeDeadlineForServices": //DataType: dateTime - required when deadlineForServices
is true, Values: must be HH:MM time format and the same timezone as timezone field

"deadlineServicesMessage": //DataType: string - required when deadlineForServices is
true

"maxNumbOfDeliveries": //DataType: int - must be less than 10

}

Example Requests
Create Resource Successful

Request

curl --location --request POST
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource’
\

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json' \

--header 'Content-Type: application/json' \

--data-raw '{

"resourceMail”: "ps3_@97change@aoprc.onmicrosoft.com",
"name": "ps3_09 NY",

"description": "",

"licenseType": "Pooled",

"groupId": 20,

"locationId": 170,

"timezone": null,

"categorylds": [],
"locationDescription™: "",
"signName": "",

"sendEmail": false,
"includeUtilizationCalculation”: true,
"capacity": 6,

"resourceType"”: "Rooms",
"visible": true,
"displayUserRestrictions": false,
"messageDisplayRestrictions”: "",
"restrictBooking": 0,
"forceOrganizerOpenForm": -1,
"sortOrder": "",

"costInitial": ©.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": 0,
"preCloseDate": null,
"closeDate": null,

"openDate": null,

"displayReservationSection": null,
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"displayOrderSection”: null,
"displayAttendeesSection": null,
"displayPropertiesSection": null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,
"hideFormOnTentativeAppointments": false,
"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering": 1,
"timeDeadlineForCatering": "00:00",
"deadlineForCateringMessage": "",
"deadlineForServices": false,
"workDayDeadlineForServices": 1,

"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6
}
Response
{
"status": 200,
"message": "Success",
"data": {
"id": 441,
"name": "ps3_09 NY",
"resourceMail": "ps3_@97change@aoprc.onmicrosoft.com
}
}

Create Resource Bad Request

Request

curl --location --request POST

Resource Central APIs 2 1

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource’

\

--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"resourceMail”: "ps3_@97change@aoprc.onmicrosoft.com",
"name": "",

"description": "",

"licenseType": "Pooled",

"groupId": 20,
"locationId": 170,
"timezone": null,
"categorylds": [],
"locationDescription™: "",
"signName": ""
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"sendEmail": false,
"includeUtilizationCalculation": true,
"capacity": 6,

"resourceType": "Rooms",
"visible": true,
"displayUserRestrictions": false,
"messageDisplayRestrictions": "",
"restrictBooking": @,
"forceOrganizerOpenForm": -1,
"sortOrder": ""

"costInitial": @.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": O,
"preCloseDate": null,

"closeDate": null,

"openDate": null,
"displayReservationSection": null,
"displayOrderSection”: null,
"displayAttendeesSection": null,
"displayPropertiesSection": null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,
"hideFormOnTentativeAppointments": false,
"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering": 1,
"timeDeadlineForCatering": "00:00",
"deadlineForCateringMessage": "",
"deadlineForServices": false,
"workDayDeadlineForServices": 1,

"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6

¥

Response

{

"status": 400,

"message": "Bad request",
"data": [
{
"errorField": "Name",
"errorDescription"”: "The Name field is
}

required."

Resource Central APIs 2 2
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Create Resource Unauthorized

Request

curl --location --request POST

Resource Central APIs 23

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource’

\

--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"resourceMail”: "ps3_0@97change@aoprc.onmicrosoft.com",
"name": "ps3_09 NY",

"description”: ""

"licenseType": "Pooled",

"groupId": 20,

"locationId": 170,

"timezone": null,

"categorylds": [],
"locationDescription™: "",
"signName": "",

"sendEmail": false,
"includeUtilizationCalculation": true,
"capacity": 6,

"resourceType": "Rooms",
"visible": true,
"displayUserRestrictions": false,
"messageDisplayRestrictions": "",
"restrictBooking": @,
"forceOrganizerOpenForm": -1,
"sortOrder": "",

"costInitial": ©.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": O,
"preCloseDate": null,
"closeDate": null,

"openDate": null,
"displayReservationSection": null,
"displayOrderSection"”: null,
"displayAttendeesSection": null,
"displayPropertiesSection”: null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,
"hideFormOnTentativeAppointments"”: false,
"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering”: 1,
"timeDeadlineForCatering": "00:00",
"deadlineForCateringMessage": "",
"deadlineForServices": false,
"workDayDeadlineForServices": 1,
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"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6

}

Response

{
"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

}

Create Resource Internal Server Error

Request

curl --location --request POST
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource’
\

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json' \

--header 'Content-Type: application/json' \

--data-raw '{

"resourceMail”: "ps3_@97change@aoprc.onmicrosoft.com",
"name": "ps3_09 NY",

"description”: ""

"licenseType": "Pooled",

"groupId": 20,

"locationId": 170,

"timezone": null,

"categorylds": [],
"locationDescription™: "",
"signName": "",

"sendEmail": false,
"includeUtilizationCalculation": true,
"capacity": 6,

"resourceType": "Rooms",
"visible": true,
"displayUserRestrictions": false,
"messageDisplayRestrictions”: "",
"restrictBooking": 0,
"forceOrganizerOpenForm": -1,
"sortOrder": "",

"costInitial": ©.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": @,
"preCloseDate": null,
"closeDate": null,

"openDate": null,
"displayReservationSection": null,
"displayOrderSection": null,
"displayAttendeesSection": null,
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"displayPropertiesSection": null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,
"hideFormOnTentativeAppointments"”: false,
"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering": 1,
"timeDeadlineForCatering": "00:00",
"deadlineForCateringMessage": "",
"deadlineForServices": false,
"workDayDeadlineForServices": 1,

"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6
-
{
"status": 500,
"message": "Internal Error",
"data": null
}

PUT Update Resource

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource/{{

idp}

Update resource that matches the inputted ID.

Bearer {{token}}

adllieizatioy The Authorization token get from Azure AD.

Accept application/json

Content-Type application/json


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Resource/%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Resource/%7b%7bid%7d%7d
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"resourceMail": //DataType: string - required, must be unique

"name": //DataType: string - required, must be unique

"description": //DataType: string

"licenseType": //DataType: string - required, Value either: Standard, Light, or Pooled

"groupIld”: //DataType: int - required

"locationId": //DataType: int - required

"timezone": //DataType: string - Values: must be window timezone Id

"categorylds": //DataType: array[int]

"locationDescription”: //DataType: string

"sendEmail": //DataType: string - required, Value either: true or false

"capacity": //DataType: int

"resourceType": //DataType: string - required, Value either: Rooms, Desks,
Equipments, Misc

"visible": //DataType: string - required, Value either: true or false

"messageDisplayRestrictions"”: //DataType: string

"restrictBooking": //DataType: int

"sortOrder": //DataType: string

"costInitial": //DataType: float - round to 2 decimal places

"costPrMinute": //DataType: float - round to 2 decimal places

"startTime": //DataType: string - Values: must be HH:MM time format and the same
timezone as timezone field

"endTime": //DataType: int - Values: must be HH:MM time format and the same timezone
as timezone field

"preAndPostBufferTime": //DataType: int - Values: must be divisible by 15 and less
than 61

"preCloseDate": //DataType: null or int - Value must be YYYY-MM-DD date format

"closeDate": //DataType: null or int - Value must be YYYY-MM-DD date format

"openDate": //DataType: null or int - Value must be YYYY-MM-DD date format

"displayReservationSection": //DataType: string - required, Value either: true or
false

"displayOrderSection": //DataType: string - required, Value either: true or false

"displayAttendeesSection": //DataType: string - required, Value either: true or false

"displayPropertiesSection": //DataType: string - required, Value either: true or
false

"htmlid": //DataType: int or null

"htmlIdExternal"”: //DataType: int or null

"commonFormId": //DataType: int or null

"tentativeOrderFlow": //DataType: string - required, Value either: true or false

"displayGroups": //DataType: string - required, Value either: true or false

"deadlineForCatering": //DataType: string - required, Value either: true or false

"workDayDeadlineForCatering": //DataType: int - required when deadlineForCatering is
true

"timeDeadlineForCatering": //DataType: dateTime - required when deadlineForCatering
is true, Values: must be HH:MM time format and the same timezone as timezone field

"deadlineForCateringMessage": //DataType: string - required when deadlineForCatering
is true

"deadlineForServices": //DataType: string - required, Value either: true or false

"workDayDeadlineForServices": //DataType: int - required when deadlineForServices is
true

"timeDeadlineForServices": //DataType: dateTime - required when deadlineForServices
is true, Values: must be HH:MM time format and the same timezone as timezone field

"deadlineServicesMessage": //DataType: string - required when deadlineForServices is
true

"maxNumbOfDeliveries": //DataType: int - must be less than 10
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"signName": //DataType: string

"includeUtilizationCalculation": //DataType: string - required, Value either: true
or false

"displayUserRestrictions": //DataType: string - required, Value either: true or false

"forceOrganizerOpenForm": //DataType: int

"hideFormOnTentativeAppointments": //DataType: string - required, Value either: true
or false

"askForAttendeesInForm": //DataType: string - required, Value either: true or false

"classicFormat": //DataType: string - required, Value either: true or false

}

Example Requests
Update Resource Successful

Request

curl --location --request PUT
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource/
442" \

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json' \

--header 'Content-Type: application/json' \

--data-raw '{

"resourceMail": "ps3_@97change@aoprc.onmicrosoft.com",
"name": "ps3_09 TOKYO",

"description": ""

"licenseType": "Pooled",

"groupId": 20,

"locationId": 1760,

"timezone": null,

"categorylds": [],
"locationDescription”: "",
"signName": "",

"sendEmail": false,
"includeUtilizationCalculation": true,
"capacity": 6,

"resourceType": "Rooms",
"visible": true,
"displayUserRestrictions": false,
"messageDisplayRestrictions": "",
"restrictBooking": @,
"forceOrganizerOpenForm": -1,
"sortOrder": "",

"costInitial": @.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": O,
"preCloseDate": null,
"closeDate": null,

"openDate": null,
"displayReservationSection": null,

"displayOrderSection": null,
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"displayAttendeesSection": null,
"displayPropertiesSection": null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,

"hideFormOnTentativeAppointments":

"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering": 1,

false,

"timeDeadlineForCatering": "00:00",

"deadlineForCateringMessage": )
"deadlineForServices": false,
"workDayDeadlineForServices": 1,

"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6

}

Response

{
"status": 200,
"message": "Success",
"data": null

}

Update Resource Bad Request

Request

curl --location --request POST

Resource Central APIs 28

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource

\
--header 'Authorization: Bearer {{tok
--header 'accept: application/json' \
--header 'Content-Type: application/j
--data-raw '{

"resourceMail”: "ps3_@97change@aoprc.onmicrosoft.com",

"name": "ps3_09 TOKYO",
"description”: "",
"licenseType": "Pooled",

"groupId": 20,
"locationId": 170,
"timezone": null,
"categorylds": [],
"locationDescription": "",
"signName": "",
"sendEmail": false,
"includeUtilizationCalculation":
"capacity": 6,
"resourceType": "Rooms",
"visible": true,

en}}' \

son' \

true,
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"displayUserRestrictions": false,
"messageDisplayRestrictions": "",
"restrictBooking": @,
"forceOrganizerOpenForm": -1,
"sortOrder": ""

"costInitial": @.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": O,
"preCloseDate": null,
"closeDate": null,

"openDate": null,
"displayReservationSection": null,
"displayOrderSection": null,
"displayAttendeesSection": null,
"displayPropertiesSection": null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,
"hideFormOnTentativeAppointments": false,
"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering": 1,
"timeDeadlineForCatering": "©0:00",
"deadlineForCateringMessage": "",
"deadlineForServices": false,
"workDayDeadlineForServices": 1,

"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6
¥
Response
{
"status": 400,
"message": "Bad Request",
"data": {
"errorField": "Email",
"errorDescription”: "The field Email must be
}
}

Update Resource Unauthorized

Request

curl --location --request POST

unique."

Resource Central APIs 2 9

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource

"\
--header 'accept: application/json' \
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--header 'Content-Type: application/json' \
--data-raw '{

"resourceMail": "ps3_@97change@aoprc.onmicrosoft
"name": "ps3_09 NY",

"description": ""

"licenseType": "Pooled",

"groupId": 20,

"locationId": 1760,

"timezone": null,

"categorylds": [],
"locationDescription”: "",
"signName": "",

"sendEmail": false,
"includeUtilizationCalculation": true,
"capacity": 6,

"resourceType": "Rooms",
"visible": true,
"displayUserRestrictions": false,
"messageDisplayRestrictions": "",
"restrictBooking": @,
"forceOrganizerOpenForm": -1,
"sortOrder": ""

"costInitial": @.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": O,
"preCloseDate": null,

"closeDate": null,

"openDate": null,
"displayReservationSection": null,
"displayOrderSection”: null,
"displayAttendeesSection": null,
"displayPropertiesSection": null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,
"hideFormOnTentativeAppointments": false,
"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering": 1,
"timeDeadlineForCatering": "00:00",
"deadlineForCateringMessage": "",
"deadlineForServices": false,
"workDayDeadlineForServices": 1,
"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6

}

Response

Resource Central APIs 30
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{
"status": 401,
"message": "Attempted to perform an unauthorized operation.",
"data": null

}

Update Resource Internal Server Error

Request

curl --location --request POST
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Resource
"\

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json' \

--header 'Content-Type: application/json' \

--data-raw '{

"resourceMail": "ps3_@97change@aoprc.onmicrosoft.com",
"name": "ps3_09 NY",

"description": ""

"licenseType": "Pooled",

"groupId": 20,

"locationId": 1760,

"timezone": null,

"categorylds": [],
"locationDescription”: "",
"signName": "",

"sendEmail": false,
"includeUtilizationCalculation": true,
"capacity": 6,

"resourceType": "Rooms",
"visible": true,
"displayUserRestrictions": false,
"messageDisplayRestrictions": "",
"restrictBooking": @,
"forceOrganizerOpenForm": -1,
"sortOrder": "",

"costInitial": @.0,
"costPrMinute": 0.0,

"startTime": "00:00",

"endTime": "00:00",
"preAndPostBufferTime": O,
"preCloseDate": null,
"closeDate": null,

"openDate": null,
"displayReservationSection": null,
"displayOrderSection": null,
"displayAttendeesSection": null,
"displayPropertiesSection": null,
"htmlid": null,

"htmlIdExternal"”: null,
"commonFormId": null,
"tentativeOrderFlow": false,
"hideFormOnTentativeAppointments": false,
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"askForAttendeesInForm": true,
"classicFormat": true,
"displayGroups": false,
"deadlineForCatering": false,
"workDayDeadlineForCatering": 1,
"timeDeadlineForCatering": "00:00",
"deadlineForCateringMessage": "",
"deadlineForServices": false,

"workDayDeadlineForServices": 1,

"timeDeadlineForServices": "00:00",
"deadlineServicesMessage": "",
"maxNumbOfDeliveries": 6
-
{
"status": 500,
"message": "Internal Error",
"data": null
}
Location

GET Search Location

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/locati

on?ids={{id}}

Get location result that matches the inputted values.
If no values inputted, the result would include all locations.

Bearer {{token}}

adllieizatioy The Authorization token get from Azure AD.

accept application/json

Data type: string

[ ID(s) of the location(s). Each id is separated by ",".

Example Requests

Search Location Successful


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/location?ids=%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/location?ids=%7b%7bid%7d%7d
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curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion?ids=77,258" \

--header 'accept: application/json®' \

--header 'Authorization: Bearer {{token}}'

Response
{
"status": 200,
"message": "Success",
"data": [
{

"taxReceiptEnable": false, //Either true or false. If true, tax receipt is
enabled for the resource

"taxReceiptlLanguage": null, //Language for the tax receipt.
taxReceiptEnable must be true
"taxReceiptlLocation": null, //Name and address of the location.

taxReceiptEnable must be true
"taxReceiptExternalCaterer”: null, //Name, address, and tax number of the
location. taxReceiptEnable must be true
"locationPercentage": -1, //Location percentage of the location
"visitorPercentage": -1, //Visitor percentage of the location
"id": 258, //ID of the location
"parentNodeId": 202, //ID of the location’s parent
“"caption": "Belgium", //Name of the location
"key": "", //Unique key to identify the location
"description": "", //Description of the location
"calendarId": 4, //ID of the calendar applied to the location
"extraIdl": null, //Extra ID of the location
"sortOrder": //A alphanumeric value used to sort locations

"taxReceiptEnable": true,
"taxReceiptlLanguage": null,
"taxReceiptLocation”: "\r\n\r\n\r\n\r\n",
"taxReceiptExternalCaterer"”: null,
"locationPercentage": -1,
"visitorPercentage": -1,

"id": 77,

"parentNodeId": 47,

"caption": "France",

"key": null,

"description": "",

"calendarId": 1,

"extraldl": null,

"sortOrder": 1

Search Location Unauthorized

Request
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curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion?ids=77,258" \

--header 'accept: application/json'

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.",
"data": null

Search Location Internal Server Error

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion?ids=77,258" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

‘

"status": 500,
"message": "Internal Error",
"data": null

}

GET Get Location by ID

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/locati

on/{{id}}

Get location result that matches the inputted ID.

Bearer {{token}}

AR e The Authorization token get from Azure AD.

Accept application/json

Example Requests

Get Location Successful


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/location/%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/location/%7b%7bid%7d%7d
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curl --location -g --request GET '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion/77"' \

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json'

‘

"status": 200,
"message": "Success",
"data": {
“"taxReceiptEnable": true, //Either true or false. If true, tax receipt is
enabled for the resource
“taxReceiptLanguage": null, //Language for the tax receipt. taxReceiptEnable
must be true
"taxReceiptLocation": null, //Name and address of the location.
taxReceiptEnable must be true
"taxReceiptExternalCaterer": null, //Name, address, and tax number of the
location. taxReceiptEnable must be true
"locationPercentage": -1, //Location percentage of the location
"visitorPercentage": -1, //Visitor percentage of the location
"id": 77, //ID of the location
"parentNodeId": 47, //ID of the location’s parent
"caption": "France", //Name of the location
"key": null, //Unique key to identify the location
"description”: "", //Description of the location
"calendarId": 1, //ID of the calendar applied to the location
"extraldl": null, //Extra ID of the location
"sortOrder”: 1 //A alphanumeric value used to sort locations

Get Location Unauthorized

curl --location -g --request GET '

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion/77"' \
--header 'accept: application/json’

{
"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

}

Get Location Internal Server Error
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curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion/77"' \

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json’

{
"status": 500,
"message": "Internal Error",
"data": null

}

POST Create Location

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/locati
on

Create location with the inputted body.

Bearer {{token}}

adlliblizatioy The Authorization token get from Azure AD.

Accept application/json
Content-Type application/json
{

"parentNodeId": //DataType: int - required

“"caption": //DataType: string - required, must be unique and NOT contain any special
character

"key": //DataType: string

"description": //DataType: string

"extraldl": //DataType: string

"calendarId": //DataType: int

"taxReceiptEnable": //DataType: string - required, Value either: true or false

"taxReceiptLanguage"”: //DataType: string - required when taxReceiptEnable is true,
Value must be one of da, zh-CN, nl, en-US, fi, fr, de, it, ja, ko, pt, ru, es, sv, nb,
cy, cs-CzZ, pl-PL.

"taxReceiptlLocation": //DataType: string

"taxReceiptExternalCaterer": //DataType: string

"locationPercentage”: //DataType: int - Value can only be ranged from @ to 100. The
total value of Locationpercentage and Visitorpercentage cannot exceed 100%

"visitorPercentage": //DataType: int - Value can only be ranged from © to 100. The
total value of Locationpercentage and Visitorpercentage cannot exceed 100%

}


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/location
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/location
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Example Requests

Create Location Successful

curl --location --request POST '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion' \
--header 'Authorization: Bearer {{token}}' \
--header ‘'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{
"parentNodeld": 47,
"caption": "pD70grP4EeagubU2D1F4YHMBhhE",

"key": "Paris",
"description”: "string",
"extraldl": "string",

"calendarId": 1,
"taxReceiptEnable": true,

"taxReceiptlLanguage": "fr",
"taxReceiptlLocation": "string",
"taxReceiptExternalCaterer": "string",

"locationPercentage": 20,
"visitorPercentage": 20

-
{
"status": 200,
"message": "Success",
"data": {
"id": 266,

"parentNodeId": 47,
"caption”: "pD70grP4EeagubU2D1F4YHMBhhE"
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Create Location Bad Request

curl --location --request POST '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion' \
--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{
"parentNodeId": 47,
"caption": "pD70grD4FeagubU2D1F4YHMBhhE",

"key": "Paris",
"description": "string",
"extraldl": "string",

"calendarId": 1,
"taxReceiptEnable": true,

"taxReceiptlLanguage": "",
"taxReceiptLocation": "string",
"taxReceiptExternalCaterer": "string",

"locationPercentage": 50,
"visitorPercentage": 50

}

{
"status": 400,
"message": "Bad Request",
"data": {

"errorField": "Key",
"errorDescription”: "The field Key must be unique."
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Create Location Unauthorized

Request

curl --location --request POST

Resource Central APIs 39

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca

tion' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{
"parentNodeId": 47,
"caption": "pD70grP4EeagubU2D1F4YHMBhhE",
"key": "Paris",
"description”: "string",
"extraldl": "string",
"calendarId": 1,
"taxReceiptEnable": true,
"taxReceiptlLanguage": "fr",
"taxReceiptlLocation”: "string",
"taxReceiptExternalCaterer": "string",
"locationPercentage": 20,
"visitorPercentage": 20

}

Response

{
"status": 401,
"message": "Attempted to perform an unauthorized operation.”
"data": null

}

Create Location Internal Server Error

Request

curl --location --request POST

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca

tion' \
--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"parentNodeId": 47,

"caption": "pD70grP4EeagubU2D1F4YHMBhhE",

"key": "Paris",
"description": "string",
"extraldl": "string",

"calendarId": 1,
"taxReceiptEnable": true,

"taxReceiptLanguage": "fr",
"taxReceiptLocation": "string",
"taxReceiptExternalCaterer": "string",

"locationPercentage": 20,
"visitorPercentage": 20
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}

{
"status": 500,
"message": "Internal Error",
"data": null

}

PUT Update Location

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/locati

on/{{id}}

Update location that matches the inputted ID.

Bearer {{token}}

A P2 The Authorization token get from Azure AD.

Accept application/json
Content-Type application/json
{

"parentNodelId": //DataType: int - required

"caption": //DataType: string - required, must be unique and NOT contain any special
character

"key": //DataType: string

"description": //DataType: string

"extraldl": //DataType: string

"calendarId": //DataType: int

"taxReceiptEnable": //DataType: string - required, Value either: true or false

"taxReceiptlLanguage": //DataType: string - required when taxReceiptEnable is true,
Value must be one of da, zh-CN, nl, en-US, fi, fr, de, it, ja, ko, pt, ru, es, sv, nb,
cy, cs-CZ, pl-PL.

"taxReceiptLocation": //DataType: string

"taxReceiptExternalCaterer": //DataType: string

"locationPercentage": //DataType: int - Value can only be ranged from © to 100. The
total value of Locationpercentage and Visitorpercentage cannot exceed 100%

"visitorPercentage": //DataType: int - Value can only be ranged from @ to 100. The
total value of Locationpercentage and Visitorpercentage cannot exceed 100%

}


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralOrderService/api/v1/Tree/location/%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralOrderService/api/v1/Tree/location/%7b%7bid%7d%7d
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Example Requests

Update Location Successful

curl --location --request PUT
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion/47' \
--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{
{
"parentNodeId": 47,
"caption": "pD70grP4E474ehU2D1F4YHMBhhE",

"key": "Paris New",
"description": "New branch",
"extraldl": "string",

"calendarId": 1,
"taxReceiptEnable": true,

"taxReceiptlLanguage": "fr",
"taxReceiptlLocation": "string",
"taxReceiptExternalCaterer": "string",

"locationPercentage": 40,
"visitorPercentage": 20

‘

"status": 200,
"message": "Success",
"data": null

Update Location Bad Request

curl --location --request POST
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion/47' \
--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{
"parentNodeId": 47,
"caption": "pD70grP4EU2D1F4YHMBhhE",

"key": "Paris",
"description": "",
"extraldl": "string",

"calendarId": 1,
"taxReceiptEnable": true,
"taxReceiptlLanguage": "fr",

41
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"taxReceiptLocation": "string",
"taxReceiptExternalCaterer”: "string",
"locationPercentage": 40,
"visitorPercentage": 20

‘

"status": 400,
"message": "Bad Request",
"data": {
"errorField": "Key",
"errorDescription”: "The field Key must be unique."

Update Location Unauthorized

curl --location --request PUT '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion/47' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{
{
"parentNodeId": 47,
"caption": "pD70grP4E474ehU2D1F4YHMBhhE",

"key": "Paris New",
"description”: "New branch",
"extraldl": "string",

"calendarId": 1,
"taxReceiptEnable": true,

"taxReceiptlLanguage": "fr",
"taxReceiptlLocation": "string",
"taxReceiptExternalCaterer": "string",

"locationPercentage": 40,
"visitorPercentage": 20

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.",
"data": null

Update Location Internal Server Error
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curl --location --request PUT
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/loca
tion/47' \

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json' \

--header 'Content-Type: application/json' \

--data-raw '{

{
"parentNodeld": 47,
"caption": "pD70grP4E474ehU2D1F4YHMBhhE",
"key": "Paris New",
"description”: "New branch",
"extraldl": "string",
"calendarId": 1,
"taxReceiptEnable": true,
"taxReceiptlLanguage": "fr",
"taxReceiptlLocation": "string",
"taxReceiptExternalCaterer": "string",
"locationPercentage": 40,
"visitorPercentage": 20

-

{
"status": 500,
"message": "Internal Error",
"data": null

}

Category

GET Search Category

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/catego
ry?ids={{id}}&parentId={{id}}

Get category result that matches the inputted values.
If no values inputted, the result would include all categories.

Bearer {{token}}

AT The Authorization token get from Azure AD.

accept application/json

Data type: string

1255 ID(s) of the category(s). Each id is separated by ",".


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/category?ids=%7b%7bid%7d%7d&parentId=%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/category?ids=%7b%7bid%7d%7d&parentId=%7b%7bid%7d%7d
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Example Requests

Search Category Successful

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/cate
gory?ids=142,143&parentId=48" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

"status": 200,

"message": "Success",
"data": [
{
"isDefault": false, //Either true or false. If true, the category becomes
default
"id": 142, //ID of the category
"parentNodeId": 48, //ID of the category’s parent
"caption": "Hot Desks", //Name of the category
"key": "Keyl23", //Unique key to identify the category
"description”: "", //Description of the category
"calendarId": 1, //ID of the calendar applied to the category
"extraIdl": null, //Extra ID of the category
"sortOrder": 7 //A alphanumeric value used to sort categories
s
{
"isDefault": false,
"id": 143,
"parentNodeId": 48,
"caption”: "Rooms with Whiteboard",
"key": "",
"description”: ""
"calendarId": 1,
"extraldl": "",
"sortOrder": 8
}
]
}

Search Category Unauthorized

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/cate
gory?ids=142,143&parentId=48" \

--header 'accept: application/json'

44
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{
"status": 401,
"message": "Attempted to perform an unauthorized operation.",
"data": null

}

Search Category Internal Server Error

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/cate
gory?ids=142,143&parentId=48" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

"status": 500,
"message": "Internal Error",
"data": null

}

GET Get Category by ID

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/catego

ry/{{id}}

Get category result that matches the inputted ID.

Bearer {{token}}

adllieizatioy The Authorization token get from Azure AD.

Accept application/json

Example Requests

Get Category Successful

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/cate
gory/142" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'



https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/category/%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Tree/category/%7b%7bid%7d%7d
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"status": 200,

"message": "Success",

"data": {
"isDefault": false, //Either true or false. If true, the category becomes

default

"id": 142, //ID of the category
"parentNodeId": 48, //ID of the category’s parent
"caption": "Hot Desks", //Name of the category
"key": "Keyl23", //Unique key to identify the category
"description”: "", //Description of the category
"calendarId": 1, //ID of the calendar applied to the category
"extraldl": null, //Extra ID of the category
"sortOrder": 7 //A alphanumeric value used to sort categories

}

Get Category Unauthorized

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/cate
gory/142" \

--header 'accept: application/json'

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

Get Category Internal Server Error

curl -location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Tree/cate
gory?ids=142,1438&parentId=48" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

‘

"status": 500,
"message": "Internal Error",
"data": null

}
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Group

GET Search Group

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Group?ids={
{id}}&name={{name}}

Get group result that matches the inputted values.
If no values inputted, the result would include all groups.

Bearer {{token}}

eI The Authorization token get from Azure AD.

accept application/json

ids Data type: string
ID(s) of the group(s). Each id is separated by ",".
Data type: string

name Name of the group.

Example Requests

Search Group Successful

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group?ids
=3,4&name=" \

--header 'accept: application/json®' \

--header 'Authorization: Bearer {{token}}'

{
"status": 200,
"message": "Success",
"data": [
{
"id": 4, //ID of the group
"name": "Equipment" //Name of the group
s
{
"id": 3,
"name": "Hotdesks"
}


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Group?ids=%7b%7bid%7d%7d&name=%7b%7bname%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Group?ids=%7b%7bid%7d%7d&name=%7b%7bname%7d%7d
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Search Group Unauthorized

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group?ids
=3,4&name=" \

--header 'accept: application/json'

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.",
"data": null

Search Group Internal Server Error

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group?ids
=3,4&name=" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

‘

"status": 500,
"message": "Internal Error",
"data": null

}

GET Get Group by ID

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Group/{{id}

[

Get group result that matches the inputted ID.

Bearer {{token}}

AR e The Authorization token get from Azure AD.

Accept application/json

48


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Group/%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Group/%7b%7bid%7d%7d
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Example Requests

Get Category Successful

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1/Group/3"*
\

--header ‘'accept: application/json®' \

--header 'Authorization: Bearer {{token}}'

"status": 200,
"message": "Success",
"data": {
"id": 3, //ID of the group
"name": "Hotdesks" //Name of the group

Get Category Unauthorized

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group/3"

\

--header 'accept: application/json'

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

Get Category Internal Server Error

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group/3"
\

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

49
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{
"status": 500,
"message"”: "Internal Error",
"data": null

}

POST Create Group

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Group

Create group with the inputted body.

Bearer {{token}}

SURRIELUIT The Authorization token get from Azure AD.

Accept application/json

Content-Type application/json

‘

"name": //DataType: string - required, must be unique, maximum 50 characters, Value
must not contain any special character except “.”/“ »”/«“-”

}

Example Requests

Create Group Successful

curl --location --request POST
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group’ \
--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"name": "Public Transport"

‘

"status": 200,

"message": "Success",
"data": {

"id": 62,

"name": "Public Transport"
}


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Group
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Create Group Bad Request

curl --location --request POST '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group’ \
--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"name": "Equipment"

‘

"status": 400,
"message": "Bad Request",
"data": {
"errorField": "Name",
"errorDescription”: "The field Name must be unique.”

Create Group Unauthorized

curl --location --request POST '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group’ \
--header ‘'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"name": "Public Transport"

‘

"status": 401,

"message": "Attempted to perform an unauthorized operation.”,
"data": null

Create Group Internal Server Error

51
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curl --location --request POST '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group’ \
--header 'Authorization: Bearer {{token}}' \
--header ‘'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"name": "Public Transport"

}
{
"status": 500,

"message"”: "Internal Error",
"data": null

}

PUT Update Group

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Group/{{id}

1

Update group that matches the inputted ID.

Bearer {{token}}
The Authorization token get from Azure AD.

Authorization

Accept application/json

Content-Type application/json
{

"name": //DataType: string - required, must be unique, maximum 50 characters, Value
must not contain any special character except “.»”/« »”/“-»

}

Example Requests

Update Group Successful

curl --location --request PUT '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group/62"
\

--header 'Authorization: Bearer {{token}}' \

--header 'accept: application/json' \

--header 'Content-Type: application/json' \

--data-raw '{


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Group/%7b%7bid%7d%7d
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Group/%7b%7bid%7d%7d
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"name": "Public Transports"

‘ HJ

"status": 200,
"message": "Success",
"data": null

Update Group Bad Request

curl --location --request PUT '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group/62"
\
--header 'Authorization: Bearer {{token}}' \
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{
"name": "Equipment"

‘

"status": 400,
"message": "Bad Request",
"data": {
"errorField": "Name",
"errorDescription”: "The field Name must be unique.”

Update Group Unauthorized

curl --location --request PUT '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group/62"
\
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"name": "Public Transports"

‘
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{
"status": 401,
"message": "Attempted to perform an unauthorized operation.",
"data": null

}

Update Group Internal Server Error

curl --location --request PUT '
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/v1l/Group/62"
\
--header 'accept: application/json' \
--header 'Content-Type: application/json' \
--data-raw '{

"name": "Public Transports"

-
{

"status": 500,

"message": "Internal Error",
"data": null

}

Form

GET Search Form

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form?ids={{
id}}&name={{name}}

Get form result that matches the inputted values.
If no values inputted, the result would include all forms.

Bearer {{token}}

adllieizatioy The Authorization token get from Azure AD.

accept application/json

ids Data type: string
ID(s) of the form(s). Each id is separated by ",".
Data type: string

name Name of the form.



Add-On Products

AWM Resource Central Resource Central APIs

55

Example Requests

Search Form Successful

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form?ids=
1,3&name=" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

{
"status": 200,
"message": "Success",
"data": [
{

"id": 3, //ID of the form
"name": "Events - Orderform", //Name of the form

"descriptionShort": "", //Short description of the form
"resources": [ //List of the resources that use the form below
{
"id": 15, //ID of the resource
"name": "Toronto - Hotdesk", //Name of the resource
"email": "ps3_0@12@aoprc.onmicrosoft.com” //Email address of the
resource
i)
{
"id": 43,
"name": "Helsinki - auto 1",
"email"”: "ps3_@39@aoprc.onmicrosoft.com"
I
{
"id": 46,
"name": "Oslo - Bil 1",
"email"”: "ps3_@42@aoprc.onmicrosoft.com"
I
{
"id": 49,
"name": "Stockholm - Bil 1",
"email": "ps3_@45@aoprc.onmicrosoft.com”
I
{
"id": 55,
"name": "New York - hotdesk 1",
"email": "ps3_O@51@aoprc.onmicrosoft.com"
I
{
"id": 58,
"name": "New York - Laptop B1",
"email": "ps3_O@54@aoprc.onmicrosoft.com"
I
{

"id": 59,
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"name": "New York - hotdesk 2",
"email": "ps3_@55@aoprc.onmicrosoft.com”
Ts
{
"id": 435,
"name": "Toronto - Hotdesk 1235",
"email": "ps3_0121235@aoprc.onmicrosoft.com"
}
]
s
{
"id": 1,
"name": "US Form",
"descriptionShort": "",
"resources": [
{
"id": 54,
"name": "New York - Room 101",
"email": "ps3_@560@aoprc.onmicrosoft.com"
¥
]
¥

Search Form Unauthorized

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form?ids=
1,3&name=" \

--header 'accept: application/json' \

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

Search Form Internal Server Error

curl --location --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form?ids=
1,3&name=" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'
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{
"status": 500,
"message"”: "Internal Error",
"data": null

}

GET Get Form by ID

Example URI:
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form/{{id}}

Get category result that matches the inputted ID.

Bearer {{token}}

AP The Authorization token get from Azure AD.

Accept application/json

Example Requests

Get Form Successful

curl --location -g --request GET

https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form?ids=
1&name=" \

--header 'accept: application/json®' \
--header 'Authorization: Bearer {{token}}'

{
"status": 200,
"message": "Success",
"data": {
"id": 1, //ID of the form
"name": "US Form", //Name of the form
"descriptionShort": "", //Short description of the form
"resources"”: [ //List of the resources that use the form below
{
"id": 54, //ID of the resource
"name": "New York - Room 101", //Name of the resource
"email": "ps3_056@aoprc.onmicrosoft.com” //Email address of the
resource


https://ps3.eastasia.cloudapp.azure.com/ResourceCentralExternal/api/v1/Form/%7b%7bid%7d%7d
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Get Form Unauthorized

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form?ids=
1&name=" \

--header 'accept: application/json'

‘

"status": 401,
"message": "Attempted to perform an unauthorized operation.”,
"data": null

Get Form Internal Server Error

curl --location -g --request GET
https://ps3.eastasia.cloudapp.azure.com/ResourceCentralGateway/order-api/vl/Form?ids=
1&name=" \

--header 'accept: application/json' \

--header 'Authorization: Bearer {{token}}'

‘

"status": 500,
"message": "Internal Error",
"data": null

}
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